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BBEAEHUE

[TpunIMnBI 1 METOABI 3aIIUTHl UHGOPMAIIMM B KOMIBIOTEPHBIX CETSIX MOJ-
pOOHO M3arar0TCs BO MHOTHX MCTOYHHKAX. BMecTe ¢ TeM olrymaeTcst HeA0CTaTOK
MOoCOOWH, B KOTOPBIX 3allUTa B KOMIBIOTEPHBIX CETAX ObUTa OBl OMHMCaHa B BHUJC
MUHUMAJIbHO HEOOXOAMMOM U B TO K€ BPEMs JOCTATOYHOM JJIsl TPAKTHIECKOTO OC-
BOEHUSI OCHOBHBIX MPUHIIMIIOB 3aUIUThl Ha MPUMEPE JOCTYMHOrO0 MPOrpaMMHOTO
oOecrieueHusl.

Pa3BuTHE KOMNBIOTEPHBIX CETEH, MHTErpalys JIOKAJIbHBIX CETe B OJHY 00-
IIYIO CETh MPUBOAAT K POCTY MPOUCIIECTBUI U aTak. J{Jis 3alUTHl OT aTakK 4yeiaoBe-
YECTBO MPUIYMBIBAET BCE HOBBIE MEXAHU3MBI, U B TO K€ CAMOE BpPEMsI XAKEPCKHUE
aTaky CTAHOBSTCS Bce Ooiiee U OoJiee m3onpeHHbIMU. OHAKO OCHOBHbBIE TTPUHIIU-
bl CETEBOM 3aIUTHI CHOPMYIUPOBAHBI YK€ IOCTATOYHO JIaBHO U OCTAIOTCS HEU3-
MeHHbIMH. B mocoOun mpl He OyJeM OMUCHIBATh M3OIIPEHHBIE TEXHOJIOTHH aTak,
4acTh U3 KOTOPBIX pealn30BaHa TOJIbKO B Teopun. COOTBETCTBEHHO HE OyaeM Mpu-
BOJWTH M CIOCOOBI 3aIIUTHI OT M3OMIPEHHBIX aTakK, TaK KaK CUYMTaeM, 4TO, Pa3o-
OpaBIIMCh C OCHOBHBIMU MPUHIMIIAMH 3aIIUThl OT CTAHJIAPTHBIX «KJIACCHUECKUX)
aTak, YUTATENIb C YCIEXOM CMOXET OCBOMTh MEXaHU3MBbI 3aIMUTHI U OT 00JIEE CIIOXK-
HbIX. B mpouecce u3noxeHnus OyaeM Npeanosararb, 4To 3alllMIIAeTcs HeOObIIast
KOMITIBIOTEPHAsI CETh, B KOTOPOW HE 00pabaTbiBaeTCsi KpUTHUHAA WH(pOpMaLUs WU
uH(popMaIus, COCTAaBIAIONIAS TOCYIapPCTBEHHYIO TallHy, TaK Kak TpeOoBaHUs K 3a-
HIUTE TAKUX CETEeU MPEABSIBISIIOTCS CYIIECTBEHHO 00JIe€ BHICOKHUE.

L]env nocobuss — naTh BO3MOKHOCTh YUTATEIM HAa MPAKTUUYECKUX MPUMeEpax
U3YYUTh CIOCOOBI 3alIUThl MHGOPMALMK B HEOOJBIION KOMIIBIOTEPHOW CETH OT
CTaHJAPTHBIX CETEBBIX ATAK.

[To Mepe u3NOKEHUA TEOPETUUECKOTO MaTepuaia YUTATEIsAIM MpPEIaratoTcs
IpaKkTHYECKUE 3aanusi, 00o3HaueHHbIe ab3arieM « BBIIIOJIHUTA!». BeinoiHeHue
3a/1aHUH, a TaK)Xe MOJIyYEHHUE OTBETOB Ha COAEPKAIMECS! B HUX BOIPOCHI SIBISIFOTCS
HEOOXOJMMBIM YCJIOBHEM OCBOEHHs yueOHOro martepuaia. B mporecce BblnosHe-
HUSA 33JIaHUil B psijie ciilydaeB HE0OX0AuMO oOecreuuTh (YHKIIMOHUPOBAHUE B CETH
HECKOJIBKHX Y3JIOB, YTO 3a4acTyIO0 OBIBAET CII0KHO OPraHU30BaTh B KOMITBIOTEPHBIX
KJIacCaxX U HEBO3MOXKHO Ha OTJIEJBHO CTOSIIEM KoMIlbtoTepe. [ u3ydyenus mnpen-
jaraercs MpUMEHATh CUCTEMY BUPTYyalibHbIX MamnH VMware Workstation, mo3Bo-
JSIOLIYI0 HA OJTHOM KOMITBIOTEPE UMUTHUPOBATH HAIMYME HECKOJIBKUX CETEBBIX y3-
JIOB.

[To3HaKOMMBIIMCH C TEOPETUUYECKOM YACThIO MOCOOMSI M BBIIOJIHUB MPAKTU-
YEeCKUE 3a/IaHMsl, YATATEIN CMOTYT, BO-TIEPBBIX, OOOCHOBAHHO MPUMEHSATHh METO/IbI
CETEBOM 3allUTHI B MPOLIECCE CBOEU MPAKTUYECKON JEATEIbHOCTH, BO-BTOPBIX, Ca-
MOCTOSITEJIbHO OCBOUTH T€ CPEIACTBA M CUCTEMBI, KOTOPbIE OCTaJUCh 3a paMKaMH
TAHHOT'0 TOCOOMS.

VYyebnoe mocodue pazpaboTaHO Ha OCHOBE paszenia «3aluTa B KOMIIBIOTEP-
HBIX CeTsIX» IucuuIuuHbl «lIporpaMMmHo-anmapaTHbie cpencTBa oOecreueHus: uH-
dbopmalOHHON 0€30MaCHOCTH.



[Tpu mpoBeneHUM MPAKTUYECKUX 3aHATUN MPUMEHSIOTCS JIMOO CBOOOAHO
pacnpocTpaHsieMble IPOrpaMMHBIE HPOAYKTHI, JUOO JIEMOHCTPAIMOHHBIE BEPCUU
KOMMEPUYECKUX CHCTEM.

Yuraemplil Kypc CTPOUTCS ClIeayronuM obpazoM. CHadana CiaymaTeinn U3y-
Y4aroT 0COOCHHOCTH aHajn3a CETeBOro TpaduKa C IeIbI0 BHISBICHHS MTPU3HAKOB Ce-
TEBBIX aTak. B Kypce M3nararoTcsi caMble paclpOCTpaHEHHBIC CETEBbIC aTaKH, LEb
KOTOPBIX IIPUBECTH CETEBBIE y3Jbl B HEPAOOTOCIOCOOHOE cocTOsiHUE. UTOOBI HE J10-
MyCTUTh MPUINHEHHS yiIepOa KOMIBIOTEPHBIM CUCTEMaM, U3YJaroTCs JHUIIb Te ce-
TEBbIE aTaKW, KOTOPHIE Ha CETOMHALIHUI JE€Hb MOTEPSIN aKTyalbHOCTh. B TO ke
BpEeMsi, U3y4YHMB OINMHUCHIBAEMbIE aTaKul U Pa3zo0paBIIMCh B UX MPHUPOAE, CIYyIIATEIH
CaMOCTOSITETILHO CMOTYT HaWTHU MH(GOPMAIIMIO O COBPEMEHHBIX aTakax B MHTepHer
U B U3JIAaHUAX N0 KOMIIBIOTEPHOU 0€30MacCHOCTH.

[ToryuuB npencTaBiIeHHE O CETEBBIX aTakax, CIyILIaTeId M3ydaroT MEphl 3a-
IIUTHI, HAYMHAS C MEXCETEBOT0 dKpaHUpOBaHus. [[env 3anamuti — HAYYUTHCA 3a-
MIMIIATh KJIMEHTCKYIO CETh OT BHEIIHEro NMPOHMKHOBEHUA. V3ydaroTcst mporpamm-
HbIe QUIBTPYIOIINE MaPIIPYTU3ATOPHI U IIEPCOHATIbHBIC CETEBBIE (DUIBTPHI.

Jlanee m3ydaroTcsi cpeacTBa OOHApY>KEHUSI CETEBBIX aTakK, KOTOpbIE MpeaHa-
3HA4YCeHBI ISl BBISBJICHHUS HE TOJBKO BHEIIHUX aTak, HO M aTaK, MCXOIIIIMX W3
BHYTpPEHHEH ceTH, HalpuMep OT BPEIOHOCHBIX IPOrPaMM.

Bonbiioe BHUMaHUE B Kypce YAENSETCs MOCTPOCHUIO BUPTYaIbHBIX YaCTHBIX
cetet. PaccmarpuBatotest kak cpenctBa, BctpoernHbie B OC Windows 2000/XP, tak
U CEpTUPUIIMPOBAHHBIE TPOTPAMMHBIE KOMILJIEKCHI.

OTaenbHO B Kypce M3ydaroTcsl COCcOObl MOBBINICHUS 3allUIeHHOCTH Win-
dows-cucteM MyTeM YMEHBIIECHUS KOJIUYECTBa (PYHKIHMOHUPYIOIIUX CETEBbIX
ciyk0 M ynpouieHusi ux KoHpurypamuu. PaccMarpuBaercs MUHUMAIbHO HEOOXO-
mumast st pynkimonupoBanus OC koHdurypaims, mo3Bosisroas pabouen cTaH-
IIUM peliaTh 3a/1a4u 1o o0ecreueHunto, Hanpumep, aenonpoussoacTsa B JIBC.

Taxxe B Kypce paccMaTpuBaeTCsl MEPCIEKTUBHAsA C TOUKH 3peHUs obecreye-
HUSl 6€30MaCHOCTH TEXHOJIOTHSI 00pabOTKM KOH(UIEHIIMATBHBIX TOKyMEHTOB 1 0a3
JAHHBIX C MPUMEHEHUEM TePMUHAIBHOTO JOCTyNa. 3aHATHUS TPOBOAATCS Ha MpUMe-
pe komnoneHTa Terminal Server, Bctpoennoro B OC Windows Server 2003.

3aBepiaeTcs Kypc U3y4eHHEM BOMPOCOB ayuTa O€30MacHOCTH KOMITBIOTEP-
HBIX CHCTeM. J[eMOHCTPHUPYIOTCS CpeICTBa, MO3BOJIAIONIAE HE TOJIBKO HANTH Ys3-
BHMBbIE MECTa B HACTPOIKE CETEBBIX Y3JIOB, HO U MPEJIOKHUTh KOHKPETHBIE MEPHI IO
ux ycrpaHeHuto. Kpome Toro, ¢ 1enpo0 NpoTUBOJIECHCTBUS MMOJOOHOMY CKaHHUPOBa-
HUIO, OCYIIIECTBIIIEMOMY M3BHE M HECAHKIMOHUPOBAHHO, OMHUCHIBAIOTCS MPUEMBI,
KOTOpbIE MCIOJIb3YIOT CKaHepbl 0€30MacHOCTH JJI aHaliu3a ys3Bumocten. [Jomnor-
HUTEJIBHO HM3Yy4YalOTCS CPEICTBA, MO3BOJISIIOIINE BBISICHUTH CTENEHb COOTBETCTBHUS
UCIOJIb3YEMBIX 3alIUTHBIX MEXaHU3MOB TPeOOBaHUSIM HOPMATHUBHBIX JOKYMEHTOB,
B yacTHOCTHU ctanaapty ISO 17799.

[TpakTHueckue 3aHATHA [0 pa3eiy MPOBOAATCS MO CIACAYIOUIMM TEMaM:

1. Co3gaHue 3alIMIIEHHBIX CETMEHTOB MpU padoTe B IHTEPHET C UCIIOIb30BAHUEM
MEKCETEBbIX FKpaHOB. [IpumeHenne GUabTPyIOIINX MapIIPyTU3aTOPOB.



2. beszomnacHas HacTpoiika KJIMEHTCKOro MPOrpaMMHOTO oOecrieueHus. 3auura pa-
00YMX CTaHLIMN C UCTIOIb30BAHUEM IEPCOHATIBHBIX CETEBBIX (PUIBTPOB.
Opranmzamust VPN cpenctBamu npotokona PPTP B OC Windows 2000/XP.

4. 3amuTa cereBoro Tpaduka ¢ ucnonbp3zoBanueM nporokoia [PSec 8 OC Windows
2000/XP.

5. Ilpumenenue nporpammHoro komiuiekca ViPNet s opraHuzanuu BUPTyaib-
HOW YaCTHOM CETH.

6. Opranmszanust VPN cpencrBamu npotokosia SSL B OC Windows Server 2003.

7. Ilpumenenue COA Snort s oOHapy>K€HHsI CKPBITOIO CKaHUPOBAHHUS, aTak,
UCIIONB3YIOIIMX TPEIHAMEPEHHOE HAPYLIEHHWE CTPYKTYPhl CETEBBIX IAKETOB,
aTakK BUJIA «OTKa3 B 00CITyKMBaHUNY.

8. IlpumeHeHHEe MPOrpaMMHBIX CPEACTB ayauTa UHPOPMALMOHHON O€30MacHOCTH
C LIEJIBI0 TECTUPOBAHUSA COCTOSIHUSA 3aILUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM OT
HECAHKIIMOHUPOBAHHOTO JOCTyINa W BBIPAOOTKH MEp 3aIIUTHl OT BBISBICHHBIX
yIpos3.

[Tocobue cocTouT u3 ceMu TrIaB, OMOTUMOTPAPHUUECKOrO CHUCKA, MEPEeUHS

IPOrpaMMHOTO 00ECTICYEHHS U IBYX MPHUIOKECHUN:

— [Tnasa I. BeisiBneHue ceTeBbIX aTak myTeM aHanu3a Tpaduka. B rimase pac-
CMaTpUBAIOTCS OCHOBHBIE IIMPOKO M3BECTHBIE ceTeBbIE araku. OCHOBHOW ymnop Je-
JaeTcsl Ha TO, YTOObI HAYUYHUTHCSl PACIIO3HABATh JIAHHbIE aTaKU B MACCHBE CETEBOIO
Tpaduka. PaccmarpuBaroTcst 3Tanbl CETEBOr0 MPOHUKHOBEHUS U BBISBISIOTCS MPH-
3HAKH CETEBBIX aTaK.

— [7asa 2. 3amyTa KOMIBIOTEPHOW CETH C UCIIOJIb30BAHUEM MEKCETEBBIX JK-
paHoB. COAEPKUT CBEJICHHS O Ha3HAYEHUH M THUIIAX MEXKCETEBBIX AKpaHOB. IIpak-
TUYECKUE 3a/IaHMs TIPEAHA3HAYECHBI JUISl TIOJIyYEHUsI HABBIKOB HACTPOMKHU MEXKCETe-
BBIX PKPaHOB Ha OCHOBE CBOOOJIHO PaCIpPOCTPaHAEMbIX IPOrPAMMHBIX CPEJCTB.

— [Tnasa 3. Cucrembl oOHapyxeHHsl aTak. V3maraercs teopust oOHapyKeHHs
aTak, MPAKTUYECKHUE MPUEMbI BBISIBJICHUS CETEBBIX aTaK M3y4arOTCA HAa MPUMEPE
pacupoctpanerHHoir COA Snort. [Togpo6Ho ommceiBaetcs nntepdeiic COA Snort u
MPUBOATCS PUMEPHI TIPABUIT OOHAPYKEHUS PACIPOCTPAHECHHBIX aTaK.

— [hasa 4. Opranusanus BUPTyaJdbHbIX YaCTHBIX ceTel. JlaHHAs riiaBa sBIISET-
cs1 HauOoublIel M0 00bEMY M KOJIMYECTBY NMPAKTHUECKUX 3a7aHuil. B Hell paccmar-
pUBaroTCsA NPOTOKOJbI VPN, IpuMeHsieMbIe Ha Pa3IMYHbIX YPOBHSIX CETEBOM MOJE-
mu. [lpakTuyeckue 3agaHus NpPENHA3HAYEHBl Ui M3Y4YEHHs KAaK CTaHAAPTHBIX
cpeactB opranm3anun VPN, peanuzoBanasix B OC Windows 2000/XP, tak u cne-
LAAJM3UPOBAHHBIX MPOrPAMMHBIX MAKETOB HA MPUMEPE HMIMPOKO PACIpPOCTPAHEH-
Hol cuctembl VipNet. CiymaTenu ocBauBarT TexHooruu noctpoenust VPN ¢ uc-
noas3oBanreM npotokosioB PPTP, IPSec u SSL. Pazaen, B KOTOpoM ONMMCHIBAETCS
C3U VipNet, He TOAMEHSET TOKYMEHTAIMIO 110 TaHHOMY MPOTPAMMHOMY MPOIYK-
Ty U ClleHUaIN3UpOBaHHbIE YueOHble Kypchl. B pa3nene nmpuBoguTcs MeToIMKa op-
ranu3anuu 3auatuil o n3yuenuto C3U VipNet B KOMIIBIOTEPHBIX KJ1accax OOIIETO
Ha3HA4YE€HUS C UCIIOJIb30BAaHUEM TEXHOJIOTUM BUPTYAIbHBIX MAILIHH.

(O8]



— [haea 5. llpuMeHeHne TEXHOJIOTMH TEPMHUHAJIBHOrO AocTyna. B riaBe pac-
CMaTpHUBAETCS KOMIUIEKCHAs 3ajJada IO OpTraHHu3alliy 3allUIIeHHOW 00paboTku
koHpuaennuanbHoi nHpopmanuu B AUC na 06aze JIBC ¢ mpumeHeHneM TEXHOJIO-
MM TEPMUHAIBHOTO AO0CTyna. B kauecTBe ocHOBBI BhiOMpaeTcst BcTpoeHHas B OC
Microsoft Windows Server 2003 cmyx06a TepmuHanbHOro Aoctyna. Ha mpaktuue-
CKUX 3aJJaHUSIX YMTATENN OTpadaThIBAIOT MPEIaraéMylo B MOCOOUH METOAUKY Op-
raHuzanuu 3amutsl nHpopmaruu B JIBC.

— I7aea 6. Ciyx0bl katanoros. M3naratotcst o01IMe CBEICHHS O HA3HAYEHUU U
peanu3anusax CIy>K0 KaTajloroB, ONMUCHIBAETCS CTPYKTYpa MOMYJISIPHOIO MPOTOKOJIA
noctymna K ciyxoOe katanoroB LDAP, opranuzaius npuHuuna eIuHON perucrpa-
IIMU B CETU HA ocHOBE MpoTokoia Kerberos. [Ipaktuueckue 3agaHus mpeanoiararoT
noipoOHOE M3Yy4YEeHHE MPOTOKOJIOB Ha OCHOBE B3aUMOJCUCTBHUS pabOYMX CTAHIIMMA
nox yrpasienueM OC Linux u cepsepoB Ha ocHoBe OC Microsoft Windows Server
2003.

— [Iasa 7. Aynut nndopmaiimoHHoi 0€301MacHOCTH KOMITBIOTEPHBIX cucTeM. B
rJlaB€ BBOJUTCS MOHSATHE ayJuTa MHPOPMAIIMOHHOW 0€30MacHOCTH U TPEeX ero oc-
HOBHBIX TUIOB. B pe3ynbTaTe BBHINOJHEHUS MPAKTUYECKUX 3aJlaHUM YUTATEIU IO-
JIy4arOT HABBIKU BBHIMOJHEHUS BAXKHEHIIIEH COCTABIAIONIEH aKTUBHOTO ayUuTa — UH-
CTPYMEHTAJbHBIX MPOBEPOK. UWTaTeNsIM MpeasiaraeTcsi MPOBECTU BECh KOMILIEKC
MHCTPYMEHTAJIbHBIX MPOBEPOK — OT MOJYy4YEHHUs NMEPBUYHON MH(OpMALMKU O ceTe-
BbIX y3JIaX JI0 HAIMCAHUSl UTOTOBOI'O OTYETA MO Pe3yJbTaTaM TECTUPOBAHMUS.

bubnunorpaduyeckuii COUCOK COJNEPKHUT 22 HAWUMEHOBAHUS HCTOYHHKOB,
BKJIIOYAsl TEXHUYECKYIO JOKYMEHTAIMI0 U y4eOHble mocobusi, TpeOyrommecs s
YTIyOJIEHHOTO U3YYEHUS OTJEIbHBIX TEM.



1. BbIABJIEHUE CETEBbLIX ATAK NYTEM AHAJIU3A TPAD®UKA

1.1. OmankI cemeesou amaku

CrangapTHbIEC CETEBbIE aTaKH MPOU3BOAATCA B TPH dTama: cOop HHPopMaIu,
BBISIBJICHUE YSI3BUMBIX MECT aTaKyeMOM CHUCTEMBI U pean3alis BHIOpaHHOW aTaky.

Otan cOopa mH(bOPMALMK 3aKIIOYAETCS B M3YyUYEHUU CETEBOW TOIOJIOTHH
aTaKyeMOW CETH, ONPEEICHUH TUIIA U BEPCUU ONEPALMOHHON CHUCTEMBI aTAKyEMO-
IO y3J1a, BBISBIICHUU JIOCTYMHBIX CETEBBIX U MHBIX CEPBUCOB, (PYHKIMOHUPYIOLIUX
Ha aTaKyeMOM Y3JI€.

OTan BBISBICHHUS YSI3BUMBIX MECT aTaKyeMOW CHCTEMBI OCYILECTBIISIETCS I1O-
cJle WIK MapajienbHO ¢ 3TanoM cOopa uHpopmanuu. Ero cyTs 3akitouaercst B Bbl-
SCHEHHH BEPCHUM MCIOJIb3YEMOI'0 Ha aTakyeMoM y3iie cereBoro 110, BeIsABICHUM €70
KOHQUIypallMd U B aHaju3€ HaIW4MUs ys3BUMoOcTed B ykasaHHoM I1O u ero Ha-
CTpOMKAX.

W, nakonen, 3Tan peanus3aliy aTaku — 3TO JIMOO OTIpaBKa OIpPEIEICHHbIX
IIOCJIEI0BATENBHOCTEH CETEBBIX MMAKETOB Ha OINpEe/IEHHbIE CETEBbIE CITY>KObI, PU-
BOJAIIAS K HEpaOOTOCIIOCOOHOCTH y3J1a, JIMOO BBIIOJHEHNUE KaKUX-JIH0O0 3aIIPOCOB K
CETEBbIM CIYyK0aM YIAJICHHOIO Y3JIa, pPe3yJbTaTOM KOTOPBIX OyAEeT MOJIy4eHHE
JOCTYyTIA K 3aIAIaeMoi HHHOPMAIIHH.

B nenom nepBblie /1Ba 3Tana HE MOTYT OBbITh KJIACCU(DUIIMPOBAHBI KaK MPECTY-
rienue. Kak ykaspiBaercs B [ 1], KOMIIBIOTEPHBIMU CETEBBIMH MPECTYIUIIEHUSMU SIB-
JSI0TCA TPELYCMOTPEHHbIE YTOJIOBHBIM 3aKOHOJATEIbCTBOM OOLIECTBEHHO OIac-
HbIE€ JICSHUS, COBEPIICHHBIE HAa OCHOBE YJAJIEHHOIO JOCTyla K OOBEKTy mocsra-
TEJIbCTBA C HCIIOJIb30BAHUEM TIJI00AJIbHBIX KOMIIBIOTEPHBIX CETEH B KaueCcTBE OC-
HOBHOI'O CPE/ICTBA JTOCTHXKEHUS LEeNU. TakuM 00pa3oM, KOMIBIOTEPHBIM IIPECTYII-
JICHUEM SIBIIICTCS JIMIIb TPETUH dTall — peaau3anys aTaky.

Bmecre ¢ TeM BBINOJIHEHUE TPETHETO dTama MPaKTUYECKH HEBO3MOXKHO 0e3
IIPOBEJICHUS JBYX NEPBBIX 3TaNoB aTaku. Cle10BaTenbHO, 3alUTe JODKHBI MOIe-
*KaTb U MH(GOpPMALUs O CETEBOM TOIMOJIOTUU, U MEPEUYEHb JTOCTYIHBIX CEPBUCOB, U
BEPCUU IIPOIPAMMHOTO 00ECIIEUEeHMS], U T. 1I.

1.2. UccnedoesaHue cemeegolli monosio2uu

3agaya M3y4YeHUs CETEBOW TOMOJIOTHM 3AKJIIOYAETCA B BBISIBJICHHM CETEBBIX
y3JI0B, IPUCYTCTBYIOIIMX B 3aJJaHHOM Juana3oHe aapecos. [Ipu aTtom pacnpocrtpa-
HEHHBIE CETEeBBIC CKaHEPhI, TaKKe Kak nmap, netcat, InterNetView, pemator 1aHHyIO
3aaady yaie Bcero nyrem ICMP-ckannpoBaHus.

Kak u3BectHo, nporokon ICMP ucnone3yercst st onpeneaeHust J0CTYITHO-
CTU CETeBBIX y3JI0B. CTaHIapTHOW IporpamMMon, npuMenstoniei nporokon ICMP,
SBIIAETCS YyTUIUTA ping. OYHKIMOHUPOBAHUE YTUIIUTHI pINg CBOJIUTCSA K OTIPABKE
Ha TECTUPYEMBIH y3€J 3ampoca U MOJdy4dYeHHIO0 oTBeTa. OTIpaBiisieMblil 3apoc Ha-



3piBaeTcsi [CMP-3anpocom (tun makera ECHO REQUEST), a momydaemsiii OT-
BeT — [CMP-otBeTom (Tun naketa ECHO REPLY).

B CommView

File Search Wiew Tools Settings Rules Help
> = H-0- E =
IP Statistics L Packets l Logging ]\D.) Rules ]
Mo | Protocol | MAC Addresses | IP Addresses | Parts 4| | [=-Ethemet 1T
7 IP/ICMP  02:08:02:B5:F5:... 192.168.200.1 = 192.168.200.2 [ ge‘“”amg“ﬁg’0200’23;052’;5;:;'3"33
E IF/ICMP  02:08:02:B5:F5:.., 192,168.200.1 <= 192,168.200.2 M - SHEES e g L SiEa
v i Ethemtype: 0000 (2048) - IP
& 1 5 -" - Drirection: Cut
— — Time § Delta Time: 16:37:04,215 [ 30,109
0x0000 00 08 0 B7 CD C3 02 02-02 ES FS A0 08 00 45 00 . -HT.. .px .. E. Frame size: 74 bytes
0x00lo 00 3C 1E EE OO0 00 20 0l1-04 27 CO ag C2 01 CO AZ .<.e..b.  FAEM.AF
0x00Z0 C2 0Z Of 00 EA E2 01 00-05 00 61 6Z 63 64 65 66 M. . _mm. ... abecdef
0x0030 67 68 69 64 6B &C &b EE-&F 70 71 72 73 74 75 76  ghijklmnopgrstus
0x0040 TR PE T L TR 7D FE=TP-ER wxyz{l}~0%
Checksurn: 0:EAES (BO13E) - carvect
.. Identifier; 0x0100 (255)
Sequence Murnber: 0x0500 (12300
& 5 08
Capture: On  |Pkts: 575 in [ 641 out | 7 pass [auto-saving: off Rules: OFF 2%, CPL Usage y

Puc. 1.1. Ucxonsamuit ICMP-3anpoc

B CommView E|E] [z|

File Search Wiew | Tools Settings Rules Help

.@ #= | MAL Eridge Miniport - Packet Scheduler Miniport -

b O EWH-DO-

IP Statistics ‘L Packets l Logging ] I Rules ]

Mo | Protocal | MAC Addresses | IP Addresses | Parts A | 5 Ethemet IT

& IFUDP  02:08:02:B5:FS:... 192.168.200,1 => 192,168.200,255 137 == 137 Destination s S0 D bl
7 IPJICMP  02:08:02:B5:FS:,.,  192.168.200.1 => 192,168,.200,2 MJA = 2ouree MACINIISUHEHED0S

) IPAICMP  02:08:02:B5:F5:... 192.168.200.1 <= 192,168.200.2 MiA b g Ethemypes D0 12048) - 1P

< | b - Direction: In

= = Tirme [ Delta Tirme: 16:37:04,218 /0,000
Qx0000 0z 08 0 BE FE AOQ Q0 0%-0Z BT CDr C2 08 00 45 00 N R | Frarne size: 74 bytes

oxoolo oo 3C 0% Z7 00 00 20 01-Z0 45 CO A8 C8 0OZ CO AS _=.'__®. EAEM. AR

0x00z0 C8 01 o0 00 FZ2 E2 01 00-05 OO 61 &2 63 &4 65 &6 H.. mi. .. abcdef

0x00320 67 68 &2 '6A 6B ®C &D sE-&F 70 TL 72 73 7M™ 35 Te ghijklmwnopgr stus

0x0040 T 78 T2 7 TE TC.-TR TE=TR- 80 wxye{ |l }~0%

Checksurn: 0xF2ES (52184 - carrect
- Identifiar: 0x0100 [25E)
Sequence Murnber: 0x0500 (12300

< |5 B9

Capture: OFf  |Pkts: 575in / 641 out | B pass auto-saving: Off Rules: OFf 4% CPU Usage

Puc. 1.2. Bxoganmit ICMP-otBeT



Taxk, ecu Ha KoMIbrOTEpE MO yrpasieruem, Hanpumep, OC Windows 2000
C [P-agpecom 192.168.200.1 MPOU3BOIUTCS BBITIOJIHEHHE KOMAaH/IbI
ping 192.168.200.2 ¢ ueapi TECTUPOBAHUS TIOCTYIIHOCTH y3ia ¢ [P-agpecom
192.168.200.1, To B ceTH MOKHO HAOIIOJATh YETHIPE MOCIEA0BATEIBHO MepeiaBac-
Mble napbl cooOmenuii: ucxonamuid ICMP-3anpoc (tun ICMP-nakera — 0x08,
Echo, puc. 1.1) u Bxogsammii ICMP-otBet (Tun ICMP-naketa — 0x00, Echo-Reply,
puc. 1.2).

AHanoruyHele MakeTbl UMEIOT MECTO MPU CKAaHUPOBAHUH, KOTOPOE MPOU3BO-
nuTcsi, Hanpumep, ckanepom InterNetView (puc. 1.3). EquHCTBEHHBIM OTIMYHEM
SIBJISIETCS TO, YTO BMECTO YEThIPEX MOCIEN0BATENbHBIX Map NAKETOB B TpauKe NpHU-
CYTCTBYET TOJIbKO o7iHa napa: ICMP-3anpoc u ICMP-oTBerT.

% | InterNetView

File Map SMNMP Window Help
EEH QAE D @ N
. Scan Window

Pinging 192.168.200.1

ICMP Received.

Pinging 192.168.200.2
ICMP Received.

Scanner

Statlp [192 168 [200 [1
EndlP  [192[168 [200 [2

Puc. 1.3. Okno ckanepa InterNetView

B oOmem ciywyae egmaununsni Bxomsammii [CMP-3anpoc He siBisieTcst ata-
KOM — 3TO JIMIIb CTAaHJAPTHOE CPEACTBO MPOBEPKU JOCTYNMHOCTH y3ia. [locnenosa-
tTenpHOEe BhIMojiHeHne [CMP-3anpocoB ¢ mepedbopom aapecoB U3 OMPEACTICHHOTO
JMana3oHa y>Ke MOXHO paccMaTpuBaTh Kak ataky. Bmecre ¢ Tem, eciu 3amuinae-
Masl CETh SIBIISIETCS] «KJIMEHTCKOM CETBIO», T. €. HE COACPKUT CEPBEPOB, MPEIOCTAB-
JISIOLUX CETEBBIE YCIYTH, TO BXojsdmue B 3Ty ceTb ICMP-3anpockl Takke TOJKHBL
paccMaTpuBaThCA KakK aTaka.

Jlisl ycnosKHEHUs Mpoliecca BhISBICHUS aTaku Iepedop apecoB MOKET Bec-
TUCh HE NIOCIIEJOBATENIBHO, a B IICEBIOCIYYaliHOM MOPSIKE.

Kax u3BectHO, npu BeimonaHeHuu cranaaptHoro ICMP-3ampoca B OC Win-
dows 2000 mpoucxoauT 0OMEH CTaHJapPTHOW TEKCTOBOW CTPOKOU AnuHOM 32 OaiiTa.
OOBIYHO aHHAsi CTPOKa MpecTaBisieT co0oit 26 OyKB aHrIHiicKoro andasuTa, 10-
MOJTHEHHBIX IIECTHIO TOTIOJIHUTEIbHBIMUA CUMBOIaMH. Bmecte ¢ TeM 00bem nepena-
BAaE€MBIX JAaHHBIX MOKET OBITH CYIIECTBEHHO yBeNWdeH (10 65 535 0aiiT) c 1enbio
nepesayu He CTaHAApTHOM MOCJIEA0BATENbHOCTH, & HEKOTOPOU CIeuaIbHO MOAro-
TOBJIEHHOW KOMaH[Ibl WM TeKCTa. B 3TOM ciydyae nmposiBIIeHHEM aTakhd MOTYT ObITh
ucxogsaume [CMP-oTBeThI, B KOTOPBIX MOXET ObITh MepeaHa 3alluilaeMas HH-

dbopmarus.



Kpome Toro, mo monmyuaemomy ICMP-otBery, a umenno no koxy ICMP-

[IAKEeTa, 3JI0YMBIIUIEHHUK MOXET OINPEAEIINTh TUIl ONIEPAUUOHHON CUCTEMBI TECTHU-
PYEMOTrO y371a ¢ LEJIbI0 KOHKPETU3alUH TAIbHEUIIIEN aTaKu.

Takum obpaszom, B cirydae ICMP-niakeToB aTakoit OyaeM CuuTaTh BXOISIINE

ICMP-3anpock! u ucxoasiue ICMP-0TBeTHI.

B CommView g@@

File Search Wiew Tools Settings Rules Help
b O H - D - MAC Bridge Minipart - Packet Scheduler Miniport -
IP Statistics ‘L0 Packets l Logging ]@3 Rules ]
i | Protocol | MAC Addresses | IP Addresses | Paorts # | = Ethemet .II .
1 IFTCP  02:08:02:E5:F5:... 192.168.200.1 => 192.166,200.2 2111 =3 21 - Destination MGG 001802 BHEDIC
2 IPTCP D2:08:02:B5:F5:... 192.168.200.1 <= 192.168.200.2 2111 <= 21 polrce MAGI 0P80 Bk niad
3 IFTCP 02:08:02:B5:F5:... 192.168.200.1 =3 192.168.200.2 2111 =321 Fliartype’ DH0B00, (208) - 1P
4 IFTCE  0Z:0&:02:E5:F5:... 192.168.200.1 <= 192.1658.200.2 2111 == 721 Girecbi oy
5 IFTCP  02:08:02:E5F5:.. 192.168.200.1 =3 192.168.200.2 2111 =321 Time | Delta Time: 16:48:54,327 /0,000
& IPTCP  02:08:02:B5:F5:.., 192.168.200.1 <= 192.168,200.2 2111 =21 ke W Frama sizenb2 hytes
z oI D M2 REEE 107 162 20N 1 ——- 107 182 2NN 2> 11T — > = _: Tcp
= B Source port: 2111
0x0000 00 08 0Z B? CD C3 0Z 08-02 B5 F5 AD 08 00 45 00  ...-HP...ux ..E. Destination port: 21
Ox0010 oo 30 1F 24 40 00 20 0&-C% E2 CO A2 C2 01 CO AS _0.B@. B Mk EM_AF Sequence: 016985219 (1773478294
Ox00Z0 Cg 0 08 3F 00 15 6% BE-Z1 96 00 00 00 00 70 D2 17 (ERRR T 114 L SRR, o Acknowledgernent: 0x00000000 (1)
0xz00320 Fi FO E3 39 00 00 02 04-05 B4 01 01 04 02 e o ; TENEIESN Headar length: 0x07 (71 - 28 bytes
: Winow: xFAFD (B4240)
Checkzurn: 0xE339 (53169) - carrect
Urgent Painter: 0x0000 (0]
[+ TCP Cptions
[rata length: 0x0 ()
< s RBSANE
Capture: OFF Pkts: 687 in | 759 out | & pass Auko-saving: OFF Rules: OFF 1% CPU .Usage
Puc. 1.4. 3anpoc ycranoBku TCP-coennnenus
BBITIOJIHUTBH!
1. Omnpenenure HacTporku npoTtokosa TCP/IP Bamiero koMmmbroTepa, Hampumep,
KOMaHA0M ipconfig U3 KOMaHAHOW CTPOKH.
2. YcraHOBHTE W 3allyCTHUTE CPEACTBO aHalM3a ceTeBoro Tpaduka. OCyIliecTBUTE
3axBaT CeTeBOro Tpaduka.
3. BelmonHuTe KOMaHIy ping *.*.*.* nud oOHapyKE€HHS B CETU COCEIHETrO
KOMITBIOTEPA.
4. OcymecTBuTe NpocMOTp Tpaduka. B modyyeHHBIX CETEBBIX MaKeTax yOeauTech
B HAJIMYUN HOHeﬁ «HUCTOYHHK», ((HpI/IeMHI/IK», «THUII HpOTOKOHa».
5. Haiigure nakeT, MCTOYHUKOM KOTOPOTIO SIBIIAETCS Bam KoMIbrOTEp, TUII IPOTO-

kona — ICMP, onucanne — Echo. Otkpolite nogpoOHOe ONnucaHue TaHHOTO
nakerta. Haiinure Tun nakera u otnpasisiemMble JaHHbIE. CKOIBKO M KAKUX CHUM-
BOJIOB OTITPABJISETCS HA UICKOMBIH KOMIBIOTEP?



6. Haitnute oTBETHBIN NMaKeT (IPUEMHUK — Balll KOMIBIOTEP, TUI IPOTOKOJIA —
ICMP, onucanue — Echo Reply). Otkpoiite mompoOHOe onucaHue HTaHHOTO
naketa. CKOJIBKO M KAKHUX CUMBOJIOB OTIIPABJISIETCS B OTBET?

7. Ckoabko pa3 ocyuiectBisiercss ooMen ICMP-nakeramu? Kak npejcraBiieHbl B

[P-nakerax [P-anpeca npueMHHKa U UCTOYHUKA?

BTopbiM MIMPOKO pacnpoCTpaHEHHBIM CITIOCOOOM BBISBICHHSI CETEBOM TOIO-
norun siBisiercss TCP-ckaHupoBaHue, KOTOPOE 3aKIIKOYAETCS B IMOCIIEI0BATEIbHOM
MOMBITKE YCTAHOBJIEHUS CETEBOr0 COEAMHEHMS IO OMNpENEICHHOMY MOPTY C nepe-
6opom IP-aapecos.

ITpu ycranoske TCP-coenunenus, kak ObUIO yKa3aHO paHee, IEPBbIM MaKe-
TOM, OTIPABJISIEMBIM Ha TECTUPYEMBIN Y3€Jl, SBIAETCA IAKET C YCTAHOBIECHHBIM
¢narom SYN (puc. 1.4). B 3aBucumMocTy OT TOro, NPUCYTCTBYET JIM B CETU KOMIIb-
IOTEp C YKa3aHHBIM aJ[pecoM, Ha KOTOpPOM BKJIIOUEHA TecTupyemas ciyx0a, BO3-
MOXXHBI TPU CUTyalMH. B TOM cilydae, eciiy KOMIIBIOTEP IPHUCYTCTBYET M HAa HEM
(YHKIIMOHUPYET 3alpallluBaeMblil TOPT, OTBETOM OYJET MaKeT C YCTaHOBJIECHHBIMU
¢maramu ACK u SYN, yka3pIBaromuMu Ha TO, YTO MO JIaHHOMY MOPTY MOXKET OBbITh
YCTaHOBJIEHO coeAuHeHue (puc. 1.5). AHanM3Hupys JaHHBIM OTBET, ATAKYIOLIUI HE
TOJIEKO MOKET YCTAHOBUTH (DaKT MPUCYTCTBUS B CETHU Y3714, HO U ONPEACTUTH HaJU-
Yyhe Ha HEM OIPECIICHHON CEeTEBOM CIIyKOBbI.

B CommView Q@@

File Search Wiew Tools Settings Rules Help
b O H - D - MAC Bridge Minipart - Packet Scheduler Miniport -
IP Statistics  “LH Packets l Logging l Il Rules ]
Mo | Protocol | MaC Addresses | TP Addresses | Ports 4| | £+ Ethemet IT
50 IRTCP  0Z0BMZESFS:.. 192.168.200.1 => 192.168.200,2 2120 => 110 Destination A% £ 2 10E 0¢ Bak 21
60 IRTCP  0Z0BZESFS:.. 192.168.200.1 <= 192,168,200, 2120 <= 110 Tkl
61 IFTCP 02:08:02:ES:FS:... 192.168.200.1 => 192.168.200.2 2121 = 135 Etligityipe 010200 2048) - TP
E2 192, : 2002 s 3 Drirection: In
&3 1P{TCP 02 1921 0.1=> 192 168200 2 z - Tirne § Deelta Time: 16:43:24,243 § 0,000
B4 IPJTCP  DZ:0%0Z:ES:FS:.., 192.168.200,1 =3 192.168,200,2 2121 =3 135 Frame Alrertzbness
(=1~ ToOIT D [ e =20 i e =1 = ={ =) 102 182 2NN 1 ~=— 1072 182 2nn 2> 21 A= 12E s +] P
4 | > = TCR
= = Source port: 135
0x0000 02 OF 02 BES F§ AD 00 0S-02 E7? CD C3 0% 00 45 00 ...ux ...-HP..E. Destination port: 2121
Ox0010 oo 30 0% L4 40 00 20 06-DF 2E CO A C8 0F CO AB _0.8@.B. TRARM_ AR Sequence: DxdFFC 1780 (1341921152)
0x0020 C3 Ol 00 87 08 45 4F FC-17 20 €A 2E 03 79 70 12  H..+.I0=.Bj..¥p- Acknowledgernent: 0xEAZENZ7 (1721400441
0x0030 FA FO 98 DS 00 00 0OZ 04-05 B4 01l 01 04 02 g ooz Header langth: 0x07 (7) - 28 bytes
1+ Flags: S¥M ACK

Windows: DxFAFD (B4240)

Checkzurn: 039505 (39125) - carrect

Urgent Pointer: 0x0000 ()

[+~ TSP Cptions
[rata length: 0x0 (0]
¢ >
@
< s BBNE
Capture: OFf Pkts: 687 in | 759 out [ & pass Auko-saving: OFF Rules: CFf 1% CPU -Usage

Puc. 1.5. OtBer 0 Bo3moxkHOCTH ycTaHOBKH TCP-coenunenus

B ToMm ciyuae, eciiu KoMIbIOTEp IPUCYTCTBYET, HO 3alpaliuBaeMblil OPT HA
HEM HE OTKpHIT, B 0TBeT oTmnpaBigercss TCP-naker ¢ ycTaHOBIEHHBIMU (iaramu
ACK u RST, yka3piBatouumu Ha TO, YTO IO 3aIlpaliuBaeMOMy MOPTY COEIUHEHUE



yCTaHOBUTH Hemb3s (puc. 1.6). [ToayunB mo00HBINA OTBET, aTAKYIOMIMN TPUHIMAET
peuieHre o IpUCYTCTBUU B CETH y3Jia ¢ uHTepecyromum [P-anpecom, HO HEHOCTYII-
HOCTH 3aIpaliuBacMoro mnopra.

W, HakoHeI, eclii B CETH HET HCKOMOTO y371a, TO B OTBET HE OYIET MOIyICHO
HUYETO.

B CommView g@@

File Search ‘iew Tools Settings Rules Help
b O E; H - D - MaC Bridge Miniport - Packet Scheduler Minipart -
TP Statistics  fLE Packets ] Logging | Bb Rules |
Mo | Protocol | MAC Addresses | IP Addresses | FParts # | | (= Ethermet IT
1 P{TCP  0Z:08:02:85:F5:.. 192.168.200.1 => 192,168.200.2 2111 =»21 Resiaton Wi e e
2 IPJTCP  02:08:02:B5F5:.., 192.168.200.1 <= 192,165,200.2 2111 == 21 5°h”“e el
3 IPTCP  02:08:02:B5:FS:... 192.168.200.1 =3 192, 168.200.2 2111 =3 21 Exwrype: MOSOL 0)-
4 IPTCP  02:08:02:B5:F5:... 192.168.200.1 <= 192,168.200,2 2111 =21 LiFeCbn: II“ ¢ g
5 IFTCP  02:08:02:B5:F5:... 192.168.200.1 =3 192, 163.200.2 2111 =3 21 Time: | Lielrs T'L“e' 16:43:54,327 0,000
g IFITCE  0Z:08:02:65:F5:.., 192.168.200.1 <= 192,168,200.2 2111 <=721 Erame Sizet bl birtes
3 ToIT D M7 M8 N7 BE P 197 148 00 1 —= 107 145 200 2 b [ b T M| @1
¢ » = TCR
= Source port: 21
Ox0000 0z 08 0Z BE FE AO 00 0O2-0Z B7Y CD C3 08 00 45 00 PR - SRR 1 R Ciestination port: 2111
Ox0010 oo £8 0% EB& OO0 OO0 80 0&-1F CE CO AB C8 0O CO as _{.9l. .B._ EAEHM_AR Sequence: 0x00000000 (0)
0x00z0 C8-01 B3 15 D8 -3F DO 00-D0 00 &9 BS 21 97 56 14 17 (SRR SOPNERSE (1 L Acknowledgernent: 0xE9B52197 (17734758295)
Ox0030 00 00 OA DE OO0 OO0 Q0 00Q-00 00 00 00 BT | Header length: 0x05 (5] - 20 bytes
o

Wlindawe: 00000 ()

Checksurn: Ix0ADE (2779) - correct

Urgent Painter: 0x0000 (0]

TCP Options: Mone

[rata length: Ox0 ()

< >
@
< s BBNE
Capture: OFf Pkis: 687 in [ 799 out [ & pass Auko-saving: OFf Rules; off 1% CPU 'Usage

Puc. 1.6. OtBet 0 HEBO3MOXKHOCTH ycTaHOBKH TCP-coennnenus

1.3. O6HapyxeHue docmynHbIXx cemeabiX CIYK6

Brime Obuta onucaHa TEXHOJOTHS BBISIBJICHUSI CETEBBIX Y3JIOB IYTEM yCTa-
HOBKU TCP-coenuHenusi. AHanoru4yHas TEXHOJIOTHS UCIOJIb3yEeTCs, KOraa 3apaHee
U3BECTHO, YTO Y3€JI B CETU MPUCYTCTBYET, HO HEOOXOAUMO MOIYYUTh UHPOPMALIKIO
O JIOCTYITHBIX CETEBbIX CIYyK0ax, T. €. BBHIITOJIHUTh CKAHUPOBAHKUE IMOPTOB CETEBOIO
y371a. B 3TOM citydyae nocienoBaTebHO OCYIECTBIIAIOTCS MOMBITKU MOAKIIOUEHHUS K
CETEBBIM IIOPTaM B OIPEAEICHHOM JUaIla30He.

Yamie BCero NpuMEHSAOTCA HE MOJAPSAJl BCE HOMEpPA MOPTOB, @ TOJBKO T€ U3
HUX, KOTOpble Hanboyiee MHTEPECHBI 3JI0OYMBIIUICHHUKAM C LENbl0 JaIbHEHIIEero
IPOHUKHOBEHUS. B psie ciyyaeB nepeyeHb HOMEPOB MOPTOB MOXKET OBITH cop-
MHUPOBaH 3JIOYMBIILJICHHUKaMH Ha OCHOBE IMOJy4YeHHOW paHee mo koxy ICMP-
oTBeTa HHPOPMAIUH O TUIE ONEPALNOHHON CUCTEMBI.

OnunouHbli 3anpoc yctaHoBKH TCP-coenquHenus o 0JHOMY U3 OPTOB MO-
JKET CUMTAThCA AaTAKOW JMIIb B ClIy4ae, KOTJa 3allHINAaeMasl CETh SBIACTCA «KIIU-
€HTCKOW». OTHAKO €CJIM MBI 3allMIIAEM (KIMEHTCKYI0» CETh, KOTOPAsl HE JOJIKHA



IPEIOCTaBIATh BOBHE KAKUX-IHOO CETEBBIX YCIYT, TO U OJUHOYHBIE MONBITKH YC-
TAHOBKHM COEIMHEHHMs JOJDKHBI MHTEPIPETHPOBAaThCA Kak artaka. [lociemoBaresns-
HBIE K€ IOINBITKH YCTAaHOBUTH COCIUHEHHE C HECKOJIBKMMM IOPTAaMHU SIBHO CBUE-
TEJIBCTBYET O HaYaBIIEKCS CETEBOU aTaKe.

Takum o6paszom, B ciiyqae TCP-nakeToB atakoii OyeM cUuTaTh BCE MOMBITKA
yctaHoBKM TCP-coenuHeHus, THUIMMPYEMBIE U3BHE.

B CommView g@

File Search Yiew Tools Settings Rules Help
PO EBHWH-O-

IP Statistics Y0 Packets ] Logging ] Iy Rules ]

2 4= | MAC Eridge Miniport - Packet Scheduler Miniport B

[ o | Protocal | MAC Addresses| 1P Addresses Parts | Delti | | =) Ethemet 11

- 5 o001 == 192 75 Drestination M&C; 00003:02:B7:C00C3
292 IFTCP  OZ08:02:6.. 192.168.200.1 <= 192.168,200,2 1145 <= 13 0,00 ot MA s (e haial
293 IPTCP  O20B:02:E.. 192.168.200.1 => 192.168,200.2 1146 =3 17 0,00 Ethertype . (SO0 (204g). 7 1P

294 IRTCP 0208026, 1921682001 <= 192.168,200,2 1146 <= 17 o,01 Directiant DUty

295 IPJTCP OZ0B:02:E.. 192,168.200.1 == 192.168.200.2 1147 == 21 0,00 Tie [ Delta Tiret 1415133, 10/063
206 IRTCP O2:08&:02:E.. 1921682001 <= 192.165.200,2 1147 <= 21 0,00 Framesizei 62 bytes

297 IPTCP  02:08:02:B... 192.168.200.1 => 192.168.200.2 1148 == 22 0,00 -1

298 IP/TCP  02:08:02:B.. 192,168.200.1 <= 192.168.200.2 1148 =22 0,00 S

299 IP/TCP  02:08:02:B... 192,168.200.1 => 192.168.200.2 1149 =323 0,00 Solriporli

300 IPTCP 02:08:02:B.. 192,168.200.1 <= 192.163.200.2 1149 <= 23 0,00 Destifialion port:i13

301 IMTCP OZ08:02:6.. 192.168.200.1 => 192.168,200.2 1150 == 25 0,00 Eequence nIMDE1ARERE (532090472)
a0z IRTCP OZOS02E..  192.168.200.1 <= 192.168.200.2 1150 <= 25 0,00 adniowilatgemient: 0100000000 (0)
303 IPTCP OZOS02E..  192.168.200.1 =3 192.168.200.2 1151 = 42 0,00 < eaderlengthi 17 (7). 28 birees
304 IMTCP 02:08:02:E.. 192.168.200.1 <= 192.163.200.2 1151 <= 42 0,00 + Flags: StH

305 IMTCP 02:08:02:E.. 192.168.200.1 =3 192.168.200.2 1152 == 53 0,00 Window (R ARCE(E2Al)

306 IPTCP 02:08:02:B.. 192.168.200.1 <= 192.168.200,2 1152 <=53 0,00 Chipdesul! (IASCF (332151 - Coftent
07 IRTCP DZOS0ZE..  192,166.200,1 => 192,168,200, 1153 == 79 0,00 < Lhrgept Pointar: 00000, 1)

308 IFTCP  02:08:02:B.. 192,168,200.1 <= 192.168.200.2 1153 <=79 0,00 2] CheCitons

309 IRTCP O2OS0ZE..  192.168.200.1 => 192.165.200.2 1154 = &0 0,00 Lata length: 0:0 (1)

310 IFTCP 02:08:02:B.. 192,168,200.1 <= 192.168.200,2 1154 <=80 0,00

31 IPTCP  02:08:02:6.. 192,168.200.1 => 192.168.200.2 1155 =2 98 0,01

31z IPTCP  02:08:02:6.. 192,168,200.1 <= 192.165.200.2 1155 =193 0,01

313 IPTCP  02:08:02:6... 192.168.200.1 => 192.168.200.2 1156 == 109 0,00

314 IPTCP  02:08:02:6... 192.168.200.1 <= 192.168.200.2 1156 <= 109 0,00 %

% >

Q0000 0o 02 02 B7 CD C2 0Z 02-0Z EE FE AOD 02 00 45 00 FREESELS 1 R [ e o

Ox0010 00 30 03 4D 40 00 20 O5-E& 25 CO A2 C8 01 CO A8 _U_H@_Tﬁ_m%ﬁﬁﬂ_&ﬁ V =

R s, - 2=

hd > e el =

Capture: OFf Pkts: 262 in J 283 out [ 0 pass Auto-saving: OFF Rules: OFf 1% CPU Usage

Puc. 1.7. IlocnenoBarenbHbie MONBITKA ycTaHOBKH TCP-coennneHmit

3aMeTHM, YTO MBI PACCMOTPEIM TOJBKO Kiaccuyeckuin cmocod TCP-
CKaHMPOBAHUs, U3BECTHBIN KaK ckaHupoBaHue MetoaoM Connect(), Koraa ycTaHaB-
muBaercs nojgHoe TCP-coequnenne. BmecTe ¢ TeM M3BECTHBI 0oJiee M30LIPEHHBIC
METO/bl, MO3BOJISIOIINE MPOLIECC CKAHUPOBAHUSA OCYLIECTBIATH CKPBITHO: SYN-
ckanupoBanue, FIN-ckanupoBanue, ACK-ckanupoBanue, XMAS-ckaHUpPOBaHMUE,
NULL-ckanupoBanrie. COOTBETCTBEHHO M3BECTHBI YTHJIMTHI, IMO3BOJISAIOIIAE ABTO-
MaTU3UPOBATh YKa3aHHbIE METO/Ibl. KOPOTKO ONMIlIEM 3TH METO/IBI.

Meron ckanupoBanusi TCP-nopToB cucteMHbIM Bbi30BoM Connect() sBIIsIeT-
Csl OCHOBHBIM JJI1 CKaHMPOBaHUs MOpToB 1o npotokoiay TCP. @yukuus Connect()
MO3BOJIAECT aTAKYIOIIEMY Y3y COEUHUTHCS € JIIOOBIM TOpTOM cepBepa. Eciu mopr,
yKa3aHHbIA B KadyecTBe MapameTpa (PyHKIUM, TPOCITYIIMBAaeTCs cepBepoM (T. €.
MOPT OTKPBIT JJI COEAUHEHUS ), TO Pe3yJbTaTOM BBINMOJIHEHUSI (YHKIMHU OyneT yc-
TaHOBJICHHE COEAUHEHHUS C CEPBEPOM MO YKa3aHHOMY NOPTY. B nmpoTuBHOM cityuae,
€CJIM COEJMHEHHE HE YCTAaHOBJIEHO, TO MOPT C YKa3aHHbIM HOMEPOM SIBIIAETCS 3a-



KpbIThiM. MeTon Connect() siBisieTcst JIeTKO 0OHApY>KHBAEMbIM OJ1aroiapsi HATHYHIO
MHOTOUYHMCJICHHBIX MOTBITOK MOJAKIIIOUEHUS C OJIHOTO ajpeca U OMHUOOK yCTaHOBJIE-
HUS cOeAMHEHUS (ITOCKOJIbKY aTaKyIOUINI y3€I1 MOCIEe COEIMHEHUS C CEPBEPOM Cpa-
3y OOpBIBAET €T0).

Merton ckanupoBanus TCP-moptoB ¢urarom SYN u3BecTeH erie Kak «CKaHU-
POBaHHE C YCTAHOBJICHHEM HAIIOJOBHUHY OTKPBITOI'O COEIMHEHUSD MOCKOJIBKY yCTa-
HoBJeHne nosiHoro TCP-coennHenuss He mponu3BoAUTCA. BMecTO 3TOro atakyrommi
OTIpaBIsIET Ha ompeneseHHbI nopt cepBepa SYN-makeT, kKak Obl HaMepeBasiCh
co3/1aTh COEIMHEHME, U okujaetr orBeT. Hanuune B otBere uiaroB SYN|ACK o03-
HAYyaeT, 4To MOPT OTKPBIT U npociymuBaercsa cepepoM. [lomyuenue B orsetr TCP-
nakera ¢ pyarom RST o3HayaeT, 4To MOPT 3aKpPHIT U HE MpociayiuBaercs. B ciyyae
npueMa SYN|ACK-makera y3en HemeniaenHo otnpanisieT RST-maker mist cOpoca
YCTaHAaBJIMBAEMOI'0 CEPBEPOM COCIIUHEHUS.

Meron ckanupoBanus TCP-moptoB ¢diarom FIN u3BecTeH mo-apyromy kak
«o0paTHOE CTelIC-CKaHUPOBaHKE ¢ ucroiab3oBanueM (iara FIN». Mnes merona 3a-
KJIroyaercs B ToM, 4yTo corinacHo RFC 793 na npuOsiBmii FIN-makeT Ha 3aKpbIThIN
nopT cepBep AokeH oTBeTUTh RST-nmaketom. FIN-makeTsl Ha OTKPBIThIE MOPTHI
UTHOPHUPYIOTCSI OOBEKTOM CKaHUPOBAHMS.

Meton ckanupoBanus TCP-noproB ¢umarom ACK mnoxox nHa FIN-
CKaHUPOBAHUE, U3BECTEH MO-APYroMy KaK «OOpaTHOE CTEeIC-CKaHMPOBAHHE C HC-
nosib3oBanueM Quiara ACKy». Maes metona 3akitogaercs B ToM, 4To corjiacHo RFC
793 na npuoOsBIIMi ACK-makeT Ha 3aKpBITBIA MOPT cepBEP A0JKEH OTBETUTh RST-
naketroM. ACK-nakeTbl Ha OTKpPBIThIE TIOPTHI UTHOPUPYIOTCSI 0OBEKTOM CKaHUPOBA-
HUSL.

Mertoasl ckanupoBannsi XMAS («HoBoronnsis enka») u NULL 3akitodaroT-
cs B oTpaBke Ha cepBep TCP-nakera ¢ yctaHoBIeHHBIMU Bcemu ¢uiaramu (XMAS)
160 co Bcemu cOpomenubiMu (aaramu (NULL). B coorBerctBum ¢ RFC 793 na
NPUOBIBIINN MAKET C JIAHHBIMU 3HAYCHHUSIMHU (DIIaroB Ha 3aKpBITHIA MOPT CEpBEP
noikeH oTBeTuTh RST-makeroM. Takue makeTsl Ha OTKPBITHIE TOPTHI UTHOPUPYIOT-
sl 0OBEKTOM CKaHHUPOBAHUS.

VYka3aHHbBIC BBIIIE METObI CKAHUPOBAHUS MTO3BOJISIIOT 3JI0YMBIIIJICHHUKY BbI-
SACHUTh Hajauuue OTKphIThIX TCP-mopToB Ha arakyemoM y3ie. s oOHapyx eHus
OTKpBITEIX UDP-110pTOB NpUMEHSETCS UHOM ITOAXO.

Brimosauth ananu3 OTKpbITEIX UDP-nOPTOB 3710yMBIIUIEHHUKY HECKOJBKO
cinoxnee, yem TCP-noptoB. [Ipuunna B ToM, 4to B omimyue ot nportokosa TCP,
UDP sBnsiercss IpOTOKOJIOM C HETapaHTUPOBAHHOM JOCTAaBKOW AaHHBIX. [loaTomMy
UDP-niopT HEe mochulaeT NOATBEPKACHUE IMpUEMa 3alpoca Ha YCTAaHOBJIEHUE CO-
€AUHEHUs, 1 HET HUKAKOM rapaHTuu, 4yto oTipasiieHHble UDP-niopTy nanHele yc-
HEIIHO 0MAyT 10 Hero. Tem He MeHee OOJBIIMHCTBO CEPBEPOB B OTBET HA MAKeT,
npubbIBIMi Ha 3akpbIThii UDP-niopt, otnpasmsitor ICMP-coo6menune «IlopT He-
noctymnien» (Port Unreachable — PU). Takum o6pa3om, ecnu B otBeT Ha UDP-
naket npuuwio ICMP-coobumenue PU, To ckaHupyeMblil OPT SBJISETCS 3aKPBITHIM,
B MPOTUBHOM cliy4ae (ipu orcyTcTBuu PU) NOPT OTKPBIT.
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IF Statistics ‘08 Packets ] Logging ]\D,, Rules |

i 2 = | mac Bridge Miniport - Packet Scheduler Minip =

o F'I’DtDED|| MAC addr.., | IP addresses | Ports | Delta w
597 IP/TCP  02:08:02:.. 192,168.200.1 <= 192,168.200.2 1566 <= 13 sk Diestination MAC: 000602 67
508 IPAUDP  02:08:02:. 1921682001 => 192,168.200.2 1565 == 111 a,. Cource MAC: 02:00:02:BS F5 1
599 IP/ACMP 02:08:02;.., 192,168.200,1 <= 192,168.200,2 M4 i Ethertype: 0x0800 (2048) - P
600 IPQJDP 02:08:02:... 192.168.200.1 => 192,168,200.2 1?55 => 123 o,. N, .
601  IPACMP 02:08:02:... 192.168.200.1 <= 192.168.200.2 N/4 o,. : R
602 TFADP 020802, 192.168.200.1 => 192,168.200.2 1565 => 135 . ;r'ra”; ; E;;ta ;D”Eet'ef'm'zn’ H
603 IPAUDP  02:08:02:.. 192.168.200.1 <=192,168.200.2 1565 <= 135 o,. ' ¥
604 IPAUDP 02:089:02:.. 192.168.200.1 => 192,168.200.2 1565 => 137 o,. - 1P
605 IPADP 02:08:02:.. 192.168.200.1 => 192.168.200.2 1565 => 138 [ =-LDP
g06  IPAUDP  02:08:02.. 192.168.200.1 == 102.168.200.2 1565 == 143 0. Saurce part: 1363
607 IFACMP 02:08:02:... 192.168.200.1 <= 192,168.200.2 M/ 0 Destination port: 111
605 IFADP  02:08:02:.. 192.168.200.1 =» 192.168.200.2 1965 =» 161 0, Length: 0x0014 (26)
609  IPACMP 02:08:02:... 192.168.200.1 <= 102.168.200.2 M/4 (. Checksum: OxE7DE (39352) - C
610 IPADP 02:08:02:. 192.168.200.1 => 192.168.200.2 1565 => 162 [0
611 IPACMP 02:08:02:.., 192.168.200.1 <= 192.168.200.2 M/4 .
612 IPADP  02:08:02:.. 192.168.200.1 => 192,168,200.2 1565 => 445 o,.
613 IPADP  02:08:02:.. 192,168.200.1 => 192,168.200.2 1565 => 514 O, BB
£ >
Ox0000 00 08 02 B7 CD C3 02 D8-02 B5 F5 AD 08 00 45 0O e e H o
Ox0010 o0 2E OA 41 00 00 80 11-1F 29 CO A C5 01 CO AS .| RS 5 -
O0x0020 Cd 02 08 1D OO0 &F OO 1A-E7 DS 00 00 0O 0O 0O 0O 1) R 3 iy
0x0030 00 Q0 00 00 OO0 OO0 00 00-00 OO0 00 00O e e = 3y
= : :
< | sy WRN=
Capture: Off Phts: 37810 [ 449 out [ 0 pass F-\uto—saving: Off Rules: OFF 2% CPU Usage

Puc. 1.8. ITpumep UDP-ckanupoBanust

OObIYHO cKaHEphl PabOTAIOT CIEAYIOMIMM 00pa30oM: Ha TECTUPYEMbBIH MOPT
otnpasisierca UDP-naket, cocrosimuid, Hapumep, u3 18 nyneit (puc. 1.8). Eciau
COOTBETCTBYIOLIMU MOPT OTKPBIT, TO B OTBET TECTUPYEMBIN KOMIIBIOTEP MOXKET JIH-
00 HUYEro He OTHPAaBUTh, JINOO OTHpaBUTh 0TBeTHBI UDP-naker. B 3ToM ciyuae
CKaHEep JIeJIA€T BBIBOJ O TOM, YTO MOPT OTKPBIT. ECIM ke MOpPT 3aKPBIT, TO TECTH-
pyeMbliil komnbloTep noibkeH oTBeTuTh [ICMP-coobmenuem ¢ xogom 0x03 (Port
Unreachable). TlomyuuB Takoe coobmienue (puc. 1.9), ckanep caenaeT BBIBOJ O 3a-
KPBITOCTU JAHHOU CITy>KOBI.

Jnsa UDP-nipoTokoia HET YETKOTO MOHATHS, KTO SIBJISIETCS UHULIMATOPOM I1a-
kera. Tak, ucxonsmuii UDP-3anpoc Ha 1100yr0 ciayx0y, O4eBUIHO, MpEIoIaracT
Bxoasanuii UDP-otBeT. Bmecte ¢ Tem mo6oit UDP-niakeT ¢ paBHOH BEpOSTHOCTHIO
MOkeT ObITh U BxoasmuM UDP-otBeToM, u ucxoasmum UDP-3anpocom. CiegoBa-
TEJBHO, B OTiInuKe OT npoTokona TCP 31eck HENMb3sl YETKO pa3feNnuTh BXOIAIINE U
ucxomsamue UDP-nakeTsl.

EnuHCTBEHHBIM KpHUTEpUEM, KOTOPBIM MO3BOJSET HIACHTU(DHUIIMPOBATH BXO-
namme UDP-nakeTsl Kak aTaky, SIBJISIETCS MOCIENOBATEIBLHOCTD ITAKETOB, OTIIPAB-
nseMast Ha paznuunble UDP-noprsl. [Ipu sTOM mOpT OTIIpaBUTENs BEPOSATHEE BCETO
OyJleT B «KJIMEHTCKOM» Juarna3one — Oouibiie 1024.
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i 2 = | mac Bridge Minipart - Packet Scheduler Minip

Mo | Probocal | MaC addr... | IP addresses | Ports I Delta | | = Ethernet I
207 IFTCP 02:02:02:... 192.1628.200.1 <= 192,162.200.2 1566 <= 13 (3 et Destination MaC: 02:08:02:p5:
508 IPAUDP 02:08:02:... 102.168.200.1 =» 102.168.200.2 1565 == 111 @i Source MAC: O0:0%:02:B7:C0:
500 IPACMP 02:08:02:.. 102.168.200.1 == 192.165.200.2 M/ o,... Ethertype: Dx0800 (2048) - P
600 IF'ff]iJDF' 02:08:02:.. 192.168.200.1 =» 192,168.200.2 1355 => 123 0,... N
601 IFACKMP 02:08:02:.. 192.168.200.1 <= 192.168.200.2 MN/A 0,... : o
602 IFAUDP  02:08:02:.. 192.168.200.1 => 192.168.200.2 1565 =» 135 0 :r';”ri Ef 31@;&?9&;4.1&20,2
603 IPAUDP 02:08:02:... 102.168.200.1 <= 192.168.200.2 1565 <= 135 o,. ' ¥
604 IPAUDP 02:08:02:.. 102.168.200.1 => 192.168.200.2 1565 == 137 0, i B 1P
605 IFAUDP 02:08:02.. 192.168.200.1 == 192.1A8.200.2 1565 == 138 O = ICMP
606 IPAUDP  02:09:02.. 192.168.200.1 => 192.163.200.2 1965 => 143 a,. Type: Ox03 (3) - Destination ur
607 IP/ICMP 02:08:02;.. 192,168.200.1 <= 192,168.200,2 /4 o, Code: | (21 - Part Linreachc
g02  IPAUDP 02:08:02:.. 192.168.200.1 == 192.168.200.2 1565 == 161 a,. Checksum: 0x0E7E (37107 - col
609 IPACMP 02:08:02:... 192.168.200.1 <= 192.168.200.2 MN/& o,.
610 IFADP  02:08:02:.. 192.168.200.1 => 192.168.200.2 1565 =» 162 o,..
611 IPACMP 02:08:02:.. 192.168.200.1 <= 192.168.200.2 M/A 5
612 IPADP  02:08:02:.. 192.168.200.1 => 192.168.200.2 1565 => 445 o,.
613 IPAUDP  02:08:02:... 1092.168.200.1 => 192.165.200.2 1565 =» 514 O, B
t b
0z 08 02 BS FS5 AO OO 0OB-02Z B7? CD C3 08 00 45 00 TR D a P L
oo 35 03 06 00 00O 80 01-26 6L CO A C8 02 CO A8 .El....'B.&leEI-‘I.D.ﬁ 1
Ca 0l D3 03 DE TE DO D=0 G0 45 Dl D2 DR 41 ] L P, | TRy, |
DO 008011 - 1IF 22 CO 4S-—C8 Dl Ch 48 T8 02 DE-ID ..B..) LEM. LEM. . . = b
00 &6F OO0 1A E7 D& .0..301 w = . i
¢ s BBSN=
Capture; OFf PLs: 37800 1 449 out ,l'. 0 pass ﬁuto-saving: Off Rules; OFF 1% CPU Usage

Puc. 1.9. IIpumep ICMP-nakera Port Unreachable

BBIIIO/IHUTB!

8. 3amyctute nporpammy-ckanep noproB SAURON.

9. OcymecTBUTE 3aXBaT CETEBOrO TpadukKa.

10. Bemmonuute ckanupoBanue TCP- u UDP- mopToB cocegHero KoMIbrTepa B
nuaraszone ot 130 no 140, mocieroBaTenbHO BBINOJIHAS CKAHUPOBAHUE PA3INY-
HeiMmu  Metoaamu: Connect(), SYN-ckanupoBanue™m, FIN-ckaHupoBaHuem,
ACK-ckanupoBannem, XMAS-ckannpoBanuem, NULL-ckanupoBanuem, UDP-
CKaAHUPOBAHUEM.

11. Tlpoananu3upyiite nmoaydeHHbld Tpaduk. Haliaure oTiMUUTENbHBIC NPU3HAKH
KaXJI0ro Meroga ckanupoBanus. ChopMynupyiTe NMpuU3HAKW MOJOOHBIX aTak.
CrenaiiTe BBIBOJI O BO3MOXKHOCTH OJIOKMPOBAHUS JAHHBIX aTakK.

1.4. BbisigrieHue ysi3geUMbIX Mecm amakKyeMou cucmeMbl

JlaHHBII 3Tan ataku MPOU3BOJUTCS Yalle BCETO OJHOBPEMEHHO C BBIACHEHM-
€M OTKpPBITBIX IMOPTOB. CyTh €ro 3aKI04YaeTcsl B ONPEAEICHUN TUIIAa U BEPCUM IIPO-
IrPaMMHOTO MPOJYKTa, OTBEUAIOLIEro 3a IMOJy4deHHe WMH(GOpMaluu Ha OTKPHITOM
NOpTy. DTO MOXKET OBbITh, HAIPUMEP, OTNEPAllMOHHAS CUCTEMaA B 1esoM, web- , ftp-
WIM WHOM cepBep. 3Hasl BEPCHUIO NMPOTPAMMHOIO IPOJYKTA, 3JI0YMBIIIJIEHHUK MO-



JKET, BOCIIOJIb30BABIIMCh M3BECTHBIMHU YSA3BUMOCTSMH JAHHOW BEPCUH, OCYILIECT-
BUTH LIEJICHAIIPABJIICHHYIO aTaKYy.

Tak, HanpuMep, BBIACHUB HAJIMYME OTKPBITOTO NOPTA 25, 3JI0YMBIIIEHHUK
OTNPABJIACT CTAHJAPTHBIN 3alpPOC HA COEIMHEHHWE C HUM MU B OTBET IIOJY4YaeT Bep-
CHIO MPOrpaMMHOI0 MpoayKTa, peanusyromero SMTP-cepsep (puc. 1.10).

[Ipu3HakoM aTtaku B JAHHOM cCllydae SIBJISETCS BBIINOJHEHHE BXOASIIMX 3a-
IPOCOB K BHYTPEHHUM CETEBBIM CIYy>K0aM, 0OCOOEHHO K TaKMM, KOTOPbIE€ PEJIKO UC-
NOJIb3YIOTCS AJig paboThl B UHTEpHET.

B CommView E @

File Search Yiew Tools Settings Rules Help
PO BH-0O- &

IP Statistics 0 Packets ] Logging ]@; Rules |

Mo | Protocol | MAC Addr... | IP Addresses | Ports I Delta #| | =-Ethernet II
628 IFACKP  02:02:02:.., 192,1628.200.1 <= 192,168.200.2 M/A Bl Destination MAC: 02:02:02 BS:
620 IPAUDP  02:08:02:. 192.168.200.1 => 192,165.200.2 1565 => 1900 o,. Source MAC: 00:068 :02:B7 D
630 IPACMP 02;08:02:. 102.168.200.1 <= 102,168.200,2 M/ 04 Ethertype: 0x0800 (2048) - IP
631 IP?}[JDP 02:08:02;... 192.168.200,1 => 192, 168.200.2 1?55 =3 2049 @, .
632 IP/ICWMP 02:08:.02:. 192.168.200.1 <= 192,168.200.2 M/ 0,. : e s o
633 IP/TCP 02:08:02:. 1921682001 => 1921682002 1660 => 25 O ;r'ra”ri .: E;';a g‘l’DlrEet.eiﬁl.IDQa Y
634 IP/TCP  02:08:02:. 192.168.200.1 <= 192,168.200.2 1660 <= 25 0 L
635 IP/TCP  02:08:02:. 1921682001 => 192,168.200.2 1660 => 25 O =-1P
636 IP/TCP  02:08:.02:.. 192.168.200.1 <= 102.168.2002 1660 <= 25 s - TCP
637 IP/TCP  02:08:02:. 1021682001 => 102,168.200.2 1660 == 25 @ =1 SMTF
635 IP/TCP  02:08:02:.. 192.168.200.1 == 192,165.200.2 1660 <= 25 iRt Status; 220
639  IP/TCP  02:08:02:. 192.168.200.1 =& 192,168.200.2 1660 =» 25 @, Comment; Esery
£40  IP/TCP  02:08:02:. 192.168.200.1 <= 192,168.200.2 18660 <= 25 Q.. ™
% |

02z 05 02 BS F5 A0 OO0 08-02 B7 €D C3 08 OO 45 00 ...px ...-HT..E.

o0 4C 03 17 40 00 80 0g-Eg 3F CO A C8 02 CO A8 LL..B.B.x? AR, AR

8 01 00 19 08 7C A7 F3-02 35 80 C4 70 LA 50 18 Measa|5y: SHARTEP .

Fi FO 81 EAL 00 00 32 32-30 20 45 73 65 72 76 2F 'bpf'K..ZZD Eserv/

32 2E 39 35 20 45 5H3 4D-54 50 20 73 65 72 76 65 2.95 ESMTP serve

72 20 12 65 61 64 79 ZE-0D 0OA r ready...

< :
< s IBSE
Capture; OFF Phs: 378 in | 449 out ,l'.Dpass Autn-saving: Off Rules: OFF 0% CPU Usage

Puc. 1.10. ITpumep orBeta SMTP-cepBepa

1.5. Peanu3sayuu amak

B nurepatype comaepkutcst 60JBIIOE KOJIMYECTBO YIIOMUHAHUN peann3alnui
aTak Ha pa3iuuHble ceTeBble ciyxObl: «Ping Flood» (3aromenne ICMP-
nakeramn), «Ping of Deathy» (mpeBbilieHne MakCcCuManbHO BO3MOKHOTO pasmepa [P-
nakera), «SYN Flood» (3atomenne SYN-nakerammu), «Teardrop», «UDP Bomby
u T. 1. Tak KaKk 1enpio mocoOus He SBISETCS U3YYEHUE BCEX aJTOPUTMOB aTak, Or-
paHUYMMCS TOJBKO JIByMSI aTaKaMH TUIA «0TKa3 B oociyxuBanum» (DoS), mpuso-
JSIITAMHU K «3aBUCAHUIO» JTNOO CETEBOM CIIyk ObI, TMOO KOMIThIOTEpA B IIETIOM. 3a-



METHM, YTO OIMCBHIBAEMbIE aTaKU OBUIM AKTyaJIbHBI JUIsl ONEPALlMOHHBIX CUCTEM
IPEBITYIIEro MOKOJEHUS.

ATtaka «Ping of Deathy» mpuBoania k 3aBHCaHHIO peanu3ally CTeKa MPOTO-
kosoB TCP/IP 8 OC Windows 95. Ataka ocHOoBaHa Ha otmnpaBke [P-makera, qmHa
KOTOPOTO TPEBBIIIAET CTAHJAPTHYIO BeIWYMHY. HamomMHUM, 4TO MaKCHMalbHBIN
pasmep [P-nakera cocramisier 65535 6aiitT, u3 Hux 20 GalT OTBOAUTCS Ha 3aroJio-
BOK. TakuM 006pa3zoM, MaKCUMaNbHBIN pa3Mep aHHBIX, IepeaBaeMbIX B OJHOM Ia-
KeTe, cocrapisger 65515 Oaiit. B peanuzauuu psga OC uMeHHO Takoit Oydep u oT-
BOJMJICS JUIsl XpaHEHUs MOTydaeMbIX JaHHBIX, a pa3mep Oydepa HE KOHTPOIUPO-
Basics. Ecin ke mpuxoaui makeT OOJbIIel AJUHBI, TO MOoJIy4aeMble JaHHbIE 3aTH-
pajiy MallIMHHBIN KOJI B ONIEPATUBHON MaMsTH, HAXOAUBIIHUICS MOCIE OTBEIEHHOTO
Oydepa. [ns peanuzanmu aTtaku JOCTAaTOYHO OBLUIO MCIOIB30BaTh CTaHAAPTHYIO
YTWINTY Ping CIEIyIONUM 00pazoM:

ping -1 65527 -s 1 agpec xepTBH

B aToM cnyuae oTnpasisiembie TJaHHBIE COCTaBIAIOT 65527 GailT, 3arojloBOK
ICMP — 8 6aiir, 3aromoBok [P — 20 6Gaiit. Takum 00pa3oM, OTIIPaBISIICS MaKeT
JUIMHON 65555 Oaiit, uro Ha 20 OalT mpeBHIIATIO MaKCUMalbHbBIN pa3mep IP-
NaKeTa.

Jpyras u3BecTHas aTaka, JOCTaTOYHO JOJT0 MPUBOAMBINAS B HEpaOOTOCIO-
cobHoe cocTosiHue ceTeBble y3ibl 1o yrnpasienueM OC Windows NT Bepcuu 4.0,
nonyuuna HazBanue WinNuke. [l ee peannzanuu B UHTepHET MOXKHO ObLIO HaM-
TH IPOrpaMMy C aHAJOTUYHBIM Ha3BaHHUEM U MPOCTHIM uHTepdericom (puc. 1.11).

B npouecce Beimonnenust nporpaMmma WinNuke ycraHaBivBaeT cTaHIapTHOE
TCP-coenunenue ¢ noptom 139 arakyemoro y3iaa. OCOOEHHOCTBIO COCTUHEHUS SIB-
JISIETCS TO, YTO aTAKYIOIIKUM JIJIsl YCTAaHOBKU coeuHeHus ucnonb3dyercss TCP-nopt ¢
HOoMepoM 40, B OTiMuYME OT OOBIYHO HCIIOJIb3YEMBIX HOMEPOB MOPTOB OOJBILIUX,
yeMm 1024. Tlociie ycTaHOBKHM COEAMHEHHUS aTAKYIOIIUN OTIPABISET HECTAHIAPTHBIN
11t SMB-nipotokona naker (puc. 1.12), B pe3ynbraTe nonydenus: koroporo OC
Windows NT Bepcun 4.0 «BbleTana B CHHHM SKpaH CMEPTH.

1.6. BbissenieHue amaku Ha npomokosi SMB

[Tporoxon SMB/CIFS (Server Message Blocks/Common Internet File
System) npennazHaueH ajisi coenuHeHus: kommnboTepoB ¢ OC tuna Windows 9* u
Windows NT 5.* mexay coboii unu ¢ cepsepom Samba (UNIX-cepsepom). IIpo-
ToKoJ SMB BKIIIO4aeT B ce0si BCE BO3ZMOKHBIE OIepaluu (KOMaH/Ibl) 1Jis paboThI €
daiinamu ¥ npuHTepamMu (OTKpPBITHE, 3aKpBITHE, CO3/laHue W ynajeHue GaijaoB u
JTUPEKTOPUIA, YTEHUE U 3alMuch B (aidi, mouck (aiaoB, OTIpaBKa Ha Ne4yaTh U OT-
MEHa TI€YaTH).



WinnukeV95

WinHuke %35
[2]1997 BumntBogus aof the Den

[areetz to Hound Dog
MUEKE IF ADDRESS

192.168.200.2

Muke ME 95 MNUEE wWITH MESSAGE

Puc. 1.11. UnTepdeiic mporpammbel WinNuke

B CommView E@

File Search Yiew Tools Settings Rules Help
P O H-0-

IP Statistics {0 Packets ] Logging ]@, Rules 1

i I += MAC Bridge Miniport - Packet Scheduler Minip

nNo F'roh:col] MAC Addr... | IP Addresses | Delta | A | =-Ethernet 1T
IPfTCP .19z 0.1 == 192, ; . ‘- Destination MaC; 00
o] IPTCP  02:02:02:... 1921682001 <= 192 40 <= 13 B Source MAC: 02:08:
g IFTCP 02:08:02:... 192.168.200.1 == 192, 168.200.2 40 == 139 s Ethertype: 0x0200 (2
10 IPTCP 02:08:02:.. 192.168.200.1 == 192, 168.200.2 40 == 139 Hn Direction: Cut
11 IPAUDP  00:08:02:.. 192,168.200.2 <= 192,168.200.255 138 === 138 e Time / Delta Time:
12 IPAUDP  02:08:02:.. 192,168.200.1 == 192,168.200.255 137:i==137 16... Frame size: 309 by
13 IPAUDP  02:08:02:... 192,168,200.1 =3 192,168.200,255 137 => 137 @i TP
14 (=N N ni=] 2= r2e 102 172 2 1 —= 102 1/2 2nn 255 1297 —= 127 [N X
O=0000 O e 2 B ChC3 02 OB BS . F5 40 0 00 -4t 0o e B e K E e (R T TCP. ;
e . — | [+ Session Service
O0=x0010 01 27 0B 24 40 00 30 O06-DD 51 CO AS C5 01 CO As UL TE LB S0AEM. AE
O=x0020 CE 02 DD 28 D0 BB 12 DE-53 €& 2E 4E FF A4 50 33 M.. (. .HO¥K.NagPs
0x=x0030 Fi FO 35 54 00O FF 00 OO-00 OO S50 F8 12 00 D3 FE SpSZom. Pl Yo
Ox0040 40 OO0 Ak 0OA 01 60 56 04-54 00 C8 91 41 00O 20 FE B.E.."V.T.M*L.bm
O=x0050 12 00 Ah 0O 01 60 D3 FE-40 00 Ak O 01 60 56 04 FEPE Sl s | B e
O=x0080 54 00 C5 91 41 00 90 FE-12 OO0 Ak OA 01 50 FF FF T.H*A.hwo. .E. . Aa
0=0070 0o 00 38 F35 12 00 SC FA-12 00 A7 6C D4 77 Al DA ..8m. e, .5 1FWE.
O=0030 01 &0 00 OO OO0 00 OO0 O0-00 00 38 F5 12 00 0OA OO0 B R R R S, ...
0=x0090 o0 o0 AA QA 01 60 OO OO-00 OO BO 1E C7 77 E4 OD A ] 4 5
O=x004a0 42 00 56 00 10 01 B2 F9-40 00 D4 FS 12 00 54 FE B.V...Iwd.%m. . T
O0=00EBO0 40 OO0 FF FF FF FF 74 F&8-12 00 50 FE 40 00O 35 01 [.aaaatw. .PEA.5.
Ox00cC0 00 o0 Ak 0OA 01 60 56 04-54 00 70 F5 12 00O 35 01 e ke b S o 1 R
O=00D0 0o oo 90 FE 12 00 5¢ 00-10 01 EO F§ 1z 0O DO ES ..ho.. V.. .50, P
O0=x00EQ 40 00 35 01 00 OO0 Ak OA-01 60 56 04 54 00O 70 F9 B.5...B..°V.T.pwm & { = . ?
¢ s BN=
Capture: Off [Pkts: 1075 in ,I'"12”2.T" auk ,l' 6 pass '#utn—saving: OFF Rules: OFF 3% CPU Usage

Puc. 1.12. IIpumep cereBoro makera nmporpammbel WinNuke

SMB-coo01ieHue COCTOMT W3 JIBYX 4YacTel: 3arojoBKa (PUKCUPOBAHHOTO
pa3Mepa u Mojsl KOMaHbl, pa3Mep KOTOPO MEHsIeTCS TWHAMUYECKH B 3aBHCHMO-
CTH OT cocTaBa coobmenus. [Iporokon SMB nMeer HECKOIBKO BEPCHIl U THANEK-
TOB, KaXKJasi U3 MOCJIEAYIONIMX COBMECTUMA C Mpeabiayieit (tTadm. 2.1).



Huanektsl npotokona SMB

Taommna 2.1

Ha3Banue npoTokoJia Oob0o3HaueHne
Core PC NETWORK PROGRAM 1.0
Core Plus MICROSOFT NETWORKS 1.03
LAN Manager 1.0 LANMANI.0
LAN Manager 2.0 LM1.2X002
LAN Manager 2.1 LANMANZ2.1
NT LAN Manager 1.0 NT LM 0.12
Samba's NT LM 0.12 Samba
Common Internet File System CIFS 1.0

Cpean ocoOeHHOCTEN KaXKI0i M3 BEpCUHl CIEAyeT OTMETUTh NMPUMEHSIEMbIN
QITOPUTM ayTEHTHU(PUKAIIMM, B YaCTHOCTH NMPUMEHEHUE OTKPBITHIX WIM 3aiudpo-
BAHHBIX NIAPOJIEH.

VYCTaHOBKA COEIMHEHHUs MEXIY CEpBEPOM (KOMIIBIOTEPOM, MPEAOCTABIISIO-
LM JOCTYI K PECYPCY) U KIMEHTOM (KOMIIBIOTEPOM, KOTOPBIH KeJIaeT BOCIIOIb30-
BaTbCs JAHHBIM PECYPCOM) TPOUCXOAMT B 4 m1ara:

1. YcranoBka BupTyanbHOro coeauHeHus. Co3gaeTcsi IByHaIpaBICHHBIN BHp-
TyaJIbHBII KaHAJI MEXIY KIIMEHTOM U CEPBEPOM.

2. Boi6op Bepcun nporokona (puc. 1.13). KimeHt moceuiaeT 3amnpoc, coaeprka-
IIMH CIIMCOK BCEX BEPCUM MPOTOKOJIOB SMB, M0 KOTOPBIM OH MOYKET CO31aTh CO-
enuHenue. CepBep OTBEYAET HOMEPOM 3aMKCH B CIIUCKE, IPEITI0KEHHOM KIMEHTOM
(cunras 3anucu c 0), i 3nauenuem OxFF, ecin HU oAMH U3 BapuaHTOB IpPEJIO-
’KEHHBIX MMPOTOKOJIOB HE MOAXOAMT. 3JECh KE CEPBEP MepeaeT TPeOyeMbIil PeKUM
0e30MacHOCTH, MPU3HAK HEOOXOAUMOCTH MU(GPOBAHUS MAPOJISL U «BBI3OBY» (8 ciy-
YailHBIX OaiT), UCMONB3Ysl KOTOPHIA KIMEHT 3allu@pyeT Mapoib U MepeaacT ero
CEPBEPY B BUJIE OTBETA» HA CJIEIYIOLIEM LIare.

3. YcranoBka napameTrpoB ceccuu (puc. 1.14). KinueHTt noceuiaer ums nosib30-
BaTessl, Mapoiib (€CIM OH CYIIECTBYET) B BHUJIE «OTBETa», UMsl paboyeil TpyIibl, a
TaK)K€ IMOJHBIA MyTh K JOCTYIHOM AMPEKTOPUHU Ha cepBepe (IepeuyeHb TOCTYIMHBIX
JTUPEKTOPUNA CEPBEP MPEIOCTABISET KIMEHTY paHee 10 HHOMY 3aIpocy).

4. Tlonyuenue noctyna k pecypcy. CepBep BbIIA€T KIMEHTY WUIAEHTU(UKATOP
(TID — yHuKanbHbIA WAECHTU(UKATOP UISI pecypca, UCIOIb3YEMOT0 KIMEHTOM),
MOKAa3bIBasi TEM CaMbIM, YTO IOJIb30BATENb MPOILIEI MPOLEAYPY aBTOPU3ALUU U pe-
CypcC TOTOB K UCIOIb30BaHuI0. CepBep yKa3bIBAET THUIl CIIYXKObI JOCTyma: A — Jis
nucka win daitna; LPT1 — s BeiBoga Ha neuath; COM — i1 IpsAMOTO CO€JTU-
HEHUs TPUHTEPOB U MoJeMOB, IPC — st uaeHTu@uKauuu npu I0CTyIe K pecyp-

cy.



C SMB_COM_NEGOTIATE

CHOucok JUajieKTOB

R SMB_COM_NEGOTIATE

JlnasexT, pexuM 3aluThl, BbI30B

S TOEAR
geliesBiveiia-les N @

Puc. 1.13. Cornacosanne SMB-auanekra

C SMB_COM_SESSION SETUP ANDX

WNwms, nomeH, mapoib/oTBeT

R SMB_COM SESSION SETUP ANDX

TID

ST ARA
TmoemO

Puc. 1.14. YcranoBka napameTpoB CECCUU

BBIIIO/THUTH!

12.

13.

14.

15.

16.

CoznaiiTe Ha BUPTyaJIbHOM KOMIIbIOTEpE, paboTtaromieM noj ynpasienuem OC
Windows 2000, katajioru ¥ B HeM HEeOOJIbIION TeKCTOBBIN (aiii. [IpenocraBpTe
CO3JJaHHBII KaTaJor B CETEBOM JAOCTYIL.

Bxmrounte 3axBat Tpaduka. B ocHoBHON OC OTKpPOMTE B CETEBOM OKPYKECHUU
Ha BUPTYaJIbHOM KOMIIBIOTEPE CO3JaHHBIN TEKCTOBBIN ¢aiin. st uero 3aperu-
CTPUPYUTECH, BBEASI UMS U MApOJib MOJb30BATENS, UMEIOLIETOCs] HA BUPTYallb-
Hout OC.

[IpocmoTtpute monmyuenHbiit Tpaduk. Kakoii mpoTokoa ucnonszyercs st Qaii-
noBoro oomena? Kakue Homepa TCP-nopToB 3a/1eliCTBOBaHbl Ha PUEMHHUKE U
HUCTOYHUKE?

Haiinure naketsl 3Tana coriiacopanuss SMB-nuanexra. Kakoii auanext BeoiOpan
cepBepom?

Haitgure naker, B KOTOpOM Iiepeaercst uMs nosib3oBarend. [lepenaercs nu na-
POJIb MOJIB30BATENS B OTKPBITOM BHJIE?



17. Halimute makeT, B KOTOPOM TEpelaeTcs TEKCT OTKPBITOTO Bamu (aitia (omuca-
Hue naketa HaumHaetcs ¢ «R read & X»). [lepenaercs nmu Tekct (aiina B 3a-
mudpoBaHHOM BUE?

OnHOlt M3 OCHOBHBIX IIMPOKO M3BECTHBIX YA3BUMOCTEH [4], MpUCYTCTBYIO-
IIMX B CETEBBIX HacTpoiikax nmo ymondanuro B OC Windows 2000 (ucnpasieHo B
Windows XP), saBisieTcss BO3MOXKHOCTh YCTAHOBJICHUSI «HYJICBOTO ceaHca» (aHO-
HUMHOT'O TOAKII0YEeHHUS). [leapro JaHHOM aTaku SBISAIOCH IMOJKIIOUCHHE K CeTe-
BbIM pecypcam OC Windows 2000 6e3 ykazaHusi HUMEHH MOJb30BaTels U MapoJis.

JIns yCTaHOBIIEHHSI «HYJIEBOTIO CEAHCa» OCYILECTBISAETCA NMOAKIIOUCHHE K
pecypcy IPCS$ ynanennoro kommetorepa 6€3 yka3aHus UMEHH U MApOJIs MPH TOMO-
IIY CTAaHJAPTHOM YTWINTHI net:

net wuse \\*.*.* *\IPC$ "" /user:"",
rae *.*.*.* — [P-agpec kxommbeoTepa, /user:"" — uMs moib3oBarens (Iryc-
TO); " " — mapoJib Mojs30BaTes (MycTo).
BBIIIOJIHUTH!

18. PaSOpBI/ITe BCC YCTAHOBJICHHBIC PAHCC COCANHCHUA KOM&H,Z[OIZ:

net use * /delete

19. Bxnrounte pexxum 3axBata Tpaduka. BeIoIHWTE aHOHUMHOE MOAKIIOYCHUE K
BUPTyaJIbHOMY KoMmIbioTepy. [Ipocmorpure monydenusii Tpaduk. Kakue Ho-
mepa TCP-nopToB 3ajeiicTBOBaHbl Ha npuemMHuke U uctounnke? Kakoit SMB-
TMAJIEKT BBIOpaH cepBepom? HalimuTe maker, B KOTOPOM MEPEAACTCS] UMS MTOJTb-
30BaTeNs B BUJE IIyCTOU CTPOKH.

20. CnenaiiTe BBIBOJ O BO3MOXKHOCTHM OOHAapy>KeHHsI M OJIOKMPOBAHUS JaHHOU
aTaKH.



2. 3ALUMTA KOMMbIOTEPHOW CETU C UCMOJIb3OBAHUEM
MEXCETEBbIX 3KPAHOB

2.1. lNoHssIMUe Mexxcemeao20 3KpaHa

B cTparerum 3amuThl OT HECAHKIIMOHUPOBAHHOTO JIOCTYIAa K WH(OPMAITHOH-
HbIM pecypcaM KOMIIbIOTEPHON CEeTH 0c000€ BHUMAHHUE YACNSIETCS 00ECIEUYEHUIO
Oe3onacHoCTU ee rpaHuil. L{emocTHOCTh mepuMeTpa KOMIBIOTEPHOM ceTu obecte-
YUBAETCS UCIOJIb30BAHUEM TEX WJIM MHBIX 0a30BBIX TEXHOJIOTUN MEXCETEBOIO K-
pPaHUPOBAHMS B TOUKE MOAKIIOUCHHS 3alIUIIAEMON CETU K BHEITHEH HEKOHTPOJIU-
pyemoii cetu. B kauecTBe BHEIIHEH CETH 4Yallle BCEro BBICTYIMAET rio0ajibHas CeTh
Huntepner. Cucremy pa3rpaHUyeHUs] KOMIBIOTEPHBIX CETEH € pa3IMYHBIMHU IOJIH-
TUKaMH 0€30MacHOCTH, PEATU3YIONIYIO MPaBUiia UHPOPMALIMOHHOTO 0OMEHA MEXTY
HUMH, Ha3bIBAIOT MEXKCETeBbIM 3kpanoM (MD). B mepeBoaHOl uTepaType Takxke
BCcTpedaroTcst TepmuHbl firewall nnm Opanamaysp.

MexceTeBoit 3KpaH — 3TO JIOKaIbHOE (OJHOKOMIIOHEHTHOE) WA (PYHKITHO-
HaJIbHO-pacnpeeeHHOe (MHOMOKOMIIOHEHTHOE) IporpaMMHoOe  (IIpOrpamMMHO-
amnmapaTHoOe) CPEeACTBO (KOMIUIEKC), pean3yIoliee KOHTPOIb 3a HHMOpMaIiiei, mo-
CTymaromie B aBTomaTusupoBaHHyio cuctemy (AC) w/unm ucxomsmend W3 Hee
(puc. 3.1).

Ucxopawun Tpaguk,
Ucxoaswui Tpadmk YA0BNETBOPAI Wit

NoNUTHKe 6e30nacHoCTH

ﬁ

—
Bxopawun Tpagpuk, Bxopawuin Tpacguk
yO0BNeTBOPAILWNIA
NoNuTUKe Ge30NacHOCTH

Puc. 2.1. KouTtposns nepumerpa cett M3 (3amuiiaemas CeTh CJIeBa)

MD mnoBsimaeT 6e30MacHOCT, 0OOBEKTOB BHYTPEHHEH CETH 3a CUET UTHOPH-
pOBaHUs HECAHKIIMOHMPOBAHHBIX 3alPOCOB M3 BHEIIHEW Cpeabl. DTO YMEHBIIAST
ySI3BUMOCTh BHYTPECHHUX OOBEKTOB, TaK KaK CTOPOHHUU HAPYIIUTENb JOJIKCH Ipe-
0JI0JICTh HEKOTOPBIM 3aIllMTHBIA Oapbhep, B KOTOPOM MEXaHU3MBI OO0CCIICUCHHUS
0e30MacHOCTH CKOH(UTYPUPOBaHBI 0CO00 TImareabHO. Kpome Toro, sKkpaHUpYyIO-
masi CUCTEMa, B OTJIMYME OT YHUBEPCAILHOM, MOXKET M JOJDKHA OBITh yCTpoeHa 00-
Jee MPOCTBHIM M, ClIeJIoBaTelIbHO, Oojiee Oe30macHBIM 00pa3oM, Ha HEW JOJDKHBI
IIPUCYTCTBOBATh TOJIBKO T€ KOMIIOHCHTBHI, KOTOPbIE HEOOXOAMMBI JIJISI BBITIOJTHCHHS



¢byHkuil 3kpanupoBanusa. Kpome Toro, skpaHupoBaHH€ MO3BOJISIET KOHTPOJIHPO-
BaTh MH()OPMALMOHHBIE TTOTOKH, UCXOJAIIUE BO BHEUIHIOIO Cpedy, YTO CIIOCOOCT-
BYET IOJJICPKAHUIO BO BHYTPEHHEN 00IacTH pekuMa KoH(puIeHunaapHocTH. Kpo-
Me (QYHKIMIA pa3rpaHUdeHus A0CTyma, MO MoxeT obecrneynBaTh BBIIIOJIHEHUE J10-
MOJHUTENBHBIX (PYHKUIUN Oe30macHOCTH (ayTeHTU(UKAINIO, KOHTPOJb IEIOCTHO-
CTH, GUIBTPALIUIO COACPKUMOTO0, OOHAPYKEHUE aTaK, PETUCTPALINIO COOBITHI).

MD He sABIISIETCS CHMMETPUYHBIM YCTPOKWCTBOM, UL HETO ONPENETIEHBI TIOHS-
TUS «BHYTPH» U «CHAPYX u» (BXOAAMMI 1 ucxonsamuil tpaduxn). [lpu aTom 3anaya
HKpPAHUPOBAHUS (POPMYIHPYETCS KaK 3allMTa BHYTPEHHEH 00JacTH OT HEKOHTPO-
JUPYEMOU M MOTECHIIMAIBHO BpaXAcOHOM BHEITHEH.

2.2. KoMnoHeHmMbI MexXcemeeo20 3KpaHa

B o0miem ciyuae anroputm ¢yHKIMOHHpOBaHUS MD CBOAMTCS K BBINOJIHE-
HUIO JABYX Ipynn (pyHKUIKH, OJTHA U3 KOTOPBIX OTPAHUYMBACT IIEPEMEIIECHNE JaHHbBIX
(punbTpanus nHGOPMAIIMOHHBIX TTOTOKOB), @ BTOPasi, HAOOOPOT, EMY CIIOCOOCTBYET
(mocpeaHUYECTBO B MEKCETEBOM B3amMozeicTBum). CienyeT OTMETUTh, YTO BBI-
nosHeHHe MD yka3aHHBIX TPYIN (YHKIHH MOXKET OCYIIECTBISATHCS Ha Pa3HbBIX
ypoBHsX Mozaenu OSI. [IpuHsATo cunTaTh, 4TO YeM BhIlIe ypoBeHb Mojenu OSI, Ha
KoTopoM MO oOpabaThiBaeT makeThl, TEM BbIIIE 00ECNEYNBAEMbIN UM yPOBEHbB 3a-
IIUTHI.

Kak ormeueno Bbiiie, MO moxer obecrieunBath 3auuTy AC 3a cuer QuibT-
panuu MpOXOASIIMX Yepe3 HEro CETEBbIX MaKeTOB, TO €CTh MOCPEACTBOM aHaIM3a
COJIEP’KUMOTO MMAKETa MO COBOKYITHOCTH KPUTEPUEB HA OCHOBE 3aJaHHBIX MPABUI U
MPUHATHUS pEUIeHUs 0 ero JanbHeleM pacnpoctpanenuu B (u3) AC. Takum oOpa-
30M, MD peanuzyeT pasrpaHudeHue Aoctyna cyobekToB u3 ogHoi AC k oObeKkTam
npyroit AC. Kaxxzioe mpaBuiio 3ampeiiaer Wik paspeiiaer nepegaady uHbopmanuu
OTIPEJICIICHHOT0 TUTIA MKy CyObekTamMu U oObekTamu. Kak ciencTBue, CyObeKThI
onHoil AC moJry4aroT JOCTYI TOJIBKO K Pa3pelieHHbIM HH()OPMALMOHHBIM OOBEK-
tam Jpyroii AC. Mntepnperanus Habopa MpaBuil BRIIOJHAETCS MOCIEI0BaTEIbHO-
CThIO (PHIIBTPOB, KOTOPBIC pa3pelIaoT WM 3alpeliaioT Mepeaady AaHHbIX (make-
TOB) Ha cienyromuid GuabTp. MO wnM oAMH U3 €ro KOMIOHEHTOB, (PYHKIIMOHH-
PYIOIIMH BBIIICOMMCAHHBIM 00pa30M, Ha3bIBAIOT MAKETHBIM (DUIBTPOM.

[TakeTHblil QuiIbTp (YyHKUMOHUPYET Ha ceTeBoM YypoBHe Mozenu OSI
(puc. 3.2). 3HaunMoit 11 PyHKIMOHUPOBAHUS MAKETHOTO QuiabTpa uHopMameit
SBIISETCS:

— [P-angpec otmpaBurens;

— [P-angpec nonyyares;

— tun npotokoisa (TCP, UDP, ICMP);

— nopt otnpasutend (nasa TCP, UDP);

— noprt nony4arend (a1 TCP, UDP);

— tun coobmenus (s ICMP); a unorna u apyras undopmarust (Harpumep,
BpEMsI CYTOK, JICHb HEAENH U T.1I.).



MpuknagHon

MpencTaBUTENbLCKUM

CeaHcoBbIN

TpaHcnopTHLIN

KaHanbHbIN A
Pusnvyeckum
BxoaAwmn Tpaduk Ucxoaawmi Tpaduk, yaoBReTBoOpAoLWMA

nonuTUKe GesonacHoCcTH

Puc. 2.2. Mecto naketrHoro ¢mibrpa B moaemu OSI

B aHrnos3p14HOM nuTepaType pacCMOTPEHHBIN KOMIIOHEHT MO wuaie Bcero
obo3HavaroT TepMuHOM «stateless packet filter» wu nmpocto «packet filtery. [an-
HbIE CHUCTEMBI NPOCTHI B HCMOJb30BAHHUM, JACIIEBBI, OKa3bIBAIOT MHUHHMAJIbHOE
BIIMAHUE HA NPou3BOAUTENIbHOCTh AC. OCHOBHBIM HEJIOCTATKOM SIBIISIETCS UX YSI3-
BUMOCTH TIpH aTake, Ha3piBaeMou [P-cnypuar — danscudukanum aapecoB oTipa-
BuTeNs coobOmeHuil. Kpome Toro, oHM ClI0XHBI IpU KOHPUTYPUPOBAHUM: JUIS UX
YCTaHOBKM TpeOyeTCsl 3HaHHE CETEBbIX, TPAHCIOPTHBIX U MPUKIIAJHBIX IPOTOKOJIOB.

Hpyroii BapuaHT anroputMa (yHKIMOHHpOBaHUsS MO mpenrosaraer, 4To
3ammta AC obecrieunBaeTcs ¢ MOMOIIBIO KPAHUPYIOIIETO areHTa, KOTOPbIM Mpo-
BEpsieT JOMYyCTUMOCTh MOJYYEHHOTrO 3ampoca CyObeKTa K OOBEKTY, MPHU MOJO0KH-
TEJIbHOM PE3yJIbTaTe 3TON MPOBEPKHU YCTAHABIMBAET CBOE COECIUHEHUE C OOBEKTOM,
a 3areM O0ecHe4yMBaeT NEPEChUIKY MH(OpPMAIMU MEXAY CYObEKTOM M OOBEKTOM
B3aUMOJICUCTBHSI, OCYILLIECTBIISAA KOHTPOJIb W/WIIKM peructpaiuio. B To xe Bpems B
Clly4yae «IpO3payHbIX» areHTOB CYOBEKTYy Ka)KeTCs, YTO OH HEMOCPEACTBEHHO
B3aMMOJICUCTBYET ¢ 00BbEKTOM. Vcnonb30BaHue 3KpaHUPYIONIMX areHTOB MO3BOJIS-
eT 00ecrneyuTh AOMOIHUTENbHYIO 3alIUTHYI0 (YHKIHIO — COKPBITHE HUCTHHHOIO
cyOBbeKTa B3aUMOJICHCTBUSI.

Belaenstor aBa BHJA SKPAaHUPYIOIIMX areHTOB B 3aBHCHUMOCTH OT TOTrO, Ha
kakoMm ypoBHe mojenu OSI onu BeIMONHSIOT cBoM ¢yHKIMU (puc. 3.3): ’3KpaHu-
PYIOIIMK TPAHCTIOPT U IKPAHUPYIOLIHUN IIUIHO3.



(a) (6)

MpeacTaBUTENLCKUIA MNpeacTaBuTEnLCKMiI A

TpaHcnopTHLINA A TpaHcnoOpTHLIN N
CeTeBoM N CeTeBoM N
KaHanbHbIN N KaHanbHbIN N
®u3nyeckun N Puznyeckni N

BxopAwmnin Tpacpuk Nexopawmin Tpacduk, yaoBNeTBOPAIOWNI Bxoaawmn Tpacuk Ucxopawmii Tpacpuk, ya0BNeTBOPAIO WA
nonuTike 6e30MacHOCTH nonuTHKe 6e3onacHoCTH

Puc. 2.3. Mecto skpanupytouiero areara B mogenu OSI:
(2) — sKkpaHupyIOMUH TPAHCTIOPT; (06) — SKPaHUPYIOITUH IILTI03

DKpaHUPYIOLUI TPAHCIOPT WK IUII03 CEAHCOBOTO YPOBHS (B aHIJIOSI3bIUHOM
JUTEpaType UCIOIB3YyeTCa TEPMUH «circuit-level gateway») KoHTpoIMpyeT moryc-
TUMOCTb yCTaHaBJIMBAEMOr0 COEJAMHEHHUS, YUYacTBYeT B (POPMHUPOBAHUU KaHaja Iie-
penayn JaHHBIX W HE MO3BOJISIET MPOXOAUTH MAaKeTaM, HE OTHOCSIIMMCS K paspe-
[ICHHBIM ceaHcaM CBs3U. OYHKIIMOHUPOBAHNE JAHHOTO KOMIIOHEHTA CBSI3aHO JIUIIb
¢ ceccusamu nportokosa TCP. Tak Kak NIpH MOCPEIHUYECTBE I3 CEAHCOBOTO
YPOBHS aHAJTU3UPYET UH(DOPMALINIO, COJACPKAIIYIOCS JIUIIH B 3ar0J0BKaX MPOTOKO-
na TCP 6e3 kakoro-i1u0o mpeanonaokeHus 00 UCHOIb3yEMOM MPUKIAAHOM MPOTO-
KOJIe, TO CYIIECTBYET YS3BHUMOCTH, 3aKIIOYAIOIIAsACS B TOM, YTO B paMKax paspe-
IIEHHOT'O YCTaHOBJIEHHOT'O COEIUHEHMS MPUJIOKEHNE MOXKET OCYIIECTBIATH Iepe-
Jladqy IPOU3BOJIbHBIX HEKOHTPOJIUPYEMBIX JaHHbIX. Kak rnmpaBuiio, BbILICONMCAHHBIN
KOMIIOHEHT UCHOJIb3yETCs JIUIIb B COUETAHUU C IPYTUMHU, & HE OTAEIBHO.

Bosee HasexkHy0 3alIMTy OOECIEUMBAET SKPAHUPYIOIIUN HUTIO3 WM  1UII03
IPUKIIATHOTO YPOBHS (B aHIVIOS3BIYHOM JIUTEpaType UCIONb3yeTCs TEPMUH «appli-
cation-level gateway» mnu «application proxy»), Tak Kak OH MPOBEPSIET COJEPIKH-
MO€ Ka)KJJOTO MPOXOJALIETr0 Yepe3 IILII03 MaKeTa Ha MPUKIAIHOM YpOBHE, II€ JUIs
aHanM3a JIOCTYIHBI CIy>KeOHBbIE TMOJIS 3arojOBKa MPHUKIATHOTO MPOTOKOJA M MH-
dopmanus nonb3oBatTens. [IpukinagHoi NUIIO3 OpeacTaBiIseT co0O0il mporpammy-
NOCPEAHUK (B aHTJIOS3BIYHOM JIUTEpATypE MCIOIB3YETCS TEPMHUH «ProXy SErver),
pa3paboTaHHYIO JJIsi KOHKPETHOTO cepBuca cetu MHTtepHeT. CiemnoBaTenbHO, MPU
BHEJIPEHUHU CEPBUCOB, OCHOBAHHBIX HA HOBBIX MPUKJIAJHBIX MPOTOKOJIAX, TOSBIISET-
sl HEOOXOAUMOCTH B pa3pab0OTKe HOBBIX MPOTPaAMM-TIOCPETHUKOB.

JlanpHeliee pa3BUTHE PA3IMUYHBIX TEXHOJIOTMH MEXCETEBOI'O SKpaHUpPOBa-
HUS U UX B3aUMONPOHUKHOBEHHE MPUBEJIO K MOSABICHUIO THOPUIHBIX KOMIIOHEHTOB
MD, couerarouux B cede JOCTOMHCTBA BCEX TPEX PAHEE PACCMOTPEHHBIX KOMIIO-



HEHTOB U JIMIIEHHBIX HEKOTOPBIX UX HEJOCTATKOB. Takue CUCTEMBI, Yallle BCEro Ha-
3bIBaeMble MO 3KCIIEpTHOIO ypOBHS (B aHIJIOA3BIYHON JIUTEPATYpe UCIONIB3YIOTCS
tepmunbl «stateful inspection firewall» nnm «deep packet inspection firewally),
(GYHKIIMOHUPYIOT Ha Bcex ypoBHAX mozenu OSI: oT ceTeBoro n0 MPUKIATHOTO
BKIIFOUHATENHHO (puc. 3.4). OHHM 00J1ajal0T BRICOKUMH MTOKA3aTENSIMU TI0  TTPOU3BO-
JTUTENbHOCTA (PYHKUIMOHUPOBAHMS (MaKeTHbI (UIBTP) U MO 0OeCreynBaeMoOMy
YPOBHIO 0€30MacHOCTH (1IJTF03 TPUKIAJTHOTO YPOBHS).

KaHaneHkI# A
Pusnyecknn
BxogAawmn Tpadpuk Ucxoaawmn Tpachuk, yaoeneTBopaloWwWnin

NonUTHUKe Ge30MacHoOCTU

Puc. 2.4. Mecto MO skcniepTHOro ypoBHs B mogenu OSI

[lepBbie peanuzanuy TaKUX KOMIOHEHTOB, HAa3bIBA€MbI€ MAKETHBIMU (PUIIBLT-
pamu ¢ nuHamuueckoi guibtpanueit (dynamic packet filter), He pyHkumonupona-
JM Ha YPOBHSX BBIIIE€ C€aHCOBOro. X OTIMYME OT MPOCTOro MaKeTHOro (puiibTpa
COCTOSIJIO B TOM, YTO MOCJIEIHUNA MPUHUMAET pellieHrne 0 puibTpauuu Tpaduka Ha
OCHOBE aHaiM3a WH(OpMaIuu, colepkKalleics: ToJIbKO B TEKYIIEM IakeTe 0e3 Ka-
KOM-TMOO0 JIOTUYECKOM CBSI3U C MPEeAbIIYyIIUMH O0OpaOOTaHHBIMU MAaKETaMHU, B TO
BpeMsl KaK MPU JUHAMHYECKOW (DUIbTpAIMU YUUTHIBACTCS KOHTEKCT YCTaHOBJICH-
HbIX WJIA YCTAHABJINBAEMbIX COCIMHEHUH.

WNHcnekimmonHpld MOAYh OOJiee MO3AHMX peanu3anuii MO sKCmepTHOTO
YPOBHSI UMEET JIOCTYIl KO BCEMY COJIEPKMMOMY IaKeTa U MOXKET aHaJu3UpOBaTh
Ci1y>keOHbI€ TOJIsl 3aT0JI0BKOB ITPOTOKOJIOB BceX ypoBHel moaenu OSI (B ToM uucne
IPUKJIAJHOI0) U MOJIb30BaTENbCKUE JaHHbIE. B TONOMHEHNE K 3TOMY MHCIIEKIMOH-
HBI MOJlyJIb 3aHOCUT B JUHAMHUYECKU CO3/1aBAEMYI0 TAOJIMIy COCTOSIHHS CBS3E
BCIO MH(OPMALIMIO O CETEBBIX COCIMHEHUSX, HO, B OTIMYHUE OT IILJII03a CEAHCOBOIO
YPOBHSI, CO3/1a€T 3alIUCU BUPTYaJIbHBIX COE€IMHEHUN Kak /s mpotokosia TCP, tak u
st nporokona UDP. MHcnekmoHHbIM MOAYib MO 3KCIEPTHOTO YPOBHS 3arpy-
YKaeTcs B PO ONEPALMOHHON CUCTEMBI U PACIOJIAracTcsa MEXIy KaHaJIbHbBIM U Ce-
TeBbIM ypoBHAMH Mojienau OSI, uro obecrnieunBaer 0OpabOTKY BCEro BXOISIIETO U
UCXOJISIEr0 TpauKa Ha BCEX CETEBbIX UHTEp(ercax CUCTEMBI.



Oco0eHHOCTh PYHKITMOHUPOBaHKS MO SKCHEPTHOTO YPOBHS COCTOUT B TOM,
YTO OH HE OKa3bIBAE€T NMOCPEAHUUYECKUX YCIYyI CETEBOI'0 B3aMMOJICMCTBUS HA CEaH-
COBOM U IpUKIAAHOM ypoBHAX Mojenu OSI. BMecTo 3TOro oH ucnonbs3yeT cnenu-
(dbuueckue TEeXHOJOTHM PACIIO3HABAHUS JOMYCTUMBIX COCIUHEHHUM (B TOM YHUCIE C
JUHAMUYECKA Ha3HAYaeMbIMHM HOMEpPaMH MOPTOB) M YJIYUIIEHHBIE aJTOPUTMbI 00-
pabOTKHU JJAHHBIX YPOBHSI PUIIOKEHUS.

2.3. lNlonumuka Mexxcemeeo20 3KpaHUpo8aHUsl

[Ipn HaAcTpOWKE NOJUTHUKA MEKCETEBOTO JIKPAHWPOBAHMS PacCMaTPUBAIOT
JIBa aclieKTa CETeBOM 0e30MacHOCTU: MOJUTUKY JOCTyIa K CETEBBIM pecypcam M
HOJIUTUKY peanu3anuu cooctBeHHO MO. IlonuTuka noctyna K CETEBBIM pecypcam
oTpa)kaeT oO1ue TpedoBaHUs 110 OE30MMACHOCTH TOM WJIM UHOM OpraHu3alliy, U IpU
ee pa3paboTKe JOJDKHBI ObITh COPMYJIMPOBAHBI MpaBUiIa JIOCTyIA MOJb30BaTENEH
K pa3JINYHBbIM CEpBHCAM, UCIIOJb3YEMbIM B OPTaHU3aLMU. Y Ka3aHHbIE PaBHUJIa OU-
ChIBAIOT, KaKOWl BHYTPEHHHWI (BHEIIHMII) MOJIb30BATENb (TPyIIa MOJb30BaTEeH),
KOI'/Ia, ¢ KAaKOTO BHYTPEHHETO (BHEUIHErO) y3/a CETH U KAaKHUM CEPBHCOM MOXKET
BOCTIOJIB30BaThCSl ¢ YTOYHEHHEM B ClIy4yae HEOOXOIMMOCTH CIIOCOOOB ayTeHTU(U-
KaI[M¥ NTOJIb30BATENIEU U aIPECOB LIEJIEBBIX CEPBEPOB.

[Tonutuka peanuzauuu MO onpenenser, KakuM o0Opa3oM NPUMEHSIETCS I10-
JIMTHKA JOCTYIA K CETEBBIM pecypcaM, U B PAJIE CIy4aeB 3aBUCUT OT MCIIOJIb3YEMBIX
CEpBHUCOB M BBIOpaHHBIX CPEACTB MOCTpOeHHUs 3KkpaHa. Kak npaBuio, npu BeiOOpe
MOJINTUKM peanu3anuu MO ocTaHaBIMBAIOTCS HA OJHOM U3 JBYX 0a30BBIX cTpaTe-
TUH:

—  paspeliaTh BCE, YTO SIBHO HE 3aIIpEIICHO;
—  3ampellarhb BCe, YTO SBHO HE Pa3peLICHO.

XOTS MOJKET IIOKA3aThCsl, YTO OTU JABE CTPATErMU OYEHBb IIPOCTHI U IOYTH HE
OTJIMYAOTCA APYT OT ApYyra, Ha caMoM Jeie 3T0 He Tak. [Ipu BeiOope nepBoii cTpa-
Terud MO 10 yMOJ4aHUIO pa3peniacT BCE CEPBUCHI, KOTOPBHIE HE YKa3aHbl Kak 3a-
npelieHHbie. B aTom ciyudae g obecrieueHus: 6€30MacHOCTH CETU MPHUAETCS CO3-
JaBaTh MPaBUiia, KOTOPBIE YUNUTHIBAIN OBl BCE BO3MOXHBIE 3aMPEThl. ITO HE TOIHKO
npuUBeIET K HEOOXOJUMOCTH OMUCAHHS OOJBIIOrO KOJUYECTBA MPaBUil, HO U 3acTa-
BUT NIEPECMATPUBATh UX IPH MOSIBICHUH KaKJIOI0 HOBOTO IMPOTOKOJA UM CEPBUCA,
KOTOPBIE CYLIECTBYIOUIMMU MIPABUIIAMHU HE OXBATHIBAIOTCS.

Bropas crparerus ctpoxe u 6e3omacuee. HamHoro npoie ynpasisite MO,
3aMpeTuB BECh Tpa(puK MO YMOJIYAHUIO U 33JaB MpaBUjia, Pa3pellaloIne MpOX0oxk-
JICHUE Yepe3 IPaHUIly CEeTH TOJbKO HEOOXOIMMBIX IIPOTOKOJIOB U CEPBUCOB. 3aNpeT
BCEro Tpauka MO YMOJYAHUIO OOeCleYMBaeTCs BBOJAOM IpaBHIa «3allpelleHo
BCE» B IOCIEAHEN cTpoke Tabnuubl punbTpaunu. OHAKO B psijAe CIydaeB, B 4acT-
HOCTU NPU MCIOJIB30BAaHUM IPOCTOrO0 MAKETHOro (hUibTpa, ONMCAaHUE MpaBWIl J10-
MYCTUMBIX CEPBUCOB TAKXKE CONPSHKEHO C TPYNOEMKUM IPOLECCOM, TPEOYIOLIUM
JIOCKOHAJIBHOI'O 3HAHUS aJFOPUTMOB (DYHKIMOHMPOBAHHS IMPOTOKOJIOB B paMKax
TOI'0 WJIM UHOT'O CEPBUCA.



2.4. Apxumekmypa M3

ITocne ompenenenuss TpeOOBaHMK 1O OE30MACHOCTH 3aIMIAEMONM CETH U
pa3pabOTKU MOJIMTUKU JOCTYIA K CETEBBIM pECypcaM BO3HHUKAET 3aJada MPOEKTH-
poBanus MD. B 3aBucuMOcTH OT TpeOOBaHHI K MEXKCETEBOMY OOMEHY OpraHW3a-
UM U CTEMIEHU 00eCTIeYnBaEeMOM 3alIUIIEHHOCTH TIepUMeTpa ee ceTd B MO MoxeT
BXOJIUTh OT OJHOTO JI0 HECKOJIBKUX PACCMOTPEHHBIX KOMIIOHEHTOB. COCTaB U CIo-
co0 MX B3aMMHOI'O PAaCHOJIOKEHHs ompeaenser apxutrektypy MO. CyliecTByroT
cienyromue 06a3oBble cXxeMbl nocTpoeHuss MO (MoryT ObITh MOAMGUUKMPOBAHBI B
Jpyrue BapuaHTbl KOH(PUTypallK) Ha OCHOBE:

—  QUIBTPYIOLIEr0 MapUIpyTU3aTOPA;

—  JIBYZOMHOTO y35a (y3J1a ¢ AByMs CETEeBbIMU UHTepPeiicamu);
—  DKPaHUPYIOLIETO y3Ja;

—  DKpaHUPYIOLIEH CETH.

MD Ha ocHOBE (UIBTPYIOIIETO MapIIpyTH3aTOpa MPEACTABISET COOOM arma-
paTHBIM WK MPOrPaMMHBIM MapUIPyTHU3aTOpP HA MEPUMETPE 3AILMIIAEMOU CETH, B
KOTOpPOM ompeneseH Ha0op MpaBW, YCTAaHABIMBAIOIIMX pa3pEUICHHBIE CETEBBIE
cepBuchl (puc. 3.5). Kaxnaplii cereBoil makeT Iepej MPUHATUEM PELIEHUs O €ro
MapIIpyTH3aIUN TIPOBEPSETCA HA MPUHAJICKHOCTh K Pa3pelIeHHOMY THITY Tpadu-
ka. JIocTOMHCTBA M HENOCTAaTKU JAHHOW cXeMbl MO ompenesnstoTcs BO3MOKHOCTS-
MU (DYHKIIMOHUPYIOIIETO HA MapIIPYTU3aTOPE MAKETHOTO QUIbTpa.

nepuMeTpoBbIN
MapLpyTusaTop

Puc. 2.5. MD Ha ocHOBe QUIBTPYIOIIETO MAPIIPYTU3ATOPA

MD Ha OCHOBE JABYJOMHOTO y3Jia MPEJCTaBIsIET COO0H KOMIBIOTEP C ABYMSI
CETeBBIMHU MHTepdericaMu, OJUH U3 KOTOPHIX MOJKIIOYCH K 3alllMIaeMON BHYTPEH-
HEll ceTu, a BTOpoi — K BHemHel (puc. 3.6). CtanmapTHas ciyx0a MapipyTH3a-
K ceTeBbiX maketoB B OC IBYAOMHOTO y3Jla OTKIFOYAETCS JJIsi TOTO, YTOOBI He-
MIOCPEICTBEHHOE B3aMMOJICHCTBUE MEXAY Y3JlaMU BHYTPCHHEW M BHEIITHEH CETH
OBLJIO HEBO3MOXKHBIM. MeXCeTeBOe B3aMMOJICHCTBUE B paMKaX pa3pelieHHBIX Cep-
BHCOB 00ECTIEYMBAETCS MPOKCU-CEPBEPOM, GYHKIIMOHUPYIOIIUM Ha JBYJAOMHOM Y3-
ae. Cxema MO CpaBHEHHUIO C MPEAbIAYIIEH XapakTEepHU3yeTcsl OOJbIIEH CTENEHbIO
0€30IacHOCTH, HO MPEIOCTABISIEMbI MOJIB30BATENSIM CETH HAOOp CEpBHUCOB OTpa-
HuueH u onpexaensiercs [1O npokcu-cepsepa.



ABYOOMHbIN
ysen

Puc. 2.6. MD Ha ocHOBE ABYJIOMHOTO y37a

MD Ha OCHOBE HPKpPaHUPYIOUIETO Y3Ja MPEACTaBISET CO00M KOMOMHAIUIO
MPEeAbIAYIIUX CXEM: B COCTaB €ro BXOJAT (PMIBTPYIOLIUMN MaplIpyTU3aToOp HA Ie-
puUMeTpe M MPOKCHU-CEPBEP, (PYHKIIMOHUPYIOIMIUNA Ha y37e-0acTUOHE C OJIHUM WH-
tepdericom, Bo BHyTpeHHeH cetu (puc. 3.7). [lakeTHbiit puibTp Ha MapuIpyTHU3aTO-
pe KOHPUTYpHUPYETCS TaKUM 00pa3oM, 4TO pa3peIIeHHBIN BXOSAIINN U BBIXOIAITUN
CETEBOM TpaduKk 00sA3aTeILHO MPOXOANT Uepe3 y3en-0acTuon. Cxema XxapaKkTepusy-
eTcsi 0oJpIIel THOKOCTBIO MO CPABHEHUIO CO cxeMoil MD Ha OCHOBE JBYAOMHOIO
y3Jla, TaK KaK CEpBUC, HE MOJJICPKUBAEMBIN MPOKCU-CEPBEPOM, MOXKET ObITH pa3-
pEelIeH HAMPsAMYIO Yepe3 MapIIpyTU3aTop.

e pUMETPOBBIN
MapLLpyT13aTOp

y3en-tacTuoH

Puc. 2.7. MD Ha 0CHOBE 3KpaHHUPYIOILETO y3ia

Cxema MD Ha OCHOBE SKpaHHUPYIOIIECH CeTH MpeAcTaBisieT coOOON pa3BUTHE
NpeAbIIyIIed CXeMbl U OTJIMYAETCS OT HEE HAJIMYMEM JOMOJHUTEIBHOrO Mapuipy-
tusaropa (puc. 3.8). Mexay BHEIIHUM ¥ BHYTPEHHUM (UIBTPYIOMUMHA MapIIPYTH-
3aTOpaMH CO3/Ia€TCsl «MEHEE 3aluIIacMas» CeTh, Ha3blBacMas MEPUMETPOBOU ce-
THIO WJIH JEeMUIUTapu30BaHHON 30HON (DMZ), KoTOpas «dKpaHUpyeT» 3alluilae-
MYIO CE€Th OT BHEIIHEro Mupa. Kak npaBuio, B IEPUMETPOBOM CETU YyCTaHABJIMBA-
FOTCS1 Y3JIbI C IPOKCU-CEPBEPOM U CEPBEPAMH OTKPBITHIX CEPBHUCOB.



BHYTPEHHUM BHELLHWIA
MapLUpyTuU3aTop MapLUpyTU3aTop

Puc. 2.8. MD Ha 0CHOBE 3KpaHHUpPYIOIIEH CETH

2.5. lNMpumep peanusayuu noaumuku M3

Jns wrocTpaiuyu BO3MOXKHOCTEW TEXHOJIOTMHA MEKCETEBOTO 3KpPaHHPOBa-
HUSI pAaCCMOTPUM JIBa PA3JIMYHBIX BapuUaHTa pElICHUA clenyromen 3agaun. [lycte
COTJIACHO TOJINTUKE OE30MacHOCTH HEKOTOPOW OpraHm3alvy IS MOJIb30BaTesei
3alMIIAEMON CeTH HEOOXOJIMMO 00ECTIEUUTh TOJIBKO CEPBHUC AIEKTPOHHOM MOYTHI,
T. €. MD pomxeH obecrieunBaTh MPOXOKIECHUE TOJIBKO MOYTOBOTO Tpauka MEXITy
J0OBIM BHYTPEHHUM KJIMEHTOM U OIpPEJEICHHBIM MOYTOBBIM CEPBEPOM BO BHEIII-
Hel cetu 1o nporokosiam SMTP u POP3.

[lepBblii BapuaHT peLICHUS 3aa4l — HCIIOJIb30BaHUE cXxeMbl MO Ha OCHOBE
JIBYJJOMHOTO y3J1a, COEUHSAIOUIEr0 BHYTPEHHIOI U BHELIHIOKW ceTh. Ha 3ToM y3ie,
BBHITIOJTHAONIEM (YHKIIMHA TPOKCH-CEPBEPa, OTKIIIOYAETCS CIyk0a MapIIpyTHU3AINH
MAKeTOB M YCTaHABIMBACTCS ILII03 MPHUKIATHOTO YPOBHs, 00€CIEeUNBAIOIIHIA
(GyHKIIMOHUPOBAHUE TOJIBKO MPOTOKOJIOB 3JIEKTPOHHOU MOYTHI. [Iporpammer mouTo-
BbIX KJIMEHTOB Ha y3JlaXx BHYTPEHHEHW CETH HACTPaMBAIOTCS Ha pabOTy C BHEIIHUM
IIOYTOBBIM CEPBEPOM U€pe3 JAHHBIM MPOKCH-CEPBEP, MPU 3TOM B HUX HACTPOMKAX
yKa3bIBAETCs aIpeC BHYTPEHHETO CETEBOro MHTepdeiica NByAOMHOTO y3ina. Cxema
“H(POPMAIIMOHHOTO 0OMEHA MEXK]Ty KIIMEHTOM U CepBEepoM H300pakeHa Ha puc. 3.9.
CBepXy W CHU3Y Ha PUCYHKE CTpEJIKaMH MOKa3aHbl CXeMbl OOMEHA MaKeTaMH KJIH-
€HTa U CepBepa MPH OTIIPABKE MOUYTOBBIX COOOIICHUN M BhIEMKE MTOYTOBOM KOppec-
MOHJEHIIMU COOTBETCTBeHHO. Ha pucyHke nudpamu n3o0pakeHbl HOMEpa MOpPTOB
HMCTOYHUKA W HA3HAYCHMS MPU UCIIOIb30BaHUU NPOoTOoKojioB SMTP u POP3 (nmopthr
25 u 110 npokcu-cepBepa B peaibHOW CUTyallud MOTYT ObITh Jpyrumu). Tak Kak
ciry»0a MapHIpyTHU3allui Ha JBYJAOMHOM Y3Jie OTKJIFOUE€HA, TO KPOME MaKEeTOB, U30-
OpaXeHHBIX Ha cxeMe MH(POPMAIMOHHOTO 0OMEHA, HUKAKUE JPYTHUE CETEBbIC MaKe-
ThI Y€pe3 HEro MPOXOAUTH HE OYAYT.
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Puc. 2.9. Cxema nuadopManiuoHHOTO 0OMEHA MPHU UCIIOIH30BAHUN JIBYJOMHOTO y3JIa

3aMeTHM, YTO HEKOTOPBIE POKCU-CEPBEPHI MTO3BOJISIOT ONPEAEIUTH CIIUCKH:
— T0JIb30BaTeliel (aIpecoB BHYTPEHHUX Y3JI0B), KOTOPbIM (C KOTOPBIX) pa3pe-
1IAE€TCS UCIOJb30BAHUE CEPBHCA IJIEKTPOHHOM ITOYTHI;
— aJIpeCOB BHEIIHHUX CEPBEPOB, K KOTOPBHIM Pa3peIICHO MOJKIIOYEHHE BHYT-
PEHHUX KJIMEHTOB.

Bropo#t BapuaHT pemieHus 3a1a4u — HCIOJIb30BaHNUE CXxeMbl MO Ha ocHOBE
¢unbTpyromero Mapupytuzaropa. CooTBeTCTBYIOIIAs TIOCTABJIEHHOM 3a/1a4e cXeMa
MH(OPMAIMOHHOTO OOMEHa MEXIy KIMEHTOM M CepBepoM H300pakeHa Ha
puc. 3.10.

=1024 ‘ > >

S
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WHTepdeitc 1 NuTepdenc 2

Puc. 2.10. Cxema ua(pOopManmmoHHOTO0 0OMEHA
[PU MCIOTb30BaHUN (PUIBTPYIOIIETO MapIIPyTH3ATOpa

Jlnsg makeTHOro (UiIbTpa OMNPEAETSIOTCA MpaBWia (QUIBTPALMK MAKETOB,
MPOXOJSAIINX Yepe3 CeTeBble MHTEpQeichl | u 2, MOAKIIOYEHHbIE K BHYTPEHHEH U
BHEIIHEW CETH COOTBETCTBEHHO. [Ipu omucanuu npaBuil GUIBTPAIIMH COCTaBIISETCS
Tabnuila, 0ObIYHO coaepikaas ciaeayromue noist: «HoMmep nmpaBuna» (Hymepanus
BeneTcsl OykBaMu JaTuHCKoro andasurta), «HampaBieHue» (BXOJ WM BBIXOI),
«IIporokom» (Tum makera), «Aapec ucrounuka», «Ilopt ncrounuka», «Aapec mo-
aydarens», «[lopt momydarens», «JlelicTBue» (pa3pemnTs, 3apeTUTh, HTHOPUPO-



Bath). J{ns ICMP-nakeroB BmMecto nosneit «IlopT uctouHmka/Ha3HAYCHUS) UCTIONb-
syercs noiie « Turm ICMP-coobmenusy.

B caywyae ucmonb3oBaHMS CTaTUYECKOTO MAKETHOTO (GMIbTpa IS Kaxao-
ro cereBoro wuHTepderica pa3zpabarbiBaeTCs CBOS TaOnHIa MPaBWI (HUIBTpAITIN
(tabn. 3.1 u Tadn. 3.2). CnoBa «Knuents» u «CepBep» B peallbHOM TabJIHMLE
bunbTpanuK 3aMeHs0TCs AuanazoHoM [P-anpecos kiauenToB u [P-anpecom BHew-
HEro MOYTOBOT'O CepBepa COOTBETCTBEHHO. B cTonbue «HanpaBnenue» ykasbiBaeT-
Csl HaIlpaBJICHUE CETEBOIO MAaKeTa Mo OTHOWIEHWI0 K MD. Tak, HanpaBieHue make-
TOB, NMocTynatoumx B M3, o6o3HayaeTcs ciioBoM «Bxoa», a uisi makeToB, UCXOs-
mmx u3 MO, npumensietrcs ciioBo «Beixoa». CUMBOI «*» 0003HaYaeT «J1H000.

TaOmuna 3.1.
[IpaBwia ¢unbTparuu nakeToB it uHTEpdeiica 1
IIpaBu- | Hampas- | IIporo- Anpec ITopt Anpec ITopt JencrtBue
710 JeHne KOJI UCTOY- | UCTOYHHU- | Ha3Haye- | Ha3Haue-
HUKA Ka HUS HUS
A Bxon TCP Knuents | >1024 Cepsep 25 Paspemmnts
B Beixon TCP Cepsep 25 Knuentst >1024 Pazpemnts
C Bxon TCP Kinentsr | >1024 Cepsep 110 Pazpemuth
D Beixon TCP Cepsep 110 Knuentst >1024 Paspemnts
E * * * * * * 3anpeTuTh
Tabmuua 3.2.
[IpaBuna ¢puiabTpanuu NakeToB It UHTEpQeiica 2
[IpaBu- | Hampas- | IIpoto- Anpec ITopt Anpec [TopT JevictBue
70 JIeHUe KOJI UCTOY- | UCTOYHM- | Ha3Haye- | Ha3Haye-
HUKa Ka HUS HUS

A Beixon TCP Knuents | >1024 Cepsep 25 Paspemnts
B Bxon TCP Cepsep 25 Knuentor >1024 Pazpemuts
C Beixon TCP Knuents | >1024 Cepsep 110 Paspemnts
D Bxon TCP Cepsep 110 Knnentet >1024 Pazpemuth
E * * * * * * 3anpeTuTh

B mpocreiiiiem ciyuyae npaBuiia GUIBTPAIMU U1 Pa3HBIX CETEBBIX MHTEP-
deticoB (Tabdn. 3.1 u Tabn. 3.2) oTIMUYarOTCs JUIIL 3HaUYeHHEeM Toss «Hampasie-
Huey. [IpaBuia 4 u B obeux Tabiuil pa3pemiaroT OTIPABKY KJIMEHTAMU MOYTOBBIX
coobmenuii, mpaBmwia C u D pa3pemarT BBIEMKY KIMEHTaMH MOYTOBOM KOppec-
MOHJICHIINH, TTpaBUiia F 3ampeniaioT NpoXoxkaeHHe JIF000ro Tpaduka 4epe3 CeTeBbIe
UHTEPEHCHI.

B ciydae ucnonp3oBanus B GUIBTPYIONIEM MapIIpyTH3ATOPE MPOTPAMMHOTO
obecrieueHns TMHAMHYECKOTO (QUIbTPa TaOIUIEl (UIBTPAIINH TAKETOB JIJIsT KaXK10-

ro cereBoro uHTEepdeiica 3aMEHSIOTCS OJHOM, OTHOcsuelcs kK MD B uenom
(Tabmn. 3.3).



Tabnuma 3.3.
[TpaBuna ¢punbTpanuu MakeToB TMHAMUYECKOTO (PrIIbTpa

[IpaBuno Anpec Anpec CepBuc [eiictBue
UCTOYHHKA Ha3HA4YEHUs

A Kientst Cepsep SMTP (mopr 25) Paspemmrs

B Knuentst Cepsep POP3 (nopt 110) Paspemmnrs

C * * * 3anpeTuThb

[TpaBuna A u B Tabin. 3.3 pa3pemaroT MpoxXoxACHUE 3alIPOCOB Ha yCTAHOBIIE-
HUE COCTMHCHMS OT BHYTPEHHUX KJIMEHTOB K MIOYTOBOMY CEPBEPY, MTOITOMY BCE TTO0-
CIIEIYIOIIME TAKeThl, MPUHAIJICKAIINE pa3pelIeHHOMY COeAMHEHUI0, OyayT Oec-
MPETNATCTBEHHO MPOXOANUTh depe3 nuHamudeckuii GunbTp. [IpaBuno C 3amperiaet
MPOXOJKJICHUE JTI000T0 Tpaduka yepe3 ceTeBbie HHTEP(HEHCH MapIIpyTH3aTOPA.

2.6. Cemeeas cpeda nabopamopHol pabomsbl

CereBas cpena nabopaTopHOil paboThI, IMyJUpyemas B nporpamme VMware
Workstation, npeacrasiena Ha puc. 3.11. Komnstorep pabodero mecra (Ha pUcyH-
ke — «PC») u BuptyanbHbiii komnbiorep «IN» SBISIOTCS BHYTPEHHUMH y3J1aMU
samuimaemont cetu 192.168.20.0/24 (VMnetl Host only). /IBa BUPTyaJIbHBIX KOM-
netorepa «OUT1» u «OUT2» mnpeacTaBisitoT «HEU3BECTHYIO» BHEILIHIOIO CETh
10.0.0.0/8 (VMnet2). Bupryansnsiii komnbiorep «FW-W98» mpencrasnser coboi
y3el1 ¢ IporpaMMHBIM o0ecnieueHneM MD U ucnosp3yeTcs Ui 3alUThl IEpUMeTpa
BHyTpeHHeH cetu. Bce [P-aapeca ceteBbix mHTEp(]EICOB BUPTYaTbHBIX y3J0B Ha-
3HA4YeHbl BPY4YHYIO, M03TOMYy HeoOxomumo oTkmounth DHCP-cepep VMware
Workstation u nactpouts crek TCP/IP untepdeiica «VMnetl Host only» pabodero
Mmecta. s HacTporku IP-aapecoB M mpoBEpKHM OOCTYIMHOCTH CETEBBIX Y3JIOB HC-
N0JIb3yiTe HHPOPMALINIO, PUBEIEHHYIO Ha puc. 3.11.

Ha Bupryanbnbix koMmnbrotepax «IN», «OUT1» n «OUT2» ycranoBnenst OC
Windows 98 u 110, HeoOxoaumoe Jj1si BBIMOJHEHUS 3afaHuid: mporpamma E-Serv
(cepBepst HTTP, FTP u snekTpoHHON MOYTHI), KIMEHTCKUE MpuiiokeHus Internet
Explorer u Outlook Express. Ha BuptyanbHoMm kommbiotepe «FW-W98y» ycranos-
nenbl OC Windows 98, mpocreitmmii mpokcu-cepep AnalogX Proxy Server (Takxe
ycTaHoBiieH Ha «IN» [uisi peanuzanuu CXeMbl Ha OCHOBE DKPAHUPYIOIIETO Y3Jia),
cratndeckuii naketHold GunbTp WinRoute Pro m anammsatop cereBoro tpaduka
Ethereal. 3axBaT 1 aHanu3 ceTeBoro Tpaguka MOXHO MCIOJIB30BaTh B MPOIECCE Ha-
CTPOMKHM M TUArHoCcTUKU MO, a Taike A u3ydeHus: ”HPOPMAIMOHHOTO OOMEHa
MEXAY y3JaMU B paMKax TOrO WJIK HHOTO CETEBOI'O CEPBUCA.

Jns co3maHusi ceTeBOil cpenbl J1abopaTOpHOM pabOThl B MPUIOKCHHUH
VMware Workstation He0OX0AUMO MOCIENOBATENBFHO OTKPHITH (Pailfibl BUPTYasb-
HeIX MamuH ¢ uMeHaMHu «IN», «FW-WO98», «OUT1», «OUT2» u BKIIOUHTH HX.
ITocne 3arpy3ku mnporpamMm aBTo3amycka Ha kommbroTepax «IN», «OUTI1y,
«OUT2» MOXHO CBEpHYTh OKHA npuiioxkeHus E-Serv.



192.168.20.2 | 10.00.2
«FW-AN98»

«PC» «IN» «OUT1» «OUT2»
192.168.20.3 192.168.20.5 10.0.0.5 10.0.0.6

o

Puc. 2.11. CereBas cpena 1abopaTopHOi pabOThI

2.7. lNMpumeHeHue M3 Ha ocHoee 08yOOMHO20 y3/a

[IycTh nuist 3alUMTHl BHYTPEHHEN CETH UCIOJIb3yeTcsl cxema MO Ha OCHOBE
JBYJOMHOI'O y3Jla U HEOOXOJUMO MPEIOCTaBUTh KIMEHTaM BHYTPEHHEHW CeTH J0c-
TyH TOJIBKO K Web-CepBHCY uepe3 MPOKCU-cepBep, PYHKIMOHUPYIOMIUNA HA TAHHOM
JIBYZIOMHOM Y3JI€.

B xauecTBe npokcu-cepBepa npu pelieHru 3a/1a4u UCTOIb3YEeTCs Iporpamma
AnalogX Proxy Server. KondpurypupoBanue napameTpoB NPOU3BOJIUTCA B JUAJO-
TOBOM OKHE, KOTOPO€ BBI3BIBAECTCSA C MOMOIIbIO KOHTEKCTHOro MeHio «Configure»
MKOHKHM IIPOrpaMMbl Ha MaHeNIu 3a1ad. /[uanoroBoe OKHO HAaCTPOWMKH ITapaMETPOB
GyHKIMOHUPOBAHUS MPOKCH-CEpBEpa MOKa3aHo Ha puc. 3.12.

JUIst OAEepKKK POrpaMMOi CETEBOr0 CEpBUCA HCIIOJIBb3YETCSI COOTBETCT-
BYIOLLAsl KHOMKA Ha maHenu «Services». Ctpoka BBoaa «Proxy Binding» onpenens-
eT IMPUBS3KY CepBepa K TOMY HJIM HHOMY CETeBOMY MHTEpQEiCy y3ia, Ha KOTOPOM
oH (pyHkMoHupyeT. 3HaueHue «disabled» ykaspiBaeT Ha To, UTO cepBep OyaeT 00-
CIIY’KMBaTh 3alpoChl KJIMEHTOB, MOCTYyMawIme Ha Bce uHtrepdeiicel (Open state).
Ecnu 3agaTth B 3TOM noJie onpeneneHubiil [P-anpec (kak mpaBuiio, mpuHaAIexKaIIii
BHYTPEHHEH ceTu), TO cepBep OyAeT 00CIy UBaTh 3aMpOChl KIMEHTOB, MOCTYIIA0-
e Tosibko Ha 3ToT uHTepdeiic (Closed state). Knonka «Logging» Bkitouaer pe-
UM PErucTpallid CUCTEMHBIX cOObITHI ((aitn «proxy.log» B Karajore mnporpam-
Mbl). [lo ymonuanuio Bce KiMeHTCKUE 3anpockl o mnpotokoiny HTTP mpokcu-
cepBep OKMJIAET Ha MopT 6588.



Configure Proxy... E3

— Services Logging:
HTTF FTF MMTF I Enabled
: Oif | Ot | Mews zerver address:
SMTR FOP3 Socks I
aff I Off | LIt | Froxy Binding:
| disabled
Configure Email &liaz's
Check. if prosy iz in Open mode Ok |

Puc. 2.12. OxHo HacTpoiiku nporpamMMel AnalogX Proxy Server

Hactpoiika nporpammsl Internet Explorer (puc. 3.13) y3na-kiuenTa Ha pado-
Ty 4epe3 MPOKCU-CEPBEP OCYILIECTBIISIETCA ¢ NOMOIIbIO 3akiaaku «IloaximroueHus»

CBOMCTB 0003peBaTes.

CeofcTea o6ospesarens 7] x|
Ofwwe ] BezonacHocTe | K. OHPHIEHUMANEHOCTE
Conepixatme Moak nouers | Mporpameel | JlononHuTensHo

= JlnA ycTaHOBKM NOAKAIDYEHIHA KOMMBIOTEPa

a YeTaHOBMTD. .
=) K MIHTEpHETY WenkHuTE 3TY KHOMKY,

[~ HacTpofika yaaneHHoro A0CTYNA W BUPTYANbHEIR YACTHRIK CETeR |
Jotiasute... |

daane

Ll enkHuTe konky "HacTpoiika’ AnA HacTpofiku Heerpoms
NPOK.CH-CEPEEPA (LA 3TOMD NOAKNIONEHMA,
(% HiRonas HepeEnEeasaT:

€ Weron

[~ HacTpofika napameTpos nokansHol cerd [LAN]
MapareTpel N0KaNBHOM CETH HE NPKMERATCA | HacTpoiika LANY
ANA NOAKA4eHWiA yaanersoro aoctyna. oA
HECTPOMAKM YAANEHHOTD OCTYNS WEAKHWTE
KkHonky “HacTpoiika®, pacnonomernyo esiwe.

oK | OriieHa | _,'.-:!'.:-'.---.ﬂ'.:l

Hacrpofixa noxkaneHoA cETH

 ABTOMABTHYECKAA HACTP

Yrobibi MCNONBL30BATEL YCTAHOBNEHHLIE BPYUHYH NADAMETPbI, OTKAHUATE
ABTOMATHUECKYH) HACTPONKY.

[ TUMECKOR

IME NapaMeTpos

[~ WMcnone3oBaTk CLEHAPHA ABTOMATHYECKOR HACTPORKH

AppE: I

MNpoKcH-cepeep

v MCNonb30BaTh NPOKCH-CEPBEP ANA NoAKnouetsi LAN (ne
NPHMEHAETCA ANA ¥ AANEHHBIK MK YPN-NOAKAHYEHHA).

Appec:  [192168.20.2 Mopr: [6583

| A oNoAHATENBHO... I

¥ He ucnons3osare npoxcH-cepsep ANS AOKAALHLIX 3 APECOB

ok | omena |

Puc. 2.13. Hacrpoiika mporpammsl Internet Explorer Ha paboty uepe3 mpokcu-cepsep

BBIIIOIHUTH!

1. VY6eaurscs B goctynHocTH y3710B «OUT1» u «OUT2» ¢ y3na «IN» u Hao00poT.

2. Orxmounth Mapupytuzanuio Ha «FW-WO98y», BeiOpaB myHkT «Stop WinRoute
Engine» KOHTEKCTHOrO MEHIO UKOHKHM mporpamMmbl WinRoute Ha nmanenu 3agay
(M300pakeHNe HKOHKH & [OKHO CMEHHTHCS Ha |@). YO6enuThcs B HEIOCTYTI-
HoctH y3110B «OUT1» u «OUT2» ¢ y3na «IN» n Hao60poT.



3. 3amyctuth Ha «FW-W98)» mpokcu-cepBep W HACTPOUTH €0 HAa OOCITyKUBaHUE
3anpocoB HTTP (puc. 3.12).

4. Ha xommosiorepax «IN» u «OUT1» nactpouts nporpammy Internet Explorer Ha
paboty uepe3 nmpokcu-cepsep (puc. 3.13) u yoenuTbcsi B BO3MOXHOCTH PabOTHI
c web-cepBepamu Ha 3THX y3nax (ooparutecs ¢ «IN» k cepepy Ha «OUT1» u
Ha000pOT). DTO JOKHO OBITH BO3MOXKHBIM, TaK KaK MPOKCU-CEPBEP, PYHKINO-
HUpYET B pexuMe «Open statey.

5. Ilepeectu npoxcu-cepsep B pexum «Closed state», ykasaB B CTpoke BBOAA
«Proxy Binding» anpec untepdeiica «FW-WI8y, npunannexanuii BHyTpEH-
HEU CETH.

6. IlpoBeputb BO3MOXHOCTH OOpameHus kiaueHta «IN» k cepsepy «OUT1» u He-
nocTynHOCTh cepBepa «IN» misa knuenta «OUT 1y.

3ajada pellieHa: 3alluilaemMas CeTh U3BHE HENOCTyNHAa. Bce KIMEeHThI BHYT-
pEeHHEH ceTH, HaCTpOEHHbIE Ha pabOTy udepe3 MpOKCU-cepBep obecrieyeHbl web-
cepBucoMm. Hurkakoi npyroii Tpaduk kpome web-cepBuca Mexay CETSIMHU MPOXO-
JUTh HE OyJeT.

7. BepnyTs HacTpoiiku npunoxkeHusi AnalogX Proxy Server B ucxomnoe cocrtos-
Hue M 3aKkpbITh ero. Ha xommbrorepax «IN» m «OUTI1» BepHyTh HaCTpOWKH
npuiioxenus Internet Explorer B ucxonHoe coctosiHUE.

2.8. [IpumeHeHue M3 Ha ocHoee hbunbmpyrou,e2o0 Mmapwpymu3amopa

[lycTp nyist 3alUMTBl BHYTPEHHEN CETH MCIOJIb3yeTcs cxema MO Ha OCHOBE
(UIBTPYIOIIEro MapLIPyTU3aTOPa CO CTATUUECKUM (DUIBTPOM M HEOOXOIUMO IIpe-
JIOCTaBUTh BCEM KJIMEHTaM BHYTPEHHEH CETH TOJIbKO JIMIIL web-cepBuc (puc. 3.14).

oo, | TCP TCP
nneHT | >1024 80

Puc. 2.14. Cxema uHPOpPMAIMOHHOTO OOMEHA T10 YCIOBHIO 3a/1a4H

B kaudectBe cratnyeckoro GuiabTpa MakeToB MUCIONb3yeTcs nmporpamma Win-
Route na y3ne «FW-WO98». 3anyck mporpaMmbl IPOUCXOJUT aBTOMATUYECKH TPHU
3arpy3ke OC. Kondurypupopanue napameTpoB GyHKIIMOHUPOBaHUS PHUIbTpa, T. €.
ompeseneHne npaBmwil GUIbTPALUU, MPOU3BOAUTCS B nuanoroBom okHe «Packet Fil-
ter», KOTopoe n300paxkeHo Ha puc. 3.15.

Ha Bxmagkax «Incoming» u «Outgoing» IHaIOroBOro OKHa J100ABISIIOTCS
HOBBIe (Add...), pemaktupytorcs (Edit...) u ymamsrorcs (Remove) umerommecs
npaBwia GUIBTPALUK KAXIOTO CETEBOro MHTep(derica, MPUCYTCTBYIOMIETO B CHUCTE-



M€ I BXOASAIIMX U UCXOJAIINX CETEBBIX ITAKETOB COOTBETCTBEHHO. MI3MEHUTH I10-
PSIOK IPUMEHEHUS MpaBuil K 00pabaThiBa€MbIM MaKeTaM MOXHO C IOMOIIIbIO KHO-
ok «Beepx» n «BHH3», HaXoASMXCA B MPABOM YACTU AUAIIOrOBOrO OKHA. [l
BCTYIUICHUS TPaBUi GUIBTPAIMHN B CUIIy CJEIyeT MCIOJIb30BaTh KHOMKY «I[Ipume-
HUTH». B cucreme, kak um300pakeHo Ha puc. 3.15, NpPHUCYTCTBYIOT JBa CETEBBIX
ananrtepa: nepBblii, Ha3piBaeMbli «In AMD PCNET Family Ethernet Adapter»,
MOJKJIIOYEH K BHYTpPEeHHEH ceTu, BTopol, Ha3biBaemblid «Out AMD PCNET Family
Ethernet Adapter», NoaKIII0OUEH K BHEIIHEH CETH.

Packet Filter | x| |

Incoming | Outgaing I

Elﬂﬁ In AMD PCHET Family Ethemnet Adapter

L JHIR

......

......

@ Dial in adapter
EI% Any interface

L [»

Add. Edit.. Remove. |

k. | OTrieHa | [ EHMEHITE

Puc. 2.15. OxHO HacTpoWKH PUIHTPaA MTAKETOB

Crnenyer y4ecTb, 4TO B CTATUYECKOM (UIIBTPE JIJIs1 KAKIOTO HAIIpaBJICHUS Ce-
TEBOT'O B3aMMOJICHCTBHSI B paMKax TOTO WJIM WHOTO CepBHCA TpaBuia (pribTparumu,
paspenaroniue NpoxXokKACHUE CETEBbIX IMAKETOB YEpPe3 MaplIpyTH3aTOp, HEOOXO0IU-
MO ONpEeAeNATh, KAK MUHUMYM, ABa paza. Hanpumep, npu B3auMOIEMCTBUMN KJIIMECH-
Ta C CEPBEPOM MPOXOKJICHHUE MMAKETOB KIMEHTA BHYTPEHHEW CETU K BHEIITHEMY CEP-
BEpPY ONPEAEISIETCA Pa3pEIIAOIMMHA IPaBUJIAMH B MOCJIEIOBATEIBHOCTH: BXOMS-
niee JUIsl BHYTPEHHETO CETEBOIO AJANTepa, 3aTEM UCXOASAUIEE ISl BHELIHETO CETe-
BOTO ajanTtepa, a MPOXOXKJACHHE OOpaTHBIX MAKETOB — B MOCIEI0BATEIHHOCTHU:
BXOJSUIEE JUIsI BHEIIHETO CETEBOr0 aJamnTepa, 3aTeM UCXOISALIEe ISl BHYTPEHHETO
CETEBOr0 a/1anTepa.

HeobxoaumocTh 3aaHusi pa3peliaroninx MpaBui OJHOBPEMEHHO IS JABYX
CETEBBIX MHTEPHENCOB MOSICHUM CIeAyomuM mpumepoM. [lycTs 1o ycnoBusim He-
KOTOpOH 3a/ladyi HE0OXOJUMO MPEAOCTABUTh KIMEHTaM BHYTPEHHEW CETH KaKOu-



1160 cepBuc. PemuTh mocTaBieHHYIO 3a7ady MOKHO HECKOJIBKUMHU CIIoco0amu,
ompenenss mpaBwia GUIBTPAIIUU MAKETOB JJIs OJHOTO U3 MHTEPPEHCOB WM JUIs
JIBYX OJHOBPEMEHHO, HO TOJIBKO MOCJIEIHUN M3 HUX HaaexamuM obpazom obec-
MEYUT 3alUTy camoro MO OT aTak U3 BHEIIHEH U BHyTpeHHel cetu (puc. 3.16).

(2)

MpaBuna
ecTb

(6)

MpaBuna
ecTb

(B)

MpaBuna Mpaeuna
ecTb ecTb

Puc. 2.16. BapuanTsl onpenenenus npasuil GuiIbTpauuu Juist nuaTepgeiico MO:
(a) — sBHAs yrpo3a co CTOPOHBI BHYTpEHHEH ceTH; (0) — sSBHASI yrpo3a cO CTOPOHBI
BHEIIIHEH ceTH; (B) — sIBHasl yIrpo3a cO CTOPOHBI CETel OTCYTCTBYET

Coznanne win peJakTUPOBAaHUE MPaBWI (PUIBTPAMH TPOU3BOAUTCS B IUa-
JIOTOBOM OKHE, n300pakeHHOM Ha puc. 3.17. B obmem ciydae jyisi mpaBuiia omnpe-
nemstirotest: mpotokon (Protocol), agpeca u mopTel oTnipaButens (Source) U mogyda-
tenst (Destination), a Takxe aeiictBue (Action), KOTOpOE€ BBINOIHIETCS HAJl MaKe-
TOM, YJOBJIETBOPSIOIIUM 33JaHHBIM KpUTepusiM (uibTpanuu. B 3aBucumoct OT
THUIIA POTOKOJIA HEKOTOPBIE MOJIs MOT'YT OTCYTCTBOBATh, a MPUCYTCTBOBATH JIOMOJI-
HUTENbHbIE KpuTepuu ¢uibTpauuu. Hanpumep, mns nporokona IP He umerot



CMbIC/Ia 3HAYEHUsI MOPTOB OTHPABUTENS W MOJydarelns, a aias nporokonsa ICMP
UMEETCsl BO3MOXKHOCTh (DUIIbTpallu Mo TUIly cooOuieHus. Bo3moxHoe neiicTBue
HaJ| TAKETOM ONPEEAETCS Ha MaHenu «Action» CaeayomuM 00pa3oM: pa3pelnTh
(Permit), otopocuts (Drop), 3ampeTuTh C W3BEHICHHEM OTIPABHUTENS 00 OMMOKE
(Deny). Ha manenu «Log Packet» onpezensercss pe:kuM perucTpaluu COOBITUN TTPH
00paboTKe makera.

Add Item

— Packet Dezcrption

Praotocol ; I TCP - I

—Source Destination
Type: Network/Mask 7] Type [ Host =]
P Address : [192.168.20.0 IF Address :10.0.0.5

Mask : | 255.255.265.0
Part : IEreater thar [] j |1 04 Part 3|E'3IU~3| ta[=] j IEEI

— TP Flagz

[T Only established TCP connections
™ Only establishing TCP connections

—dcton———— Log Packet———— —“ald at

¥ Log into file

Time intersal : | 1&waus -
¥ Log into window I[ sl J

] I Cancel |

Puc. 2.17. OxHo onpenenenus npasuia GUiIbTpaLuu

Ha puc. 3.17 uzo0paxeHsl Kputepuu GuIbTPaLUU JUIsl IPABUJIA, pa3peliaro-
HIET0 MPOXO0KJICHUE MAKETOB J000r0 KIMEeHTa BHYTPEHHEH CeTH K BHEIIHEMY web-
cepBepy ¢ aapecoM 10.0.0.5 B m060€ BpeMs CyTOK.

BBIIIO/IHUTH!

8. 3amycTuTh mpHIOKEHUE aaMUHHCTpUpoBaHus WinRoute ¢ momoripio myHKTa
«WinRoute Administration...» KOHTEKCTHOIO MEHIO MKOHKH MPOTpaMMbl Ha
maHenu 3agad, noakiarounBiinck K «LocalHost» kak momnn3oBarens Admin ¢
yCTBHIM MapOoJIeM.

9. Uepe3 mento Settings = Advanced = Packet Filter... BbI3BaThb THAIOTOBOE
OKHO yIIpaBJieHus Tabiuien uibTpanuu nNakeTos.

10. Co3nath HEOOXOIMMBIE TpaBWiIA JJIsi pa3pelieHus web-cepBruca BHYTPEHHUM
MOJIb30BATENISIM U MPABUIIO, 3aIMPEIIAIONIee BCE OCTalbHOE (IUIsl ATOM LeIu
MO>KHO UCITIOJIb30BaTh MOCIEHIOI CTPOKY «Any interfacey).

11. IIpoBepuTh MpaBUILHOCTH (YYHKIIMOHUPOBAHUS MD.



Jlis mpuoOpeTeHusl HaBBIKOB aJMUHHCTPUPOBAHUS MakeTHOro (uiabTpa ca-
MOCTOSATEJIBHO BBINOJHUTE CIEIYIOIUE 3aJauH.

3agaua 1. Heobxoaumo orpaHnuuTh noJib3oBaTelsst koMmibroTepa «PCy» B uc-
noJib30BaHMM web-cepBruca Tak, 4yToOBI OH MOT Pa0OTaTh TOJBKO C CEPBEPOM
«OUT2» (puc. 3.18). Obpature BHUMaHUE HA MPaBUJIbHYIO MOCIEI0BATEIbHOCTD
onpeaeneHus IpaBuil PUIbTPALUU.

TCP TCP
>1024 &0

Puc. 2.18. Cxema uaopmanroHHOT0 0OMEHa Mo yCIoBUIO 3a1a4uu No |

3agaua 2. Ilpy HayanbHBIX YCJIOBMSIX MPEIbIIyIIEH 3a7aul HEOOXOJIHUMO
IIPEAOCTABUTh BHYTPEHHHUM IT0JIb30BATEISIM BO3MOXHOCTh MCIOJIb30BAHUSI KOMaH-
nbl Ping 17151 mpoBepKU JOCTYNHOCTH BHEIIHUX Y3JIOB, HO UCKIIIOUUThH TaKyr BO3-

MOXHOCTDH IJIs1 BHCINHUX Y3JIOB IIPU CKAHUPOBAHUHU Y3J10B BaHlHHlaCMOfI CceTUu (pI/IC
3.19).

W et

ICMP
toGoir, | Pe 8 to6oit
NNeH ICMP Ccepeep

Type 0

Puc. 2.19. Cxema nndopmaimoHHOro oOMeHa 1o ycioButo 3agaun Ne 2

3agaua 3. [Ipy HauvanbHBIX YCIOBHSIX MPEIBIIYIICH 3a7ayul HEOOXOIUMO
MPEIOCTaBUTh BCeM KiMeHTaM BHyTpeHHel cetu FTP-cepBuc (puc. 3.20). Yuture,
yTo Ha puc. 3.20 nokaszan tunoBoii oomeH knuenta u FTP-cepBepa, a mporpamma
E-Serv, ycraHoBiieHHasi HA BUPTYaAJIbHBIX KOMITbIOTEpAX, MHUIIMATU3UPYET Nepea-
4y IaHHbIX He ¢ opta 20, a ¢ mopra >1024.



W el

toGol

roBoi, | >1024 21
JWMEHT | Tcp TCP | QBPBEp
>1024 > p | 20

Puc. 2.20. Cxema nHGOpPMAIMOHHOTO OOMEHA T10 YCIOBHIO 3a1a4n Ne 3

TCp — e | —— | TP
—

3apaua 4. [Ipu HavaabHBIX YCIOBHUAX NPEABIAYIICH 3a1a4l HE0OOXOAUMO Or-
paHUYUTh MOJib30Barelss Komibtorepa «IN» B ncnonb3zoBannu FTP-cepBuca Tak,
4TOOBI OH MOT paboTaTh TOJIBKO ¢ cepBepoM «OUT2» (puc. 3.21).

B

>1024 21
TCP TCP
>1024 b - 20

Puc. 2.21. Cxema uHpopManimOHHOTO 0OMEHA M0 YCIOBHIO 3a1a4uu Ne 4

Top | ——— | — | — | | D
—

3apaua 5. Ilpu HaYaNbHBIX YCIOBUSX MNPEABIAYIICH 3alaud HEOOXOAUMO
IIPEAOCTABUTH IOJB30BATEN0 KOMIbIOTEpA «IN» cepBUC AIEKTPOHHON NOYTHI
(puc. 3.22). Ha xomnerotepe «IN» mnpunoxkenue Outlook Express HactpoeHo Ha
MOYTOBBIN sTUK ¢ agpecoM «Ul@mail.ruy Ha cepBepe «OUT1». Briemka mouro-
BOW KOPPECHOHJCHIIMU ocyliecTBisieTcss o npotokoiny POP3. IlpousBenure ot-
MIPaBKY AJIEKTPOHHOTO COOOIIEHHUs OT UMEHH Mosb3oBateis Ul camomy cebe.

i - 1/

TCP

>1024
TCP —— TCP

>1024 110

TCP
25

Puc. 2.22. Cxema uapopManmmoHHOT0 0OMEHa IO YCIOBUIO 3a1a4u No 5



3agava 6. IIpu HavanpHBIX YCIOBHUSX MNpEABLAYLIEH 3a7auyud HEOOXOJUMO
IPEeJOCTaBUTh MoJib30BaTet0 BHemHero y3ina «OUT1» Bo3moxkHOCTH pabOTHI C
BHyTpeHHUM web-cepepom «IN» (puc. 3.23).

TCP TeP
P | e— P | 21024

Puc. 2.23. Cxema uHpOpMamoHHOT0 0OMEHA 10 yCIOBHIO 3a1aun Ne 6

3agaua 7. Ilpy HayanbHBIX YCJIOBMSIX MPEIBIIYIIEH 3a7audl HEOOXOJIUMO
MPEIOCTaBUTh TOJb30BaTeNto0 BHemHero y3na «OUT2» B0O3MOXKHOCTH pabOTHI C
BHyTpeHHUM FTP cepepom «IN» (puc. 3.24).

S

TCP

>1024
| TCP

v

20 =1024

Puc. 2.24. Cxema uHpOpMamoHHOTO 0OMEHA 10 YCIIOBHIO 3a1aun Ne 7

2.9. NMpumeHeHue M3 Ha ocHOge 3KpaHuUpyrouw,e20 y3na

[Ipu nocrtpoenun cxemMbl MO Ha OCHOBE APKPaHHUPYIOLIETO y3ja Uil 3alUThI
CeTH HUCHOJb3YIOT BHYTPEHHHUH y3el OAaCTMOHHOTO THIIA, HA KOTOPOM 3allylleHa
nporpamma MpOKCU-CepBEpa, BBIMTOJIHAONIAS MOIICPKKY HEOOXOAUMBIX CEPBUCOB.
Ha ocTtanbHbIX y371aX BHYTPEHHEW CETH KJIMEHTCKHE NPHUJIOKEHHUS HACTPauBaKOTCS
Ha paboTy uepe3 mpokcu-cepBep. Ha ¢unbrpyromem mapuipyTuaTope, Haxoms-
HIEMCS Ha IIEPUMETPE CETH, ONPEIEISAIOTCA NPaBHIa (PUIbTPALIUHA CETEBBIX IMAKETOB
TakMM 00pa3oM, 4yTOObl U3 BHYTPEHHEH CETHM BO BHEIIHIOK PA3pPEIIasICs TOJBKO
Tpaduk C y371a OACTUOHHOTO THUIIA, & BECh JOMYCTUMbIN BXOSIINI B 3alIMIIAEMYIO
ceTh TpauK HAmpaBisUICA TOJIBKO HA y3eld 0acTHOHHOTO THmHa. Takas cxema mo-
cTtpoenus MO moxoxxa Ha cxeMy MO Ha OCHOBE JBYAOMHOIO y3ia, HO 00JagaeT
0osbIIeH THOKOCTBIO IO CPABHEHUIO C HEM, TaK Kak JUIsl HEKOTOPBIX Y3JIOB 3allH-



IA€MOW CETH JOMYCTHMbl MCKJIKOYEHHUS B BHJIE€ NPEIOCTABICHUS TE€X WM HHBIX
CEpBUCOB HANPAMYIO Yepe3 (pUIbTPYIOLUINil MapIIpyTH3aTOP.

[IycTe st 3auThl BHYTPEHHEN CETH MCIHOJB3yeTcs cxeMa MO Ha OCHOBE
sKpaHupymouero ysia. HeoOXonuMo NpeaocTaBUTh KIMEHTAM BHYTPEHHEH CETH
TOJILKO JIMIIb Web-cepBUC. B kadecTBe sKpaHUPYIOMIETO ITI03a UCIOIB3YHTE BHp-
TyanbHbI KoMnbloTep «IN», B cocTaBe KOTOporo mmeercs: npuioxenue AnalogX
Proxy Server, a B kauecTBe KJIMEHTa — KOMIBIOTEP paboyero mecta (puc. 3.25).

todoi, | TCp _
nueHT | #1024 — | — | TCP k6o
80

Puc. 2.25. Cxema uHpopMaimOHHOTO 0OMEHA 0 YCIOBHIO 3a/1a4U

BBIIIOTHUTH!

12. Ha y3ne «IN» 3amycTUTh MPOKCU-CEPBEP U YCTAHOBUTH HEOOXOAUMBIE Tapa-
METpPHI €r0 (PYHKIIMOHUPOBAHUSI.

13. Ha y3ne «FW-W98» nns makerHoro ¢uiabtpa WinRoute co3nate HEOOX0AMMbIE
npaBWIIa JJis pa3peleHus web-cepBrca 1 IpaBuiio, 3alpelaroliee BCe 0CTallb-
HOE.

14. Hactpouts mporpammy Internet Explorer na y3ne «PC» s pabotsl uepes
IPOKCHU-CEPBEP U YOCIUTHCS B BOZMOXXHOCTH PaOOThI C BHYTPEHHUM W BHEIII-
HUMH Web-cepBepamu.

15. IIpoBepuTh MPaBUILHOCTH (DYHKIIMOHUPOBAHUS MD.

16. BepuyTh HacTpoiiku mporpammHoro odecrnedeHusi y3iaoB «PCy», «IN», «FW-
WO8» B ucxoqHoOE COCTOSHUE.



2.10. lMpumeHeHUe mexHOJI02UU MPaHCIAYUU cemeebix adpecoe

Tpancnsiuusa cereBbix agpecoB (NAT) — TexHosorus, KOTopasi Mo3BOJISIET
MapIIpyTU3aTOPy BBINOIHATH (DYHKIHIO MPOKCH-CEPBEPA MO COKPBHITHIO HHPOpMa-
uu 00 y37ax BHYTPEHHEH ceTH. B memsix cokpeITus MHPOpPMAIMH O BHYTPEHHEH
cetu, Mapmpytuzatop ¢ NAT GhyHKIMOHUPYET CISAYIOMUM 00pa3oM:

— IIpH [epelaye 3alpocoB KIMEHTOB 3alMIAEMON CETH BO BHEIIHIOKO CETh 3a-
mensietr ux IP-anpeca na IP-anpec cBoero BHemHero unrepderica (MOXeT UCIONb-
30BaThCs U auamna3oH [P-agpecon);

— IIpY BO3BpaTe OTBETOB CEPBEPOB KIMEHTAM IPOU3BOAMUT OOPATHYIO 3aMEHY:
CBOM aJipec B IOJIE MOJy4aTessl MEHAET Ha aJpec KIMEHTA, OTIPABUBILIErO0 MUCXOJI-
HBIH 3anpoc (puc. 3.26).

Src: KnueHt Src: M3
Dst: CepBep Dst: CepBep

S

Src: CepBep Src: CepsBep
Dst: KnueHT Dst: M3

Puc. 2.26. Texaomorust NAT

[IpenMyI1IecTBO HMCIOJIB30BAHUS TPAHCISLUU CETEBBIX aJAPECOB COCTOMUT B
TOM, UTO NPH MNOJKIIOUEHUU BHYTpPEHHEN ceTu K ceTu MHTepHeT TexHomorus NAT
MO3BOJIAET CYLIECTBEHHO YBEJIMYHTH aJPECHOE MPOCTPAHCTBO 3a CUET HCIIOJIb30Ba-
Hus [P-anpecoB u3 auamna3oHa 4acTHBIX CETEH, He oOpabaThIBAEMBIX MapIIpyTH3a-
topamu MHTEpHET.

CymiectByeT HECKOIbKO MeTO0B peanu3aunu NAT. OnHu TpaHCasTOpHI ajl-
PECOB OCYLIECTBISAIOT ATO IOCPEACTBOM CTAaTHYECKOTO IPHUCBAUBAHMUS aIPECOB
(static address assignment), mpu 3TOM aJipec KJIMEHTa BHYTPECHHEH CETH CBSI3bIBACT-
cs ¢ ¢ukcupoBaHHbIM BHemHUM [P-anpecom. [Ipyrue TpaHciasTopsl, pyHKIHOHU-
pYIOIIFE TI0 MPUHINITY TAHAMHYECKOTo TpucBauBaHus aapecoB (dynamic address
assignment), BBIIESAIOT KJIMEHTaM BHYTpeHHEH cetu BHewHu# [P-ampec mo mepe
noctyrieHus 3anpocos. Ilocne ocBoOokaeHUs KaueHToM BHeuHero [P-aapeca on
BO3BpAIACTCsl MapIIPyTU3aTOPOM B CIIUCOK CBOOOJHBIX aJPECOB M MOXKET OBITh
IIPEAOCTABJIEH APYTrOMY KIUEHTY.

KoHuenuus TpaHcisinuu ceTeBbIX aApecoB, O KOTOPOU IIJIa peyb JI0 CHUX I0p,
00BIYHO Ha3bIBaeTcs 0a3zoBoM TpaHcisamnuein aapecos (basic NAT). Ee peanuzamus
TpeOyeT Haauuus HECKOJbKHUX BHemHux [P-anpecoB nmns oOecnedeHus oiHOBpe-
MEHHON pabOThl HECKOJIBKHUX KIIMEHTOB BHYTPEHHEH CeTH. JTO 03HAYaeT, YTO YHUC-



no BHemHuX [P-agpecoB mapmipytuzatopa ¢ NAT momkHO OBITH paBHO MaKCHU-
MaJIbHO BO3MOKHOMY YHCIy aKTHUBHBIX HCXOAALIUX coennHeHud. UToOwl pacuiu-
PUTBH YHMCIIO BO3MOKHBIX UCXOJAIINX COCINHEHUN U IIPU 3TOM HE YBEIMYMBATH KO-
JMYECTBO OTBEIACHHBIX MapIIPyTU3aTOPY BHEIIHHUX aJpecoB B HOBOU (popme NAT,
KOTOpasi Ha3bIBaeTCsl TpaHCIsIueld nopToB ceTeBbix ajpecoB (NAPT), ucnons3yer-
csl 3aMeHa oJiHOBpeMeHHO U [P-anpeca u Homepa nopra otnpasutens. Takum obpa-
30M, oauH [P-anpec MOXKHO pacnpenenuTs MEXIy MHOKECTBOM KIMEHTOB BHYT-
PEHHHEW CETH MPOCTO 3a CUET U3MEHEHN HOMEpPA nopTa otnpasutenst. MHorna nis
o0o3Hauenuss NAPT ynorpeGnstorcs tepmunbl «PAT» (Tpancasiuus agpecos mnop-
toB) 1 «Overloading NAT».

[IycTe mist 3a0UThl BHYTPEHHEN CETH MCIOJb3yeTcsa cxeMa MO Ha OCHOBE
bunpTpytoiero MapupyTuzaropa ¢ BiatoueHHor pynkiueirn NAT. B yueOHbIX 11€-
JSX U711 TAKETHOTO (DUIiTbTpa HUKAKKE MpaBuiia GUIbTPAIUU HE ONPEACIISTIOTCS.

BBIIIO/IHUTB!

17. Ha mapmipytusarope «FW-W98y» Bxmrounts ¢pynkumio NAT nmis BHEmHero ce-
TeBoro unrepdeiica M. B nporpamme WinRoute ¢pynkius NAT Bkimoyaercs
MOCPEACTBOM JHMAJIOTOBOTO OKHA, KOTOPOE BBI3BIBACTCS KOMAHIOW MEHIO Set-
tings = Interface Table... (puc. 3.27).

Interface Properties [ x| |

NAT |

“Intertace Descriphion
Mame : |Out AMD PCMNET Family Ethernet Ad

@] IP address: 10002

Mask: 255.0.0.0

Interfaces/NAT Ethemet 1/ address : 00-0c-29-06-be-Of
&vailable [nterfaces- “Settings-
b edium | Hame
HZ Ethemet  InAMD PCNET Family Ethemnet Adapter F F'erfurm HAT with the IP addiess of this interface on al!

communication passing through

B Ethemet  OutAMD PCNET Family Ethemet Adapter
I~ | Excltde this computer from NAT

(1] 8 I OrrenHz

Fioperties. ..

0K | Cancel | Apply |

Puc. 2.27. Bxkmouenue ¢ynkuun NAT B WinRoute

18. TIpoBeputh, 4TO JUIsl BHYTPEHHUX KIUEHTOB CYIIECTBYET BO3MOXKHOCTH JIOCTY-
na K BHemHUM cepBepaMm «OUT1» u «OUT2».

19. TIpoBeputsb, YTO AJIs BHEIIHUX KJIMEHTOB OTCYTCTBYET BO3MOKHOCTh JIOCTYyNa K
BHYTpPEHHEMY cepBepy «IN».



20. OmHOBpEMEHHO HA JBYX KIIMEHTAaX BHYTPEHHEW CETH 3allyCTUTh KoMaHAy Ping
C MapaMeTpoMm -t K OJJTHOMY M TOMY >K€ BHelTHeMy y31y. OOBSCHUTD, HA KaKOU
nH(OpMAIMU OCHOBBIBAETCS perieHue MO 1o pacnpeneneHuo oOpaTHOTO Tpa-
(brKa MEXTy KITMEHTaMU TIpH BeITOTHEHUH GyHKInA NAT.

Texnomorus, Ha3pIBaeMas BeKTopu3anuei aapecos («address vectoringy») wim
nepeHarpaBlieHHEM MOPTOB («port mapping»), 1o cyTH, sasisiercs oopatHoit NAT u
CIY>KUT JiJIsi 00€CTIeUeHUs] BO3ZMOKHOCTH JIOCTyNa M3BHE K HEKOTOPBIM y3JIaM 3a-
nuniaeMoi ¢ momoupio NAT cetu. MO ¢ BKIIIOUeHHOHN (yHKIIMEH nepeHanpanJie-
HUS MOPTOB MPUHUMAET 3aMpPOC HA COSJUHEHHE OT BHEIIHEro KJIMEHTA U B Cllydyae
JOITYCTUMOCTH TMOCTYIUBIIETO 3arpoca IMepeajpecoBbIBAET €ro BO BHYTPEHHIOKO
CeTh Ha yKa3aHHBIM B TaOJMIle MEpeHANpaBiIeHUs y3ell, MIPUYeM MOpPT Ha3HAUYCHUS
BHYTPEHHETO y3Jla He 00s13aTeIbHO JOJKEH COBIAJaTh C MOPTOM Ha3HAYEHUS B 3a-
poce BHENIHEero y3ia (puc. 3.28).

Src: Knuent Src: KnueHt
Dst: Cepeep 1 Dst: M3 (nopr 80)

Src: I{nMeHTf Src: KnueHt

Dst: Cepeep 2 Dst: M3 (nopr21)

Puc. 2.28. TexHonorust BEKTOpU3AIKNH aIPECOB

[TycTh ipy HaYaIBHBIX YCIOBUAX MPEABIAYIEH 3a/1ad4i HEOOXOIUMO JOTOJ-
HUTEJIBHO MPEeA0CTaBUTh A0CTyI BHEMHUX KIUEHTOB «OUT1» u «OUT2» k cepse-
pam Web u FTP na BuyTperaem y3ie «IN» cOOTBETCTBEHHO.

B nporpamme WinRoute QyHkums BekTopuzanuu aapecoB BKIIOUAETCS IO-
cie noOaBieHus 3anuceld B TabIUIly nmepeHa3HauyeHusi TOPTOB MOCPEACTBOM JHAIIO-
rOBOTO OKHa, KOTOPOE BBI3bIBACTCS KOMaHAOW MeHIO Settings = Advanced = Port
Mapping... (puc. 3.29). [Ipocnymubaemsrii IP-anpec (Listen IP) MoxHO ocTaBUTH B
3HAYEHUU MO0 YMOJIYAHUIO, a JUIsl YKA3aHHs y3JI0B, KOTOPBIM pa3pelieH A0CTYI BO
BHYTpEHHIOIO ceTh (Tonie «Allow access only from»), HeoOX0auMO TpeBapUTETh-
HO CO3/1aTh aJIPECHYIO IPYMILY.



Edit ltem |

Pratocol : ITEF‘ Tl

— Setting:

Liten (P fclinspecied 7]
— Mapped Poits Listen port: & single port
Listen Port | Listen P | Protocol | Destination |P ™ port fange
CISENE <Unspecified> CP 1592 168.205 |_21

Destination [P ; |1 92 168.20.5

Deshination port ; |21

™ Allow access only Fram : I j

1] Cancel |

QK | Cancel e

Puc. 2.29. Coznanue TabiuIibl BEKTOPU3AINH aIPECOB

BBIIIO/IHUTH!

21. Co3path ampecHyo Tpynmy st web-cepBuca, BKIF0YNB B Hee y3en «OUT 1.
22. Cospatb aapecnyto rpymmy 1 FTP-cepBuca, Bkiirouus B Hee y3en «OUT2».

B nporpamme WinRoute 1151 coznanusi aapecHbIX TPYIN HUCHOJb3YETCsl MMyHKT Me-
HIO Settings = Advanced = Address Groups...

23. Co3aath COOTBETCTBYIOIIME 3a/1aye 3alMCH TaOJIMIIbI IEpeHa3HAYEHUS TOPTOB.

24. IIposeputsb, uto mnsa kineHta «OUT1» cymiecTByeT BO3MOMKHOCTh JOCTyIMa K
web-cepBepy Ha BHYTpeHHEM y3i1e «IN».

25. IIpoBeputsb, uto mnsa kiueHnta «OUT2» cyiiecTByeT BO3MOMKHOCTh JOCTYIa K
FTP-cepBepy Ha BHyTpeHHEM y311€ «IN».



3. CUCTEMblI OBHAPYXEHUA ATAK

Cucrema oOHapy>KeHHUS aTak — 3TO MNPOTrPaMMHBIA WM TMPOTrPaMMHO-
anmapaTHbIM KOMIUIEKC, IPEJHA3HAYEHHBIM JUIsl BBIABICHHS W 110 BO3MOKHOCTH
NpeaynpexIeHns NeUCTBUN, yIpoKaloIux 0e30macHocT MHPOPMAIMOHHON CHC-
TEMBI.

[Tepsbie npoTotunsl COA nosiBuinch B Hayane 1980-x rogoB u ObUIH OpUEH-
TUPOBaHbI B MEPBYIO OUEPEb HA 3aIUTY aBTOHOMHBIX DBM, HEe 00beAMHEHHBIX B
cetb. OOHapyXeHUE aTak MPOU3BOAWIOCH MTyTEM aHAIM3a KYPHAJIOB PETUCTPALIMU
coObITuil nmoctdakryM. COBpEeMEHHbIE CHUCTEMbl B OCHOBHOM OpPHUEHTHMPOBAaHbI Ha
3aIIATY OT yI'pO3, HANPABIEHHBIX U3 CETH, IIO3TOMY MX APXHUTEKTypa CyLICCTBEH-
HbIM 00pa3oM IOMEHsAJach. BMecTe ¢ TeM OCHOBHbBIE MOJAXOJbl K OOHApPY>KEHHUIO
aTak OCTaJIMCh MPEKHUMU. PaccMOTpuM KiaccHUPUKALMIO M HPUHLUIBL pabOThI
COA 6omee moapoOHo.

3.1. CueHamypHbIl aHanu3 u o6HapyxeHue aHoMasnudu

OCHOBHBIE MOJXOBI K OOHAPYKEHUIO aTaK MPAKTUYECKU HE U3MEHWINCH 3a
MOCJICIHIOID YETBEPTh BEKa, M, HECMOTPS HAa TPOMKHE 3asBJICHUSI pa3paOOTUMKOB,
MOKHO C YBEPEHHOCTBIO YTBEP)KIaTh, YTO KOHIIECNITyaIbHO OOHApYKEHHE aTak Oa-
3UpyeTcs MO0 Ha METOJAaX CUCHAMYPHO20 aHAIU3A, TN00 Ha METOAAX 0OHAapyice-
Hus anomanuii. BO3MOXXHO Takke COBMECTHOE HCIIOJIb30BAaHUE YKa3aHHBIX BBIIIE
METOJIOB.

CurHatypHbIi aHalli3 OCHOBAH Ha MPEANOJ0KEHUHU, YTO CLIICHAPUM aTaKu 13-
BECTECH U ITIOMBITKA €€ peain3allii MOXXET ObITh OOHApY»KEHa B KypHaJlax PErucT-
pauuu COOBITHI WIIM ITyTEM aHaju3a ceTeBoro Tpaduka. B uaeane agMuHUCTpaTOp
WH(POPMAIIMOHHOW CUCTEMBI JOJDKEH YCTPaHUTh BCE M3BECTHBIC €My YSI3BHUMOCTH.
Ha mpakrtuke, oiHaKo, TaHHOE TpeOOBaHNE MOXKET OKa3aThCsl HEBBIIIOJHUMBIM, TaK
KaK B Pe3yJIbTaTe MOXKET CYIIIECTBEHHBIM 00pa3oM MOCTpaiaTh GyHKIIMOHATHHOCTD
HC. He uckitoueHo Takxke, 4To JIFOJACKUE U MaTepUaibHbIe 3aTPaThl, HEOOXOUMBbIC
JUISL YCTpaHEHUsS! ITUX YSA3BUMOCTEH, MOTYT MPEBBICUTH CTOUMOCTh MH(MOpMAIH,
oOpabateiBaemMoii cucteMoil. CuctemMbl OOHApPYKEHHUSI aTaK, HCIONb3YIOIINE METO-
JIbl CUTHATYpHOT'O aHalIu3a, MpeHa3HAYEHbI JJIsl pelieHus] 0003HaYeHHON MpoobJie-
MBI, TaK KaK B OOJBIIMHCTBE CIIy4acB IMO3BOJSIOT HE TOJBKO OOHAPYKUTh, HO H
NpEeAOTBPATUTh PEAM3alINI0 aTaKu HAa HAYaJIbHOW CTaJ U1 €€ BBIMOTHEHUS.

[Iporiecc oOHapy>keHHSI aTaK B JAHHBIX CUCTEMaX CBOJUTCS K MOUCKY 3apa-
Hee U36eCmHOl TIOCJIEI0BATEIbHOCTH COOBITHI MM CTPOKU CUMBOJIOB B YHOPSJIO-
YEHHOM BO BPEMEHH IMOTOKE MHpopMaIuu. MexaHu3M MOoucKa ONpeaeIsieTCsl CIo-
coOOM OIMCaHUs aTaKH.

Hawnbonee nmpocThiM SBIISICTCS ONMKMCAaHWE aTaKH MPY TTOMOIIK Habopa MmpaBuil
(ycioBuit). IIpuMEHHUTENBHO K aHAIM3y CETEBBIX IMAKETOB ATH IMpPaBUIA MOTYT
BKJIIOYATh OINPEICICHHbIEC 3HAaUYCHUS OTICJIbHBIX ToJIel 3aroioBka makera (IP-anpec
U TOPT HWCTOYHHWKA WM TIONydaTesisi, YCTaHOBJIEHHBbIC (daru, pa3Mep IMakeTa



u T. 1.). [Ipu ananuse xKypHaJIoOB perucTpanuu coObITUI MpaBuia MOTYT OTpaHUYH-
BaTh BPEMS PETUCTPALMH IOJIB30BATENSI B CUCTEME, KOJUYECTBO IMONBITOK HEIpa-
BUJILHOTO BBOJA IApOJIA B TE€YEHUE KOPOTKOIO MIPOMEKYTKA BPEMEHH, a TAK)KE Ha-
JUYME€ MU3MEHEHUW B KpPUTHYECKUX (ailnax cucreMbl. TakuM 00pa3oM, onmucaHue
aTaky OTpa)kaeT, BO-TIEPBBIX, XapaKTep MnepeaaBaeMoi HMHPOpMAIK U, BO-BTOPBIX,
COBOKYMHOCTb PEAKLIM CUCTEMBI Ha PEeaTM3alMI0 aTaKu.

Ecnu onucate Tekylee COCTOSHHE MHPOPMALIMOHHON CUCTEMBI COBOKYITHO-
CTBIO TIAp aTpuOyT-3HAUEHUE, a COOBITUS MPEACTABUThH KaK JEHCTBUSA, CBI3aHHBIE C
M3MEHEHUEM ITUX aTpuOyTOB, TO JUIsl ONIMCAHMS aTaKh MOXET MCIOJIb30BaThCS TEO-
pHUsl KOHEUHBIX aBTOMAToOB. B 3TOM cilydae peanu3anuu KaxaoW aTaku COOTBETCT-
BYET MOCJIEA0BATEIIbHOCTh MEPEXOJ0B U3 «HUCXOJHOT0» COCTOSIHUS CHUCTEMBI B €€
«KOHEYHOE» COCTOSTHUE, XapaKTepU3YIOIllee peaan3aluio JaHHOU aTaku. Y CIIOBUS U
HalpaBJIEeHUE Mepexoia ONpelesitoTcss HabOpOM MpaBUJl, Kak ObLJIO OMKMCAHO BBILIE.
Taxoil moAX0J1 K ONMUCAHUIO CLIEHApHs aTaku sBJsieTcs: 0oJjiee TOYHBIM, YeM OIuca-
HUE TpU NTOMOIIM Habopa MpaBUJ, TaK KaK MO3BOJISET YUYUTHIBATH TUHAMUKY Pa3BU-
TUS ATAKU U BBISIBJISITH MONBITKH PEAIM3aLMU aTaK, CKPBITBIX B HHTEHCUBHOM IIOTO-
K€ COOBITHI, CTeHEpUPOBAHHBIX 3JI0YMBILUIEHHUKOM JUIsl HIPUKPBITHSI CBOMX UCTHH-
HBIX HAMEPEHUU.

[IpuMeHeHue METOJOB CHUTHATYPHOI'O aHaiu3a TpeOyeT OT pa3paboTduka
COA BbIOOpa WM CO3/aHMSI CHIELMAIIBHOTO A3bIKA, MO3BOJIAIONIETO ONUCHIBATH pe-
TUCTPUPYEMbIE CUCTEMOW COOBITHSI, a TaKXKE yCTaHABIMBATh COOTBETCTBUS MEX]Y
HUMU. Y HUBEPCAJIBLHOCTH U MOJIHOTA 3TOTO S3bIKA SBJSIOTCS ONPEAEISIIONMMEU (hak-
Topamu 3(HPeKTUBHON pabOTHl CUCTEMbI OOHAPYXKEHUS, TAK KAK B KOHEYHOM CUETE
Ha 3TOM fA3bIKE OyyT cPOPMYIMPOBAHBI MPABUIIA, IO KOTOPHIM BBIABIISIETCS aTaka.

PearupoBaHue Ha MOMBITKY pean3aliy aTaku MOXKET BKJIIOYATh KaK IPOCTOE
U3BEILEHUE aJMHUHHUCTpaTOpa MH(POPMALMOHHON CHUCTEMBI, TaK U 0oJiee aKTUBHBIC
MEpBI: pa3pbiB YCTAHOBJIEHHOTO COEIMHEHUS, OTKIIOYCHHE YSI3BUMOM CITy>KOBbI, Te-
pENpPOrpaMMHUPOBAHUE MEXKCETEBOTO dKPaHA HA OTKJIOHEHHUE MTAKETOB, IOJYYEHHBIX
OT BBISIBJIEHHOTO CUCTEMOW 3JIOYMBIIUICHHHMKA, a TAK)KE APYIHME€ MEphl, IPENsITCT-
BYIOLLUE «YCIIEITHOMY» 3aBEPIICHUIO ATAKU.

Bce COA, ucnomns3ytomye MeTo oOHapyEHHs aTak Mo CUTHAType, UMEIOT
B CBOEM cOCTaBe 0a3y JaHHbBIX M3BECTHBIX aTak (WX curHatyp). O4eBHUIHO, YTO K
IIPUHLHNHUAIBHBIM HeEJIOCTaTKaM paccMmarpuBaeMoro kiacca COA oTHOcCHTCS He-
BO3MOXHOCTh OOHApY>KEHHsI aTaK, CUTHATYPbl KOTOPBIX OTCYTCTBYIOT B 0a3e JaH-
HbIX. [ToaTOMy, 4T0OBI OOecrieunTh 3PGHEKTUBHYIO pabOTy CUCTEMbI OOHAPYKECHHS,
sTa 6a3a JOJDKHA PErysipHO OOHOBIATHCS. OOBIUHO BO3MOXKHOCTH OOHOBJICHUS, B
TOM YHCJIE aBTOMATHYECKOro, MpeaycMOTpeHa pa3paboTuyumkamu cucTembl. [Ipe-
UMYIIECTBAMHU CHCTEM, MCHOJB3YIOIIMX CUTHATYPHBIA aHAJIN3, SBIIAIOTCS HHU3KAas
BEPOSITHOCTD <JIOKHOU TpeBOTW» (OIMIMOOYHOTO OOHApY)KEHHUs aTaku mpu ee (ax-
TUYECKOM OTCYTCTBHH), @ TAKKE OTHOCUTENbHAS IIPOCTOTA HACTPOMKH.

[Togxox k OOHApYyXEHUIO aTaK, OCHOBAHHBIA Ha TMOIBITKE OOHAPYKEHUS
aHOMAJIBHOT'O TOBEJICHUSI CUCTEMBI, TaKXe ObLI BIEpBble NpeiioxkeH B 1980-x ro-
nax. OCHOBHOW MPEANOCHUIKOM MPUMEHEHUS YKA3aHHOIO MOAX0/1a SIBJISETCS TO, YTO



B MPOIIECCE «INTATHOTO» (DYHKIIMOHUPOBAHUS MHPOPMAIIMOHHAS CHCTEMa HaXOIUT-
Cd B HEKOTOPOM PAaBHOBECHOM COCTOSIHUM. [lOmbITKa peanu3anvu atakd BEIET K
BBIXOJly CUCTEMbI U3 ITOTO COCTOSIHUSA, MpUYeM (PakT BbIXOAA MOKET ObITh 3a(uK-
cupoBat. [Ipu cozganuu COA, paboTraroniux mo MNpuHUKUNY OOHAPYKEHUS aHOMa-
JUH, JOJDKHBI OBITH PEIIeHbl TpU 3amadyu. Bo-mepBbix, HEOOXOAUMO pa3padoTaTh
croco0 omucaHusi COCTOSIHUSI UHGOPMAIMOHHON CUCTEMBbI. JTO HETpUBUAIbHAS 3a-
Ja4a, Tak KaK JIOJDKHA OBITh yUYTeHa KaK CTaTUYeCKasl, TaK U JTUHAMHYECKasi COCTaB-
asromue. Hampumep, AOMKHBI OBITh ONMKMCAHbI TUIWUYHBIC MJII CUCTEMbI MOTOKHU
JAHHBIX, TIEpeaBaeMbIX MO ceTu. Bo-BTOpHIX, HEOOXOAUMO pa3paboTaTh aJrOpUT-
MBI, [IPU TIOMOIIY KOTOPBIX OyneT aBTOMaTUYEeCKU (WM C BMEIIATEILCTBOM aJMU-
HUCTPATOpa) COCTABIATHCS OINHCAHME peajJbHOM paboTaronieil CUCTEMbl — ee
«mpoduiaby. IDTO HYKHO I TOro, 4ToObl «HayuuTh» COA paznuuarh IITaTHBINA
pexuM paboThl HHPOPMAITMOHHON CUCTEMBI. B-TpeThux, HEOOX0IMMO BHIOPATh Ma-
TEMaTUYECKUE METO/IbI, KOTOphIE OYIyT UCIOJIb30BATHCS ISl OOHAPYKEHUSI aHOMa-
Uil B mporiecce (PyHKITMOHUPOBAHUSA CUCTEMBI. JIpyrMMH ClIOBaMHU, JOJKHBI ObITh
ONPEAECICHBl MEXAHU3MbI IPUHATHUS PELICHHS O MOMBITKE aTAKH 3alUIIAEMOM CHC-
TeMbl. OYEBUJIHO, YTO UCIOIb3yEeMble MEXAHU3MbI MPUHSATUS PEUICHUS B MEPBYIO
oudepellb 3aBUCST OT TOr0, Kak ObL1a ONKcaHa CUCTEMA.

PaccMmoTpum npoctoii npumep. Ilycts ogHuM HU3 mapameTpoB UHGOpMAIU-
OHHOW CHUCTEMBI SIBISETCS KOJMYECTBO OTKIOHEHHBIX Bxomsamux TCP-coenunenui,
a TOYHEE — CpEJIHEE 3HAYCHHE W JIUCIEPCUsl yKa3aHHOro mapamerpa. B cimyuae
IITATHOW pabOThl CUCTEMBbl KOJIUYECTBO OTKJIOHSIEMBIX COCTUHEHUN JIOJDKHO OBIThH
HE3HAYUTENbHBIM. ECIIN 3]I0yMBIIJIEHHUK HAYHET UCCIEA0BAaTh YSI3BUMOCTh CUCTE-
MBI IIPY MOMOIIM CKaHUPOBAHUS MOPTOB, TO €CTh MOMBITAETCS PEAIU30BaTh ATAKY
«CKaHUPOBAHUE MOPTOBY», KOJIUYECTBO OTKJIOHEHHBIX TCP-coeauHeHunii pe3ko BO3-
pacter. Takoi cKa4oK MOXET OBITh OOHAPYXEH pazIuYHbIMH criocobamu. Bo-
MEPBBIX, MOXKET OBITh MPUMEHEH CTATHCTHYECKHI KPUTEPUN PaBEHCTBA CPEIHUX
3HAUYCHUN ABYX CIyYalHBIX BeJIWUYWH. /(151 ero mcmonbp3oBaHus, MpaBaa, HEOOXO -
MO CHI€JIaTh JIBa JOCTATOYHO HEOJHO3HAYHBIX MPEAIOJIOKEHUA: O HOPMAIbHOCTHU
pacIpeneneHui CIy4alHbpIX BEJIMYMH M O PAaBEHCTBE MX Aucnepcuil. Bo-BTOPHIX,
YTO TMpeACTaBisieTcsi 00jiee YMECTHBIM, MOTYT OBbITh MPUMEHEHbI MAaTEMaTUYECKUE
METO/Ibl, U3BECTHBIC IO OOIIMM HA3BAHUEM «METOJIOB OOHAPY>KEHUS pazIajKu».
OTH METOJIbl CHEIUAIbHO pa3pabaThIBAIUCh JIs PEIICHUs MOJA00HOro Kiacca 3a-
Jlay, MEPBOHAYAIIBHO CBSI3aHHBIX C KOHTPOJEM CHUCTEM CIICKEHUS M YIIPABJICHUS.
B-TpeTpux, MOryT mpUMEHSITHCS MaTeMaTHYeCKHUE METOJAbl pacro3HaBaHHs oOpa-
30B. M3BecTHBI Takxke pa3pabOTKH, UCHOJIB3YIOIINE HEMPOCETEBbIE METOIbI aHAIH-
32, OJIHAKO O MPAKTUYECKOM BHEIPEHHHM ATUX METOJOB B KOMMEPYECKHUX MPO-
IPaMMHBIX IPOAYKTaX 10 CHX MOP HE COO0IIaeTcs.

OCHOBHBIM MPEUMYIIECTBOM HCIOJIb30BAHUS MOAXO0/a, OCHOBAHHOTO Ha 00-
Hapy»XECHUU aHOMAJIbHOI'O MOBEJICHUSI CUCTEMBI, SIBJISIETCS TEOPETUYECKAsT BO3MOK-
HOCTh OOHApY’KEHMsI HOBBIX, HE OMMCAHHBIX paHee, atak. JlaHHas BO3MOXKHOCTh OC-
HOBaHA Ha MPENNOJI0KEHUH, YTO aTaka Mo OMNpe/IeNICHUI0 peACcTaBisieT co0oil Ha-
OOp HNeNCTBUI, HEXapaKTEpHBIX [JIsl IITATHOTO peXuma padoThl cucrtembl. Ha-



CKOJIBKO 3((HEKTUBHO OYIyT BBISBISATHCS HOBBIE aTaKW, OMPEAEINSETCS OIATh K
CHOCOOOM OIMCAHUSI COCTOSIHMSI CHCTEMBbI M KOJIMYECTBOM aHAIU3UPYEMbIX Iapa-
MeTpOB. BOJBIIMHCTBO MaTeMaTHUYECKUX METOAOB OOHAPYX EHUs, UCIIOJIb3YEMbIX B
paccmaTtpuBaeMoM kinacce COA, He SABISAIOTCS JETEPMHUHUPOBAHHBIMU. JTO O3Ha-
YaeT, YTO BCE PEIICHUS IPUHUMAOTCA HA OCHOBE CTaTUCTUYECKOrO aHAJIN3A U, ClIe-
JIOBATEJIbHO, MOTYT COJAEpXaTh OMMOKK. BO3MOXHBI /1Ba Kjacca OIIMUOOK: «Ipo-
IIyCK aTaKW» U «JIOKHAsI TPEBOTray». BepoATHOCTh MPOIMyCKa ONpeaeseTcs XapaKTe-
POM aTaku M CTENEHBIO AJEKBATHOCTH ONMCAHMS TEKYLIErO0 COCTOSHHS CUCTEMBI.
«JIoxkHast TpeBora» MOKET UMEThb MECTO B TOM Cily4ae, €Clii B MH(DOPMAIMOHHOU
cUCTeMEe HaOJI0/1aeTcsl HETUIIMYHAs aKTUBHOCTD, SIBJISIOLIASCS CJIEICTBUEM JEHCT-
BUI 3aKOHHBIX IOJIb30BaTeNell (niau npoueccon). Hanpumep, ecinu Ha BceX KOMIIb-
I0TEpax JIOKAIbHOM CEeTH, UMEIoIel noakiaoueHre k MuTepHer, Oyner ycrtaHoBe-
Ha aHTUBHMPYCHAs MPOrpaMMa, 3alporpaMMHUpPOBaHHAsE Ha OOHOBJICHHE aHTUBUPYC-
HBIX 0a3 B OJIHO U TO € BpeMsl KaX/ible /IBa JIHS, TO OJHOBPEMEHHAs! MOIbITKA BCEX
KOMIIBIOTEPOB MOJAKIIIOUUTECS K OJTHOMY cepBepy MHTepHeT OyaeT uHTepnpeTupo-
Batbcsa COA kak BupycHas ataka. [103ToOMy HMEHHO BBICOKYIO BEPOSITHOCTH «JIOXK-
HOI TpeBOrW» OOBIYHO HA3bIBAIOT TJIABHBIM HEJOCTATKOM CHUCTEM OOHAPYKEHUS
aTak, OCHOBaHHBIX Ha OOHAPYXKCHUH aHOMAaJbHOW akTUBHOCTU. Ele ogHuM Hemoc-
TaTKOM IPUHATO CUUTATh CJIOXHOCTb HACTPOMKH («OOYUYEHUS») CUCTEMBI, TaK Kak
3TOT Mpouecc TpedyeT OT aAMUHUCTPATOPA INIyOOKUX 3HAHUM 0a30BbIX MPHUHIIUIIOB
B3aMMOJICUCTBHS AJIIEMEHTOB MH(MOPMALIMOHHON cUCTEMBbI. B CBSI3U € 3TUM MOJHO-
LEHHBIX KOMMEPUYECKHMX MPOJYKTOB, HCIOJB3YIOLUIUX IPUHLHUIIBI OOHAPYXEHUS
aHOMaJIbHOW aKTUBHOCTHU, Ha PbIHKE MPAKTUYECKH HET, XOTS pa3pabOTKU 3TUX CHUC-
TEM HEIPEPBIBHO BEAYTCS BBUY UX IIEPCIEKTUBHOCTH.

3.2. O6HapyxeHue e peasilbHOM 8pPeMeHU U OMJIO)KeHHbIU aHasu3

[To Ty obpabaThiBaeMbIX JAHHBIX CHCTEMbI OOHAPYKEHHUS aTak Mojpas3fe-
JISTFOTCS HA «CUCTEMBI PEATbHOTO BPEMEHM» M «CHUCTEMBI OTIIOKEHHON 00padOTKM».
CucreMbl OTJIOKEHHON 00paOOTKM aHAIM3UPYIOT COAECPKUMOE KYPHAJIOB PETHCT-
paruu COOBITHI WJIM MAaCCHB TPEIBAPUTEIIPHO 3alMMCAHHOTO Tpa(uKa, a CHUCTEMBI
pEaTbHOTO BPEMEHU — BXOJAIIUNA TOTOK COOBITHH OT MPOTPAMMHBIX JaTYHKOB.
OuyeBUJIHO, YTO a/ICKBATHOE PEarupOBAHHUE HA MOMBITKY pealu3alliu aTaku, BKIIO-
yasi ee MpeI0TBpPaIEHUE, BO3MOXKHO TOJIBKO MPHU UCMOJIb30BAHUM CUCTEM pealibHO-
ro BpeMeHu. B To xe Bpems 310 He 03HadaeT, 4To COA peaqbHOro BpEMEHH «Iyu-
ie», 4eM CHCTeMbl OTJIOkKeHHOU o0paboTku. Tak, COA peanbHOro BpeMeHH, HE
uMeromas GyHKIUN 1Mo NMPeAoTBPAILIEHUIO aTak, 3aBeIOMO MeHee 3P deKTUBHA, YeM
aHAJIOTMYHAsI CUCTEMA C OTIIOXKEHHOU 00pabOTKOM, MOCKOIBKY B CUCTEME peabHO-
ro BpeMEHU OJHUM M3 OCHOBHBIX KpUTEpHEB d(PPEKTUBHOCTU SIBISETCA MPOCTOTA
UCIIOJIb3yEMbIX aJITOPUTMOB, & HE X ONTUMAJIbHOCTh C MO3UIMNA HAJEKHOCTH 00-
HapykeHus atak. [loaTomy BbIOOp Toro wim mHOro tuma COA HOMKEH JenaTbes
MCXO/Is U3 aHaJin3a 3a/1a4, KOTOPhIE CTaBATCSA Mepe] CUCTEMOW 0OHAPYKEHHUS.

AMNOCTEepUOPHBII aHATIU3 MOKET UCIOIb30BATHCS CO CIEAYIOLIEH LEIbIO:



— paccienoBaHue HH()OPMALIMOHHBIX MPECTYIJICHUH U HHIUACHTOB;

— BBISBJICHUE aTaK, HE SBJSIOMIMXCSA MH(MOPMAIMOHHBIM IpeCcTyIieHueM (coop
uHpopMaIuu 00 HHPPACTPYKTYype CETH, CKAHUPOBAHHUE TIOPTOB U TIp.);

— cOop uHpopmanuu 00 yI3BUMOCTSIX MH()OPMAIIMOHHONW CHCTEMBI C LEIbI0 UX
yCTpaHEHUS;

— aHaJu3 aKTUBHOCTH OT/AETBHBIX MOJIh30BaTEICH;

— MUHUMU3aLM cucTeMHbIX TpeOoBanuii kK COA.

OCHOBHOW 1LIEbI0O HCIIOJIB30BAHUSI CHCTEM OOHApYy>KEHHsl aTak peajbHOro
BPEMEHH SIBIISIETCS OBICTPOE pearupoBaHUE HA TIOMBITKH peaM3allH aTakK, B TOM
YHCJIE NPECEUYEHUE ITUX MOMNBITOK. B CBSA3M € 3TUM TUNMYHBIMU IIPOLEAYpPaMH IS
JAHHBIX CHCTEM SIBJIIETCS aHANIM3 M QuibTpanus Tpaduka Ha CETEBOM U TpaHC-
nopTHoM ypoBHAX Mojenu OSI. UToObl COKpAaTUTh MPOU3BOIUTENIBHBIE 3aTPATHI,
4acTO pacCMaTPUBAIOTCS JIUIIb 3ar0JOBKH MAKETOB, @ UX COJAEPKUMOE «OTOpachl-
BaeTCs». OJTO, OYEBUIHO, 3HAYUTENIPHO COKpAIaeT MepedyeHb OOHapyKUBAeMbIX
aTak.

3.3. JlokanbHbIe u cemesbie cucmemMsbl 06Hapy)KeHun amak

COA, ucnons3yiomiie HHPOPMAIINIO, TOTYyYaeMyI0 OT MEPCOHATBHOTO KOM-
NBIOTEpPA, HA KOTOPBI OHHM YCTaHOBJIEHBI, OOBIYHO HA3BIBAIOT JoKaIbHbIMU (host-
based). B mpOoTUBOINOI0KHOCTh UM CUCTEMBI OOHAPYKEHUS, OPUEHTUPOBAHHBIE HA
aHaJIU3 BCEro JOCTYHMHOTO CETEBOro TpaduKa, HA3bIBAIOT cemegvimu (network-
based).

Paccmotpum, kakas uHbopmalus MOKET UCIOIb30BaThCs JIoKaabHbIMU COA
JUIS1 BBISIBIICHUS TIOIIBITOK aTaKH.

— OrcaexxuBaHue NOoNbITOK Bxoadamx u ucxomanmmx TCP- u UDP-coennneHni.
B pesynbpraTe mMoryT OOHApy’>KMBATbCS M MPECEKATHCS MOMBITKM HECAHKIIMOHUPO-
BAHHBIX MOJKIIOYEHUN K OTACNIbHBIM IMOPTaM, a TaKXKe IOIMbITKM CKAHUPOBAHMS
IIOPTOB.

— AHanu3 BXOJAIIETO W UCXOJAIIETO CETEBOTO TpaduKka HAa MPEeIMET HaTUIHs
«MOJIO3PUTEINIBHBIX» MAKETOB. «Jl0CMOTPY» MOTYT HOJJIEXKATh KaK IMOJIsl 3ar0JI0BKOB
IAKETOB, TAK U UX COJAEPKUMOE.

— OrcnexuBaHue MONBITOK PETMCTpaldy Ha JokainsHOM OBM. B ciyuae nnre-
PaKTUBHOM PErHCTpalMy MOXET HAKJIA/IbIBaTbCS OTPAaHUYEHUE HAa BPEMSI pErUCTpa-
I[MH, a B ClIy4ae PErucTpaldy MO CETH MOKHO OTPAaHUYUThH MEPEYEHb CETEBBIX a-
pEcoB, ¢ KOTOPBIX pa3pemiaercst BXo B cucreMy. OTieIbHOE BHUMAHUE YIEISeTCs
MHOECTBEHHBIM HEYJAYHBIM IOIbBITKAM PETHCTPALIMU, KOTOPbIE MOTYT UMETh Me-
CTO B CIIy4ae aTaku «MoA00p MmapoJisi METOI0M Hepedopar.

— OrcnexuBaHue AaKTUBHOCTH II0Jb30BATENEH, HAJICICHHBIX ITOBBIIICHHBIMU
MOJIHOMOYHUSMH B cucTeMe (cymnepronb3oBaTenb root B UNIX-cuctemax, mosb3oBa-
tenu rpynnsl Agmunuctparopsl B OC Windows). Tak kak B IIMPOKOM Kitacce Ciry-
YaeB aTaka HalpaBiieHa HA MOJYYEHHUE MOJHOMOYUN CYNEpHOJib30BaTENs, MOTYT



OTCIIEKHUBATHCA MONBITKM PETUCTPALMU 3TOrO IOJIB30BATENS B CUCTEME B HEpaspe-
LIEHHOE BPEMs, ITIONBITKU CETEBOM PErUCTPALMH CYIIEPIIOIb30BATENS U T. .

— IIpoBepka ILEIOCTHOCTH OTAENbHBIX (HalJoB WM KiIO4Yel peectpa (i
Windows-cuctem). HecaHKIIMOHMPOBAaHHbBIE ACHCTBUS B3JIOMIIMKA MOTYT 3aKJIIO-
YaThCA B IMOMBITKAX BHECCHHs] M3MEHEHHH B 0a3y JaHHBIX MOJB30BaTENICH WM B
MOAU(PUKALMH OTIAEIbHBIX HACTPOEK CUCTEMBI. KOHTPOIIb 1IEIOCTHOCTH KPUTUUHBIX
oOnacteil nanHbIX M03BOJUT COA 0OHapYKUTh MONBITKY pealn3alny aTaku.

CereBble COA coOupatoT U aHaAIM3UPYIOT BCE IOCTYMHBIE UM CETEBbIE MaKe-
Thl Ha MPEAMET HAIUYUS «I10JI03PUTEIBHOT0» COACPKUMOI0 MM HECAHKLIMOHUPO-
BaHHBIX MOTOKOB MH(GOpPMAIIMK OT OJIHOTO y3Jla CeTU K Apyromy. B cBsi3u ¢ 3tum
tTouka nojkitoueHus COA nomkHa obecrneunBaTh MAaKCUMaIbHBIN OXBaT Tpaduka,
HUPKYJIUPYIOIEro B cermeHTe cetu. OOBIYHO TakuWe CHCTEMbl MOJKIIOYAIOTCS K
CHELMATILHOMY MOPTY KOMMYTaTOpa JIM0O yCTaHABIMBAIOTCSI HETOCPEICTBEHHO Ha
mapmpyTuzarope cetu. COA manHOrOo Kiiacca ropasno dhdexTuBHee, 4eM JTOKaIb-
HbI€, CIIOCOOHBI OOHApYXKUBaTh (DAKT CKAHUPOBAHMS MOPTOB, & TAKKE BBIABIISTH
MOTIBITKY aTak Ha «OTKa3 B oOcmykuBaHum». Kpome Toro, eciu cuctema oOHapy-
YKEHUSl YCTAHOBJIEHA Ha IIUII03€, 00ECHEYMBAIOIIEM JOCTYI U3 JOKAJIbHOW CETH B
WNHTepHeT, TO myTeM (UIbTPALUA HEXKENATEIbHBIX TAKETOB MOXKET 00eceuynBaTh-
Cs 3allIMTa 3TOU JIOKAJIbHOU ceTh OT BHelHMUX atak. [Tomywaercs, yuro COA Bbinoi-
HSET B 3TOM ciiyyae (PYHKIUM MEXKCETEeBOro 3KpaHa (J1ubo ympaBiseT um). Takum
o0pa3oMm, ceTeBble CUCTEMbl OOHAPY)KEHUSI aTaK HaXOJAT CBOE MPUMEHEHUE B WH-
(GOpMAaIIMOHHBIX CHCTEMAaX, TJI€ YCTAHOBKA CHEIUATU3UPOBAHHOTO MPOrPaMMHOIO
oOecrieyeHus: Ha KOMIBIOTEPHI MMOJIb30BaTENEH 3aTPyIHUTENbHA, U TaM, e Tpely-
€TCsl U30JIMPOBATh CETEBOM CErMEHT OT BHEIIHEW yrpo3bl. HeoO0XoauMo oTMETHUTH,
YTO aHAJIM3 UHTEHCUBHOTO MOTOKA JaHHBIX TPeOyeT CyIIECTBEHHBIX BbIUUCIUTENb-
HBIX 3aTpaT, IOTOMY ammnaparHbele TpeOOBaHUS K Y31y, HA KOTOPOM YyCTaHaBJIMBa-
ercs takass COA, MoryT ObITh O4YeHb BBICOKMMH. Hamboiiee KpUTHYHON 3Ta MPo-
OJemMa CTaHOBUTCS NPHU IONBITKE 3aIUThl CETH, COJEpKallell HECKOJBbKO COTEH
KOMITBIOTEPOB U MMeronieil Bbixoq B MHTepHeT. K 3TOMy Kitaccy oTHoOcSATCS 00ib-
IIMHCTBO CETEW KPYIHBIX MPEAITPUATHN.

3.4. PacnpedeneHHble cucmemMbl O6Hapy)XeHuUsi amak

OTaenbHBIM KJIACCOM CHUCTEM OOHAPYKCHHS aTak SBIISIOTCS paclpe/eicHHbIC
cucteMbl. IX OCHOBHBIM OTJIMYUEM SIBJISIETCS TepepactpesencHue GyHkiuui coopa
JAHHBIX MEXKIY HECKOJIBKHMH «areHTaMW» — IMPOrPAMMHBIMH JaTYUKAMH, YCTa-
HOBJICHHBIMH Ha y3J1aX MH()OPMAIIMOHHOW CHCTEMBI. ATEHTHI MOTYT COOMpAaTh WH-
(dbopMaIuio HEMOCPEACTBEHHO ¢ KOMIBIOTEPA, HAa KOTOPHI OHU YCTAHOBIICHBI, WIH
aHAIM3UPOBATh JaHHBIC, IMepeaaBaeMble Mo ceTd. Hambonee NpUHIMIHAIBEHBIM
MOMEHTOM TIpu BHeApeHUH pacnpeneneHubix COA sBhsieTcsl opranusanus HHPop-
MaIlMOHHOTO OOMEHa MEXIY OTACIbHBIMU areHTamMu CHCTeMbl. KOHEYHOU Iebio
ATOr0 OOMEHa SBISETCS MPUHATHE PEIIeHUs O (haKTe aTaku.



[TpeumyIIecTBOM HCIIOJIB30BAaHUSI PACHPENEICHHBIX CUCTEM SBIIETCA BO3-
MOXXHOCTh COOMpaTh M aHAJU3UPOBATH 3HAYUTENHHO OoJblIui 00beM uH(bOpMa-
MU, YTO IO3BOJISIET OOHApPYXKMBATh IIMPOKUN CHEKTp aTak. B 3ToM oTHOHIEHUH
Hanbosnee >PQPEKTUBHBIM SIBISETCS pEIIeHUE, OOBEIUHSIIONIEe METOJOJIOTHIO JIO-
KasibHBIX U ceTeBbiXx COA B enunoe uenoe. C Apyroil CTOPOHBI, pacrpeeieHHbIe
CUCTEMBbI 00JIaZalOT PAIOM HEJOCTATKOB, HAanOoJiee CYLIECTBEHHBIM M3 KOTOPBIX
SBJIIETCSI MEHbIIAs 3alUIIEHHOCTh UX KOMIIOHEHTOB. Bo-nepBhIX, COOp AaHHBIX C
HECKOJIBKMX Y3JIOB CO3JAET JOMOJHUTENIBHYIO HArpy3Ky Ha CE€Th, KOTOPAsi, B CIIy4ae
MOJIHOMAcCIITaOHOM aTakuh, MOXKET MPEBBICUTH €€ MPOIMYCKHYIO CIOCOOHOCTh. Bo-
BTOpPBIX, 0OMEH MH(OpMalLMeld MO CETU MOAPA3yMEBAECT HAJUYHE OTKPBITHIX IMOP-
TOB, MOTEHIIMAIBHO JOCTYIHBIX JJIsl aTaKW Ha OTKa3 B 0OCIY>KUBaHUM (NIE€pernoHe-
Hue ouepenu Bxomsaumx TCP-coequnenuit). B-tpeTbux, Ha y3nax mHpopmanuon-
HOW CHCTEMBI BO3MOXXHO BHEIPEHHE BPEJOHOCHOTO MPOrpPaMMHOr0 oOecreyeHwus,
KoTOpoe Oyaer OJOKUpOBaTh padOTy areHTa WM MbITAThCA MOJIENbIBaTh WHMOP-
MalMI0, UM II€pENaBaAEMYIO.

OtnenpHOM 3a1aueld, BO3HUKAIOIIEH NPY NMPOEKTUPOBAHUHU PACIIPEACIICHHBIX
COA, sBnsieTcst BBIOOP UAECOJIOTUU MPOLEAYPhI IPUHATHA penieHusl. Bo3MOXKHBI He-
CKOJIBKO BapUMaHTOB IPOLEAYPbI, OTIUYAIOIINECS CTENEHbIO eHTpanu3auun. Hau-
0oJs1ee MPOCTHIM SBJISETCS BApUAHT MPOLIEYPbI C MPEAEIbHONU CTENEHbIO LIEHTPAIH-
3allMM, KOrJa areHTbl 3aHUMAIOTCS JUIIbL COOPOM JAaHHBIX M Iepenayedl ux IeH-
TpanbHOMY Y311y COA — MOZIYJIIO IPUHATHUS PELICHUS. DTOT MOAYJIb aHATU3UPYET
MOCTYMAIOIIYI0 MH(OPMAIMIO U BBIHOCHUT perieHue o (akte araku. JJaHHbIN Bapu-
aHT XapaKTepu3yercsi OOJbIIUM 00bEMOM MEPEIaBAEMbIX M0 CETH JTAHHBIX, YTO MO-
BBIIIAET BEPOSITHOCTh OOHapykeHus pakra padoTbl COA 3II0yMBIIUICHHUKOM H
JIeJaeT CUCTEMY YS3BUMOW K aTakaMm Ha OTKa3 B oOciyxuBanuu. Hambosee oue-
BUJIHBIM PEIICHUEM IO MCIOJIb30BaHUI0 Takoro thuna COA sBIISIETCS UX yCTaHOBKA
B paMKax IojceTeil HeOOJIBIIOro pa3Mepa, YTO MO3BOJIUT 000MTH MpobiieMy mepe-
IPYy3KH CETHU IMaKeTaMM, CT€HEPHPOBAHHBIMH CUCTEMOMN. YBEJIMUYEHHE MacCIHITa0oB
ceTH TpeOyeT MHOTOCTYIIEHYATOI0 MOAX0a K NPUHATHIO pemieHus. OH 3aKiIrovaeT-
Csl B TOM, YTO BBIIEIISIOTCS IPOMEKYTOUHBIE MOLYJIN IPUHATHUS PELLICHUS], KOTOPBIE
cOOMpAIOT JJTaHHBIE TOJBKO C OIPAHUYEHHOT'O YHMCIIAa «CBOUX)» ar€éHTOB U NEPENAr0T
Ha BEPXHHUI YpOBEHb ropas/io MEHbUIMI 00beM MH(OpMaALUU, AOMOTHEHHBIA MPO-
MEXYTOUHBIM perieHueM. [Ipu mo0om BapuaHTe peanu3aluu Mpoleaypbl TpHUHSI-
TUS pELIEHUsI OYEBUJHO, YTO IEPBOOYEPEIHOM CTAHOBUTCS 3ajava OOECredyeHHs
samunieHHoctu camoil COA.

3.5. Cucmema obHapyxeHusi amak Snort

3.5.1. O0mue cBeneHus

Snort — 3T0 OecriaTHas cucTeMa OOHapy)KEHHUsSI aTak C OTKPBITHIM HCXO/I-
HBIM KOJOM, pa3paborannas Maptuaom Pomem (Martin Roesch). Hoctynusr Bep-
CUU TIPOrpaMMbl, paboTarolue TOoJ yMpPaBICHUEM OINEPAIlMOHHBIX cucTeM Win-



dows NT, Linux, BSD, Mac OS X, a Takke HEKOTOpBIX Apyrux. B cooTBeTcTBUU C
MPEUIOKEHHOM BhIIEe Kiaccudukammeit, Snort sBisercs cereBoit COA, oCHOBaH-
HOI Ha CUTHAaTypHOM aHaim3e. CUrHaTyphl aTak OMMCBIBAIOTCS MPU NOMOIUM 1pa-
68Ul — CIIEUUATIbHBIX CUHTAKCUYECKUX KOHCTPYKIIHM, TO3BOJISIIOLIUX BISBISATH UH-
TEPECYIOIIYI0 aIMUHUCTPATOPa HHPOPMALIMIO B MOJISIX 3ar0JIOBKOB U COJNEPHKUMOM
IepeJaBacMbIX MO CeTH makeroB. Kpome Toro, B Snort peaan30BaHO HECKOJIBKO
PENpPOLECCOPOB, BBHIMOIHAIOMIMX 00JIee CIOXKHBIE ONepalyuy N0 aHaIu3y Tpaduka,
Takue, Hanpumep, Kak jgepparmenrauus [P-nakeroB, orciaexuBanue TCP-
COEJIMHEHUM U BBISIBJIEHHE MTONBITOK CKAHUPOBAHMS TIOPTOB.

3.5.2. YcraHoBKa M 3aIyCK NPOrPaMMBbI

s obecnieyeHrss BOBMOXKHOCTH T€peXBaTa CETEBBIX MAKETOB MPOTPaMMON
Snort HeoOxomuMma mpeABapUTENbHAs YCTAaHOBKA W 3amyck ciayO0sl WinPcap
(WinPcap 3 1.exe).

¥, Cnysehion = ol x|
KoHcone  Aefictere  Bua  Cnpaeka
= |mEFRE 2 > "0 -
% Cryafel (noKaneHeE] | Mua 7 | CIMHCAHHE | COCTOAHHE THM 3aMYCcKa | Bx0a OT HMEHH | o
%DHCP-KJ‘IMBHT ¥npaenseT koHdmrypa..,  PafoTaer AETO NokaneHas cMcTema
%DNS-KHMBHT PazpelwaeT AnA AaHHOr.,,  PafoTaeT AETO CeTtesan cnywba
%MS Software Shadow Copy Provider ¥NpaENAST TEHEELIMH K, ., EpyHHyHD NokaneHasA CHCTEMa
%Netl\’leeting Remote Desktop Sharing PaspewaeT NpogepeHH. .. Epy-Hyro NokaneHas cMcTema
%Plug and Play MossonAeT KoMnetoTep...  PaboTaet ABTO MoKaneHaA CHETEME  —
%QDS RSWP OBECNeYHEaET PACCHINK., EpyHHyro NokaneHas cMcTemMa
&M Remote Packet Capkure Protocal v.0 .., Allows to capture traffic ... PafoTaet MNoKaNEHAA CHCTEMA
%Telnet MozE0nAET Y AANEHHDMY. .. OTEARHEHD NokaneHan cHCTEMa
%\-‘Mware Authorization Service Authorization and authe,..  PafoTaet AETOD MNoKkaneHan cHETEMa
%VMware DHCP Service DHCP service For wirtual ... PafoTaet AETO NokaneHaA CHETEMA
%VMware MAT Service Metwork address transla,..  PafoTaet ABTO NokanbHas cHETEMa
%Windows Audio YNpaBneHke sEYKOBLIM, .  PaboTaet ABTO NokaneHas cMcTemMa
%Windows Installer ¥CTaHaBNHEaET, yAand... EpyHHyro NokaneHas cMcTemMa
%Asmmamqecme DEHOENEHME BiontoqaeT sarpysky Wy, Pabotaer AETO NokaneHas cHETEMA
%Aﬂ.amep NPOMEE0AMTENEHOCTH WL MpedocTaEnAeT MHGop... BpyqHyHD NokaneHan cHCTEMa
BecnpoBoaHas HACTROMKa MpeaocTaEnAeT asToM,.. PaboTaeT AETO NokaneHasA CHCTEMa
%Epaﬂ.ﬂ.mayap WHTepHeTa (ICF) /OAW. .. ObecneYMEaET NOALED. .. BpyHHyHD MNokaneHas cHETeMa
%Beﬁ—KnneHT MNossonaet Windows-np...  PaboTaet ABTO NokaneHas ciywba
%BTopanmﬁ EX0A B CHCTEMY MNossonAeT sanyckaTte M.,  PaboTaet ABTO NokaneHas cMcTemMa
%,ﬂ,ncnemep SETO-NOAKNHMEHHRA ¥A8.,, CO3A38T NOAKIHIYEHHE, ., BpyuHyH NokaneHas cHETEMA
&an..____..__ e e e e m——— Y [Ty ~pepep— o pp—— T ;I
PaECLUMPEHHEIA >\ CTAHAAPTHEI
|

Puc. 3.1. Ciy:x6a WinPcap B iepedne ciryx0

Hns ycranoBku COA Snort Bepcum 2.4.3 HEOOXOIWMO 3alyCTUTH (aiii
«Snort 243 Installer.exe» u OTBETUTh HA MHTEPECYIOIINE MPOTPAMMY-UHCTALISATOP
Bonpockl. [lo ymonuanuto Snort ycranaBinuBaeTcst B katanor «C:\snort», a ero uc-
noJiHsgeMbId (paitn pacnonaraercss B katanore «C:\snort\bin». 3amyck COA Snort
OCYUIECTBIISIETCS U3 KOMAHIHOW CTPOKH, B TabOJ. 4.1 NpuBENEH HEMOJHBINA CIIHCOK
[apamMeTPOB, C KOTOPBIMU MOKET MPOU3BOJAUTHCS 3alyCK. YTOOBI BBIBECTH 3TOT
CHHCOK Ha KpaH BO BpeMsl paboThl, HEOOXOIUMO BBITIOJHUTH KOMAHy

snort -7



Tabnuna 4.1
Cnucok napamerpoB COA Snort

IHapameTp Onucanue

-C Hcnons3oBaTh (aiisn nmpaBmn <rules>.

<rules>

-E JobaBnate npexynpexacHus (alerts) B )KypHan perucTpaiuu co-
oerTuit Windows NT (He co3nmaBas log-daiina).

-h <hn> 3amath gomarrHiow ceTh (home network) <hn>.

-1 <if> [ToaxnounThes K cereBoMy UHTEpdericy Homep <if> (Cnucok hH-
TeppercoB MOKHO MOJIYYUTh MPU MOMOIIKA KOMaHJIbl Snort —W).

-1 J00aBiATh K MpeaynpekKIeHUI0 HAMMEHOBaHe UHTepdeiica.

—K <mode> | Pexum peructpaiuu npeaynpexaeHui: pcap (Mo yMOT4YaHUIO) —
B IBOMYHOM (opMmare, ascii — B TekcToBOM (opmare, none —
0€3 perucTpaiuu.

-1 <ld> CoxpaHsTh pe3ynbTaThl pErHCTPAIMK B KaTajmor <1d>.

—-L <file> | CoxpaHsATh pe3yibTaThl PETUCTPALNU B YKa3aHHBIN (ailn ¢popmaTa
tcpdump (Oyner pacnosiaraTbCsi B KaTajaore, peaBapUTEbHO yKa-
3aHHOM IapameTpoM —1).

-n <cnt> 3aBeplInTh pabOTy MPOrpaMMBbI IOCJE MOJy4YeHHs] <cnt> Make-
TOB.

-N He coxpanste B (aiiyiax perucTpainuu CoAaep>KUMOro MakeToB (co-
XpaHseTCs JINIIb TEKCT MPEAYPEKICHUN ).

-p AHanu3upoBaTh TOJIBKO MAKETHI, OTIPABICHHBIEC HA JIOKAJIbHBIN ajl-
pec, U IIUPOKOBEIIATEIbHBIE TAKETHI.

-r <tf> [Ipountats M oOpabotaTh daiinm <tf>, 3anmucaHHbId B (popmare
tcpdump.

-S <n=v> YcTaHoBUTH 3HAUEHUE TTIEPEMEHHO n (paiina mpaBui, paBHOH V.

-U 3anuchiBaTh BPEMEHHBIE METKHM B YHHMBEPCAIBHOM CKOOPIUHHUPO-
BanHoM Bpemenu (UTC).

Y OTtoOpakaTh Ha SKpaHE 3ar0JIOBKH BCEX MEPEXBAYCHHBIX MMAKETOB.

-V [Tokazats Bepcuro Snort.

-W [Toka3aTh 1OCTyIHBIE CETEBbIE HHTEP(DEICHI.

-X CoxpansTh B (paityie )xypHaia perucTpaiuu COOBITUN CONEPKUMOE

NepPEXBAUYCHHBIX MMAKETOB B «CHIPOM) BHJIE, HAUMHAsI ¢ ypoBHA link
monaenu OSI.




ITapameTp Onucanue

-y JloGaBuTh Mecsll, IeHb M TOJ B OTOOpa)kaeMble U COXpaHSIEMbIC
BPEMEHHBIE OTMETKH.

-7 IToka3aTpe moMoIb N0 NapaMeTpaM KOMaHIHOW CTPOKHU.

st mpoBepku padorocriocooHocTn COA Snort pekoMeHAyeTCs BBIIOTHUTD
CIEYIOIINE ACHUCTBHS.

BBIIIO/IHUTH!

1. YcranoBute COA Snort.
2. BpIBeCTH Ha 3KpaH CIHMCOK JIOCTYMHBIX CETEBBIX HHTEPPEHCOB KOMaHIOM

snort —-W

3. Bamyctuth Snort Ha BHIOpaHHOM HHTEpdeEice B peKUME aHAIU3aTOPa MAKETOB C
BBIBOJIOM MH(OpMaIMK Ha dKpaH, YKazaB MporpaMMe 3aBEpIIUTh paboTy Mocie
MpremMa TPETHETO MAKETA:

snort -v —-i 1 —-n 3

4. BBINMOTHUTH JIFOOBIC JCHCTBUS, KOTOPHIC TPUBEAYT K OTIPABKE WM MPUEMY Ce-
TEBBIX MAaKeTOB (HampHMEp, OTIPABUTH 3XO0-3aMpoc Ha Jiobdoi IP-aapec komaH-
no# ping). YOeauThCs, YTO MAKEThl IMEPEXBATHIBAIOTCS M OTOOpaKaroTCsl Ha DK-
paHe.

3.5.3. Onucanue sI3bIKA MPaBUJI

PaccMOTpUM KpaTkoe ONKCaHME SI3bIKA MPABWII, HA KOTOPOM 3a/al0TCsl CUT-
HaTypHI aTak, ooHapyxkuBaeMbix COA Snort. [TonHoe onucanue s3bIka MpaBUil CO-
JepkuTes B Qaitne mokymenTaruu «c:\snort\doc\snort manual.pdfH»

[IpaBuna 3anmucChIBAIOTCS B OJHY CTPOKY, €CIM BO3HHMKAET HEOOXOAUMOCTb
NEPEHECTH TEKCT MPaBUJIa HA CIEIYIOUIYI0 CTPOKY, HEOOXOAUMO JOOAaBUTh B KOHIIE
CTPOKH CUMBOJI 00paTHOI KOCOM YePTHI «\.

[IpaBuia cocTosT U3 ABYX YacTeil: 3arojioBKa U Habopa aTpuOyTOB. 3aroJio-
BOK, B CBOIO OYEPEAb, COCTOUT M3:

1. VkazaHus neicTBUs, KOTOpOEe HEOOXOAMMO BHINOJIHUTH (alert, log, pass u
Jp.).

2. Ilporokomna (tcp, udp, icmp, ip).

3. IP-agpeca u Macku MOJICETH MCTOYHMUKA M MPUEMHHMKA MH(GOpMAIMH, a TaKXKe
uH(pOpMAaIH O MOPTaX UCTOUYHUKA U IPUEMHHUKA.

JleiicTBue alert 3akiovaeTcs B FeHEpalluu MPeayNpekIaloEero coObITus
Y COXPaHEHUHU COJEPKMMOTO MakKeTa [ JajibHeuIIero ananusa. Jlencreue log
npearnojaraeT coxpaHeHue mnakera 0e3 reHepauuu mnpexynpexzaeHus. [leiictBue




pass O3HayaeT MPOMycK mnakera (ero urHopupoBaHue). CylIECTBYET TaKxkKe ps
0oJ1ee CIIOKHBIX JAEUCTBUI, KOTOPBIE 3/1ECh HE PACCMATPUBAIOTCS.

Texkcr atpulyToB pacmonaraercs B CKOOKax, Kaxjas mapa aTpuOyT — 3Ha-
YeHHE MMEET BUA <ampubym>. <3HayeHue>;. 3HAUYEHUS CTPOKOBBIX aTpUOYTOB
3aIMCBIBAIOTCSA B KaBBIUKAX.

PaccmoTpum npumep mpoctoro npasuia (0gHa CTPOKa):
alert <mpoTokojy> <anmpec noznceTul>[/macka nopceTul]
<noptl> <HampabjeHMe> <ampec nonceTu2>[/mMacka nomceTu?]
<nmopTr2> ([msg:"TexkcT coobmweHuna";] [mpyrue aTpnOyTEH])

Tac

— alert — JnelcTBHE, KOTOpPOE HEOOXOIMMO BBIMOJIHUTH MpU OOHAPYKEHUH
MaKeTa, YIOBJIETBOPAIOIIETO JAHHOMY IPaBUILY, U KOTOPOE 3aKII0YaeTCsl B reHepa-
U «TIPETyNPEKICHUS» — 3aIMCU B )KypHAaJle perucTpaluu

— <IpPOTOKOJI> — HaUMEHOBaHUE MPOTOKOA (tcp, udp, icmp, ip)

— <agpec_nopceTu>[/macka nomcetru] — IP-agpec u mMacka nojcerw,
au6o IP-anpec y3na yyactHuka oOmeHa B opmare: 192.168.247.0/24, nubo
192.168.247.1

— <nopT>— HOMEp mopra Jubo auamna3oH MmoptoB B ¢opmare 1:1024 mis
0003HavYeHus auama3zoHa moptos ot 1 1o 1024, 1024 : — ¢ HoMepaMu OOJIbIIE WU
paBHbiMU 1024, nnu : 1024 — meHbliie win paBHbIMU 1024 COOTBETCTBEHHO

— <HamnpabJieHre> — 0003HaYeHUE HANPABJICHUS B BUJE —>, <— WJIHU <>

Bwmecto [P-angpecoB 1 HOMEPOB MOPTOB MOTYT HMCIOIb30BATHCS MCEBIOHUMBI
any, SBJSIFOIIMECS 3aMEHUTEIIEM JTF000T0 3HAYCHHUSI.

ATpuOyTHI SBJISIOTCS HamOoJee 3HAYMMOW YacThiO MPaBUJI, TaK KakK MO3BO-
JSIOT MCKaTh MHTEPECYIONIYI0 MHGOPMAIIMIO B TMOJISIX 3ar0JIOBKOB M COACPKUMOM
nakeToB. CyIIeCTBYET YeThIpe KaTerOPUH aTpUOyTOB:

— meta-data — mnpegocTaBnAOT MHGOPMAIMIO O TPaBWIE, HO HE BIUSIOT HA
npolecc 00HAPYKSHHUS;

— payload — aTpuOyThl TaHHOTO THUTIA TPEIHA3HAYCHBI I MOMCKa WH(MOpMa-
MU B «IIOJIE3HOU HArpy3Ke» (CoAepKUMOM) MaKeTa;

— non-payload — npeaHazHavyeHbI 1) MOMCKa HHPOPMAIIMU B 3ar0JIOBKax IMake-
TOB;

— post-detection — onpenensoT MOBEJEHUE CUCTEMbl MOCe OOHApyKEeHUs ma-
KETa, yIOBJIETBOPSIOLIETO IPABUITY.

B Tabn. 4.2 npuBeneH HEMOJIHBIA CHUCOK aTpUOYyTOB, KOTOPHIE MOTYT OBIThH
WCIIOJIb30BAHBI NPY HAITMCAHUU TTPaBUII.

Ecnu M3BeCTHO MECTOHAXOXKJIEHHWE MHTEpeCyIolle MHPOopMaluud B IMaKeTe,
TO IEJECO00pa3HO OrPAaHMYUTH OO0JACTh TOWCKA IMPHU MOMOIIA MOIU(UKATOPOB
offset u depth, Tak Kak 3TO CyILIECTBEHHO COKPATUT BpeMs, 3aTpauyuBacMOEe Ha
aHaJIU3 TTaKeTa.



Tabnuna 4.2
Cmucok arpubytoB COA Snort

ATpuoyT Onucanue
meta-data
msg: "<TvekcT>"; CoobmieHue, KoTopoe 100aBIsSeTCs B )KypHaAI PErUcT-
paluy Mpy aKTUBALIMYU TTPaBUJIA.
sid: VYHUKaIbHBIA HOMEp, UCTIOJIb3YEeMbIN JIJISl UIECHTU(U-
<MIOEeHTNOUKATOP>; Kammu npaBwi.  Waentudukaroper ot 100 1o

1 000 000 ucronb3yrOTCs sl MPAaBUII, BKIIFOUEHHBIX B
qucTpuOyTuB Snort. JIjisi TOKaJIbHBIX TPaBUI CIIETYET
ucrnoiabs3oBaTh 3HaueHus 6osbire 1 000 000.

rev: Llenoe uwmcio, ciayxamee a1 0003HAYEHUsT HOMeEpa

<HOMEPp penaxKuum>; | pergaxkiuy IIpaBua.

classtype: Ucnonwzyercs qis o6o3HaueHus kiacca ataku. [loi-

<MMsA_ KJjlacca>; HBIM CIMCOK KJIACCOB IIPUBEJIEH B JOKYMEHTALMM I10
Snort.

priority: Ilemoe ymcno, MCMoap3yemMoe Uisl MEepeonpeneIeHus

<[IpUoOpmnTeT>; MPUOPHUTETA, 3a1aBaCMOT'0 YKa3aHHBIM paHEe KJIacCoOM
aTakd, WA JUIsE Ha3HAYCHUS IPUOPUTETA HOBOMY
npaswily. Haueicimii npuopurer — 1, TUnM4YHOE

3HaueHue aTpudyTa cocrasisieT ot 1 1o 4.

payload

content: ITo3BossseT UCKaTh 3aJaHHYIO IOJCTPOKY B COIEPIKHU-
[!]"<cTpowra>"; MOM TIOJIC3HOM HArpy3Ku makera. BoCKIHMIIaTeNbHBIN
3HAK 03HAYaeT OTCYTCTBHE YKAa3aHHOW MH(POpPMALIUU B
nakere. [lo yMon4aHuio JaHHBIA aTpUOYT SBISIETCS
YyBCTBUTEJBHBIM K peructpy. s o0o3HaueHus: 1BO-
WYHBIX JaHHBIX CIEAYET UCIOIb30BATh 1IIECTHAAIIATE-
pUYHBIE 3HAYCHHUS, OTACICHHBIC BEPTUKAIBHBIMU Yep-
tamu: |00 5C|. Atpubyr content wuMeer He-
CKOJIbKO MOAM(PHUKATOPOB, KOTOPbIE MOTYT pacIioia-
raTbCsi CICA0M 3a HUM.

nocase; Momudumupyer crosuii panee atpuOyT content,
JieNiasi ero HeUyBCTBUTEIBHBIM K PETUCTPY.

depth: 3naveHue atpubyra (B OaiiTax) ompeaesseT, Kak Ja-
<umncJyio_OanT>; JIEKO B TOJIE3HOW HArpys3ke MmakeTa JO0JDKeH MPOU3BO-
JUTHCS TIOWCK.




ATpuOyT

Onucanne

offset:

<umciio 0amT>;

3HadeHnue aTpulyTa OompenensieT, CKOIbKO 0aliTOB MOo-
JIE3HOW HArpy3KH clieqyeT npomnyctuth. [louck Oynmer
BECTHUCh, HAUMHAA C UMCJIO_OayT+1-ro 6aiTa.

distance:
<umciio 0amT>;

ATpubyT moxox Ha depth, HO yKa3bIBaeT, CKOJIHKO
0aliT HEOOXOAUMO MPOMYCTUTh IOCJE MPEAbIAYIICH
COBIIABILIEH MOACTPOKH MEPEZ MPOIAOJDKEHUEM IOUC-
Ka.

within:

<umciio 0amT>;

ATpuOyT yKa3plBae€T CHUCTEME HCKaTh COBIAJCHUS
JMIIb B IEPBBIX YUMCJIO OayT, HauYMHAsA C KOHIA
MPEABIAYIIEH COBIABIIEN ITOACTPOKH.

non-payload

dsize: <pazmep>; CpaBHUTH pa3Mep MOJIE3HON HArpy3KH C 3aJlaHHBIM.
Bo3moxHO yka3zaHuWe IHMana3oHOB 3HAYEHHM C HC-
MOJIL30BAaHUEM 3HAKOB >, < U <>. Hanpumep: >128,
300<>500 (o1 300 10 500).

flags: [IpoBepuTh, yCTAHOBJICHBI JIM YyKa3aHHbIC Quarun B

[V *|+]<dbnarm>

npunsToM TCP-nmakere. diaru 3anvchIBalOTCS MOJ-
psia 6e3 mpobOenoB U 0003HAYAIOTCS CIEAYIOIINM 00-
pazom:

F — FIN (LSB B 06aiite ¢maron)

S—SYN

R—RST

P — PSH

A— ACK

U—URG

1 — Pe3epB 1 (MSB B 6Gaiite daros)
2 — Pe3eps 2

0 — daru He yCTaHOBJICHBI

MoryT OBITh JIONOJIHUTEIBLHO HCIOJIb30BAHBI ClIe-
TYIOIIE MOIU(PUKATOPHI:

! — yka3zaHHbIe (hy1ard HEe YCTaHOBJICHBI

* — yCTaHOBJICH XOTs ObI OJIMH U3 YKa3aHHBIX

+ — YCTaHOBJICHBI YKa3aHHBIC U JTIOOBIC IPYTHE

itype: <tmmn>; CpaBauth Tum ICMP coolrienus ¢ ykazaHHbIM. Bo3-
MOXXHO YKa3aHUE JUANa30HOB 3HAYCHHUH C MCIIOIb30-
BaHHMEM 3HAKOB >, < U <> (CM. BBIIIIE).

icode: <xon>; CpaBauTtb k011 ICMP coo0mienus ¢ yka3aHHBIM.




BMmecTto [P-anpecoB MOryT HMCIOJIB30BaThCA MEPEMEHHBIC, 3aJaHHBIC BBIIIIEC
10 TEKCTY CIEAYIOMIUM 00pa3oM:

var <uMdA [NepeMeHHON> <3HadyeHUe NepeMeHHO>

YTo0OBI cocnaThCs Ha MEPEMEHHYIO Jajiee B TEKCTE, NIEPE]l €€ UMEHEM ClIe/ly-
€T ITIOCTABUTH 3HAK JI0JuIapa $.

B Tekct (aiina mpaBus MOKHO BKJITIOYATh KOMMEHTApPHH, KOTOPHIE OTIEIs-
I0TCS 3HaKOM #. Best ma(opmarus cipaBa oT 3TOro 3HaKa U 10 KOHIIA CTPOKHU CUH-
TaeTCsl KOMMEHTapUEM U HE UHTEPIIPETUPYETCS CUCTEMOM:

#<KOMMEHTapuii>

PaccMoTpum mpumep 3aaHusi JBYX MNEPEMEHHBIX MOCIEIYIOIIEro HX UC-
10JIb30BaHus B npaBuie, puibrpytouiem Bxoadmue ICMP-naketst ECHO (tun 8):

# TsobOasibHEIE [IepEeMeHHEE
var HOME NET 192.168.247.1
var EXTERNAL NET ! $HOME_NET

# ObHapyxXeHMe 5X0-3alpocoB (ping'os)
alert icmp SEXTERNAL NET any -> SHOME NET any
(msg:"Incoming ECHO REQUEST"; itype: 8;)

3.5.4. Ucnoan3zoBanue COA Snort

COA Snort MOXXHO HCIIONB30BaTh Kak aHAIMW3aTOp Tpaduka, o0aJarouiuii
3HAYUTEIBHBIMU BO3MOXHOCTSIMU M0 (uibTpanuu mnaketoB. Hampumep, MOXHO
co3aarh (aiia ¢ MpaBWIAMH, HCHOJIb3YIOIIUMHU HMCKIIOYUTENbHO NEHCTBUS THIA
log. B pe3ynbTaTe U3 BXOIALIEr0 NOTOKA JTAHHBIX OyAyT OTOOpPaHbl U COXPAHEHbI
MAKEThl, yIOBJIETBOPSIIOUINE YKA3aHHBIM NMpaBUjaM. Tak Kak MO YMOJYAHUIO XKYyp-
HaJ BeJeTcsl B JBOMYHOM opMmare tcpdump, OH MOKET ObITh UMIIOPTUPOBAH MOYTH
BCEMU CIIEUAIN3UPOBAHHBIMU MporpaMmamMu aHajinsa Tpaduka. OObIYHO 3TH IPO-
rpaMMbl MO3BOJISIOT HAIJISTHO OTOOpaXXaTh COAEPKUMOE IMAKETOB, HO HE 00J1a1at0T
TAKMMU BO3MOXKHOCTSIMH 110 UX (puUiabTpanuu, Kak Snort.

Jliig 3amycka Snort B peskrMe aHanu3atopa Tpaduka, Kak U Juis 3alycKa ero B
pEeXHUME CUCTEMbl OOHApyKEHHs aTak, HEOOXOAMMO BBHINOJIHUTH CIEIYIOIIYIO KO-
MaHJy B KoMaHAHOU cTpoke Windows:

snort -1 <uHTepgemc> -c <opamyu KOHOUI'ypaumm>
-1 <oyTbe K XypHaiy>

rac

<mMHTepdemc> — HOMEpP HHTep(l)eﬁca, nonyquHLIﬁ B pE3yabTaTe BBIIIOJIHCHHUA
KOMaHObkI snort —-W



<parmyn xoHOUT'ypaumm> — IMyTb K (aily, B KOTOPOM XPaHATCS HACTPOHKH
POrpaMMBbl U TIpaBuiIa OOHAPYKEHUS

<IIyTh K XYypPHaJy> — IyThb K KaTajory, B KOTOpPOM HEOOXOAMMO COXPAaHUTh
daiin KypHaa

[Ipumep:

snort -i 3 -c ../log

Crnenyetr oOpaTuTh BHUMAaHHE, YTO MPH 3alMCU MyTH HCIONB3YIOTCS HE 00-
paTHbIE, a MPSIMBIE «KOCHIE YEPTHD.

Jns 3aBepuienust pab6otsl COA  Snort, HEOOXOAMMO HaXaTh KJIABHIIH
<Ctrl+C>.

PaccMoTpuM Heckosabko mpaBui (Tadi. 4.3), KOTopble MO3BOJSAT OOHAPYKU-
BaTh aTaKH, ONMKUCaHHbIE B pasnene 1. TekcT npaBuil JOHKEH 3alUChIBATHCSA B OJHY
CTPOKY.

../etc/my.conf -1

Ta6numna 4.3
ITpumeps! npaBust COA Snort

Onucanue IIpaBuio

alert icmp SEXTERNAL NET any —>
SHOME NET any (msg: "Incoming ECHO
REQUEST"; itype: 8;)

1 | OOHapyXeHHE BXOJSIINX
ECHO-3amnpocos (ping’oB)

alert icmp SHOME NET any —>

2 | OGHapy»XeHHUE HCXOJISIINX
SEXTERNAL NET any (msg: "Outgoing ECHO

ECHO-otBeTOB

REPLY"; itype: 0;)
3 O6H3,pY)KeHI/Ie oonpiux | alert icmp SEXTERNAL NET any ->
ICMP-makeToB (aTaKa SHOME NET any (msg: "Incoming large
. ICMP packet"™; dsize: >800;
«Ping of Deathy) P )
4 | DoS-ataka Winnuke alert tcp SEXTERNAL NET any ->
SHOME NET 135:139 (msg: "DoS Winnuke
attack"; flags: U+;)
5 3anp0c Ha DOAKJIIOYEHUE K alert tcp $EXTERNAL_NET any ->
139 IOpPTY «UQDK6a Sh{B) $HOME_NET 139 (msg: "NETBIOS SMB IPCS
13 BHEIIHEH C@H{( Ba B share access"; flags: A+; content:
A "100|"; offset: 0; depth: 1; content:
puanra) "|FF|SMB|75|"; offset: 4; depth: 5;
content: "\\IPCS|00|"; nocase;)

alert tcp SEXTERNAL NET any ->
SHOME NET 139 (msg:"NETBIOS SMB IPCS

share access (unicode)"; flags: A+;
content: "|00|"; offset: 0; depth: 1;
content: "|FF|SMB|75|"; offset: 4;
depth: 5; content:




Ne Onucanue Ipasuio
"|5c00|T|00|P|OO|C|QO|S| 0O";
nocase;)

6 | 3ampoc Ha MoAKIOYeHHeE K | alert tcp SEXTERNAL NET any ->

445 HopTy(bnymﬁa Sth) $HOME_NET 445 (msg: "NETBIOS SMB IPCS
U3 BHEIHGHH C@H{( Ba BA share access"; flags: A+; content:
A "|00|"; offset: 0; depth: 1; content:
praHTa) "|FF|SMB|75|"; offset: 4; depth: 5;
content: "\\IPCS$|00|"; nocase;)
alert tcp SEXTERNAL NET any ->
$HOME_NET 445 (msg:"NETBIOS SMB IPCS
share access (unicode)"; flags: A+;
content: "|00|"; offset: 0; depth: 1;
content: "|FF|SMB|75|"; offset: 4;
depth: 5; content:
"|5c00|T|00|P|0OO|C|00|S$|00|"™; nocase;)
6 O6H3py>KeHI/I€ CKaHI/Ipo- alert tecp $EXTERNAL_NET any ->
BaHHS [IOPTOB METOIOM SHOME NET any (msg:"NULL port
scanning"; flags:!FSRPAU;)
NULL.
7 O6H3pY)KeHI/Ie CKaHUPO- alert tcp SEXTERNAL NET any ->
BaHHS [IOPTOB METOIOM SHOME NET any (msg:"XMAS port
XMAS scanning"; flags:FPU+;)
BbBIIIOJIHUTH!
5. Co3marp B kartajore «\snort\etc» aiinm «my.conf», comepx amuii Ciaeayromue

CTPOKHU:

var HOME NET <IP-agpec COA>
var EXTERNAL NET !SHOME NET

Jo6aBuTh B (aitn «my.conf» mpaBuiio, mo3BoJisoIiee 00HaAPYKUBATh BXOISIINE
ECHO-3anpocsl. [IpoBeputs, mpoucxoaut jau oOHapyxeHue, 3anyctus COA u3
Katayiora «\snort\bin» cieayromiei KoMmaHa0M (U3 «KOMaHIHON CTPOKU):

snort -i <mHTepderic> -c ../etc/my.conf -1 ../log

Jl1st npoBepkH BRIMOIHUTH Heckoiabko ECHO-3ampocoB ¢ Ipyroro KOMIberoTepa,

HCIIOJIB3Ysd KOMAHOY:

ping <IP-anmpec COA>

. Homomuute ¢ain «my.conth npaBuwiamu, ykazaHHeiMH B Tabn. 4.3. Jlus mpo-

BEPKU OOHApPYKEHUS MOAKIIOYCHHH K ciry»)0e SMB ncnonbp3oBaTh KOMaHIy:
net use \\<IP-ampec COA>\IPCS "" /user:""



K kxakoMy mopty npousBoautcs nojkiatoueHue? Kak 3To 3aBUCUT OT HCHOJIb-
3yeMOM OnepaimoHHON CUCTEMBI?

3.5.5. BoisiBiieHue (aKTa CKAHUPOBAHMS MOPTOB

B COA Snort BCTpoeH NporpaMMHbI MOAYJb, MO3BOJSIOIIMN BBISBIATH
CKaHMPOBAHUE MOPTOB 3AIIUIIAEMON CUCTEMBL. ANITOPUTM, OOHAPYKUBAIOIINUN CKa-
HUPOBAaHUE, OCHOBAH HAa TOM, YTO MPU CKAHUPOBAHUH MOPTOB CYLIECTBEHHO YBEJU-
yuBaeTcs kounuectBO ucxoasumux TCP-makeToB ¢ yctaHoBieHHbIM ¢iarom RST.
VYcraHoBka 3Toro (piara Ha OTHPABIIIEMOM B OTBET MAaKeTe O3HAYAET, YTO IMOPT, K
KOTOPOMY MPOU3BOAMIIOCH OOpaleHue, 3aKpbIiT. Takum 00pa3oM, aHAIU3UPYS KO-
JIMYECTBO MAKETOB C ycTaHOBJIEHHBIM (piiarom RST, MokHO 0OHApYyKuTh QakT cka-
HUPOBAHHUSI IOPTOB CUCTEMBI.

[IporpamMHBIil MOAYJb, UK MPEIPOLIECCOP, KAK €r0 Ha3bIBAIOT pa3paboTyu-
Ki Snort, MHUIMATU3UpYyeTCcs U3 (aiiia KoHpUrypanuu cieayromuMm odopasom. B
KOH(UTYpaIIMOHHBIN (aiin crneayer 100aBUTh CIETYIONINE CTPOKH:

preprocessor flow: stats interval 0 hash 2

preprocessor sfportscan: proto { <mpoTokos> } scan type
{ <Tun ckaHupormaHu#a> } sense level
{ <uyBcTBUTenbHOCTE> } logfile { <¢pamn c orueTomM> }

IlepBas cTpoka mpeaHa3HadyeHa sl MHULMaIU3aluu npenporeccopa Flow,
0e3 KOTOporo MojyJjib OOHapy>KeHHsI CKaHUpOBaHMs He pabotaeT. BTopas cTpoka
uHMIManu3upyer npenpoueccop sfPortscan, mpu 3ToMm 3amaroTcs cienyromue mna-
paMeTpbl (KUPHBIM MIPUPTOM MOKA3aHbI PEKOMEHIyEMbIe 3HAUCHUS ):

<IIPOTOKOJI> — aHAJIM3UPyEeMBIi NpPoTOoKoa (tcp, udp, icmp, ip proto,
all)
<TWUIl CKaHMPOBAHMA> — BBIABILIEMBIE THUIIBI CKaHMpOBaHMA (portscan,

portsweep, decoy portscan,distributed portscan,all)
<UyBCTBUTEJbHOCTEL> — YYBCTBUTEIbHOCTH (1ow, medium, high)
<pain _c orueTom>— uMs (aisia, B KOTOPBIA OyAeT MoMelieH oT4eT 00 oOHa-
PYKEHHBIX MOIBITKaX CKAaHUPOBAHUS TTOPTOB

®aiinn ¢ oTueTOM OYJET pacrojaratbcsi B Karajore, yKa3aHHOM MapaMeTpoM
—c npu 3amycke Snort. HyBCTBUTEIBHOCTh ONPEEISET NEPeUeHb aHAIU3UPYEMOM
WH(pOpMAIMK U B UTOT'E CKA3bIBACTCS HA BEPOSITHOCTH «JIOKHOU TpeBorm» (s high
oHa HauOombias). 3a Oosiee MOAPOOHON HHQpOpMaIMEH O MapaMeTpax MOy
sfPortscan cienyer oOpamaThes K TOKyMEHTAllMK Ha Snort.

[TpuBenem npumep HacTpoiiku moayis sfPortscan:

preprocessor flow: stats interval 0 hash 2

preprocessor sfportscan: proto { all } scan type { all }
sense level { medium } logfile { portscan.log }



[Ipn mannHo# HacTpoiike Snort OyJeT BBHISBISATH BCE OMUCAHHBIE B pasnaene |
METO/Ibl CKaHUPOBaHUs MopToB. HeoOxoaumMo oTMETUTh, 4TO JBE U OOJIbLIE IpOoIe-
Jypbl CKaHUPOBAaHUS IOPTOB, BBIIIOJIHEHHBIE BO BPEMSI OAHOIO C€aHCa pPadOThI
Snort, OyayT oTpaxkeHsl B (paiisie peructpanuu cOOBITUN TOJBKO OJUH pa3. ITO Oc-
TaeTCsl CIPABEJIMBBIM JaXe B TOM CIIy4ae, KOI/Ia MCHOJIb3YIOTCS Pa3HbIE METOJIbI
ckaHupoBaHusi. TakuM oOpa3oM, JiJIsl MOBEPKH BO3MOKHOCTH OOHAPY>KEHHUS CKAHM-
pOBaHUS, BBIMOIHAEMOTO pa3HbIMU METOAAMHM, Snort HEOOXOAMMO 3aKpbIBATh U 3a-
IIyCKaTh CHOBA.

BBIIIOTHUTH!

8. HomomauTh daiin «my.cont) MPUBEICHHBIMHU BBIINIC CTPOKAMH JIJII HACTPONKH
npenporeccopa sfPortscan. C wucmoib30BaHUEM YTHJIMTBI nmap IMPOBEPHUTH,
MPOUCXOJUT JU OOHAPYKEHHUE TOIBITOK CKAaHUPOBAHHUS MOPTOB 3AIMIIAEMOTO
y3ia. Mcronp30Bath cineayromue KOMaHAbl ISl 3aIyCKa CKAaHUPOBAHMUSL:
nmap <IP-ampec COA> -v -sT -p <Imana30H NOPTOB> — i
CKaHHWPOBAHUS METOOM C IMOJHBIM HUKJIOM nojakaoueHus (meton Connect)
nmap <IP-ampec COA> -v -sS -p <OranasoH IOPTOB> — i
CKaHHWPOBAHUSA C HEMOJIHBIM LUKJIOM MojikItoueHus (metoa SYN)
nmap <IP-ampec COA> -v -sN -p <Iomana30H NOPTOB> — i
ckanupoBanus npu nomomu TCP-nmakera co cOpomieHHBIME (aaraMu (METO
NULL)
nmap <IP-ampec COA> -v -sX -p <aramna30H MOPTOB> — i
ckanupoBanus npu nomoun TCP-maketa co BceMH yCTaHOBICHHBIMU (haraMu
(meTton XMAS)

9. Kakue mMeToJpl CKaHUPOBAHUS MO3BOJIAIOT MPAKTUYECKU BBISBIISTh HAIUUUE OT-
KpBITBIX TOPTOB? Kak 3TO 3aBUCHUT OT UCHOJIB3YEMOM ONEPALMOHHON CUCTEMBI?
Bce nu ykazaHHble MeTO/1bl CKaHupoBaHusi oOHapyxuBaeT COA Snort?



4. OPITAHU3AUUA BUPTYAIIbHbIX YACTHbIX CETEU

4.1. 3ada4u, pewaembie VPN

3aluieHHble KOMIBIOTEPHBIE CETH HA CETOAHSIIHUNA JIEHb MPUMEHSIOT TEX-
HOJIOTHIO 3alTUThI HHPOPMAIIUHU, BKIIFOYAIOIIYIO B CEOsI KaK AJIEMEHTBI MEKCETEBOTO
DKPAaHUPOBAHMS, TAK U MEXaHU3MBI KPUNTOTpadUIECKON 3aIUThI CETEBOTO Tpadu-
ka. Takast TexHosiorusi nosyuyuia Hazpanue VPN — Virtual Private Network (Bup-
TyajbHas 4acTHas ceTh). B nmuteparype (cM. [2]) BcTpedaroTcsi pa3iuuHbIe Onpese-
JICHUS BUPTYyalbHON YacTHOM ceTu. MbI Oy/ieM UCIoab30BaTh clenytomee. VPN —
ATO TEXHOJIOTHSs, 0OBEIUHSIIONIAs IOBEPEHHBIE CETH, Y3JIbl U MOJb30BaTEICH Yepe3
OTKPBITBIE CETH, K KOTOPhIM HET noBepusi. OCHOBHAS MJied TaHHOTO OINpeAeIICHUs
npuBeieHa Ha cxeme (puc. 4.1).

peanbHO
YCTaHOBNEHHbIE
coeqnHeEHUA

OopraHunsauus
3alAThbl

CUTyauus ans
BHElUHero
Habnwparens

Puc. 4.1. Cxema VPN

[Ipennonoxxum, umerorcs e JokaibHbIX ceTh (LAN-1 u LAN-2, puc. 4.1),
puHaJJIeKAIIMe OJHON opraHu3alnuu (Hampumep, rojioBHou oduc u ¢punuan). O6e
9TH JIOKAJIbHBIE CETH 0OBEIMHEHBI ITPU TTOMOIIM WHOM CeTH, B OOJBIIMHCTBE CITyYa-
eB Juist 3Toro ucnoiybdyercs Murtepuer. C TOUKM 3peHHUs MOJb30BaTENEH COeANHe-
HUSI MOTYT YCTaHaBJIMBATHCA MEXKIY JIIOOBIMU y3JIaMU 3TUX JIOKAJbHBIX ceTeil. Ha
CaMOM K€ JIeJie pealibHble COCJIMHEHUS yCTaHABIMBAIOTCS Yepe3 MOCPETHUKOB, He-
KHX «YEpPHBIX AIIMKOBY», YCTAHABIMBAEMBIX Ha BXOJE B KXY M3 HUX. 3agada
ITUX «UYEPHBIX SAIIUKOB» TaK 00padOTaTh MAYIIUNA MEXIY HUMH CETEBON Tpaduk,
YTOOBI 3JIOYMBIIIJICHHUK WM MPOCTO BHENTHUI HAOIIOATEh HE MOT COBEPIIUTD C



nepenaBaeMoil HHGOPMAIMEeH KaKoro-Tu00 JEeHCTBUS, MPUBOAIIETO K yiepOy. A
MMEHHO, HE JOJDKEH HapyIIUTh KOH(MUIEHIMATHHOCTh, HETOCTHOCTh W TIOJJIMH-
HOCTh MH(popManuu. HbIMU ciioBamu, nepenaBaeMasi MHQoOpMalus, BKIOYas aji-
peca ee moyrydaTeliss U OTIPABUTENs, TODKHA OBITh 3amm@poBana U Kpunrorpadpu-
4yeckH noanucana. Kpome Toro, 3aaya «4€pHbIX SAIIAKOBY» — 3alIUIIATh CaMU JIO-
KaJIbHbIE CETH OT HECAHKIIMOHUPOBAHHOIO JIOCTYyMa K HUM U3 TJI00anbHOM cetu. Ta-
KM 00pa3om, BHEUIHUN HAOJIOAATENbh JOKEH YBUJETh B CETH JIMIIL 3amu@po-
BaHHBIM 0OMeH HMH(OpMaIueld MEXAYy ABYMS «YEPHBIMHU SIIUKAMU» U HUYEro 00-
Jee.

Takum oOpazom, MOKHO chopmysHpoBath, uTo VPN npusBana pemars cie-
JTYIOILIKE 3a0a4H:

— o0ecrneynBarh 3aUTy (KOH(GUIECHIUMATBHOCTD, LIEIOCTHOCTb, MOJIMHHOCTD)
mepesaBacMoil mo cersM HHpopMamui'. Kak ykasblBaIoch BBIIIC, NAHHAs 3a1ada
pemraercss TpPUMEHEHUEM KpUNTOrparueckoro MeToja 3alluThl IepeaBaeMoi
uHdopmaIuy;

— BBIIIOJIHATH 3alIUTy BHYTpeHHHUX cerMeHTOB cetu oT HC/I u3BHe. Pemenue 3a-
Jla4d BO3MOXHO Ojaroaapsi BCTpoeHHbIM B VPN-cuctemsl pyHKINAM MEKCETEBOTO
SKPAHUPOBAHMS, & TAKXKE KPUNTOTpaPUUECKUM MEXaHHM3MaM, 3aIllpellaroluM He-
3amn(poBaHHbII ceTeBOM Tpaduk;

— obecrnieunBaTh UACHTU(PUKALMIO U ayTeHTU(PUKALMIO MoJib3oBaTenel. Jlannas
3a71a4a BO3HUKAET BCJIEACTBUE TOTO, YTO, KaK CKa3aHo B onpeneneHun VPN, B cetn
JIOJKHBI B3aMMOJICHCTBOBATh JIMIIb JOBEPEHHBIE Y3JIbl, JOBEPUE K KOTOPHIM BO3-
MO>KHO TOCJIE MTPOXOXKICHUS POLEAYP UACHTU(PUKALUU U ayTEHTU(DUKALIIH.

OtnenpHO crosIIeH 3amadeit, permaemMoit VPN, siBisieTcst s5koHOMUS (DUHAH-
COBBIX PECYPCOB OpraHu3alllM, Korja Jjis o0ecrnedeHus 3alluIleHHON CBI3U ¢ (Pu-
JvajgaMy MPUMEHSIOTCS HE 3allUILIECHHBIEC BbIICJICHHbIC KaHAJbI CBSI3H, a IHTEpHeT.

Chopmynupyem psan TpeOGoBaHMiA, KOTOPBIE MPEABIBISIIOTCS K MPOTPAMMHO-
aIrmapaTHbIM KOMIUIEKCaM, peaym3yromuM VPN:

— MacmTabupyeMocTh, T. €. BO3MOXXHOCTb CO BPEMEHEM MOJKIIF0YaTh HOBBIE JIO-
KaJIbHbIE CETH 0€3 HeOOXOJMMOCTH U3MEHEHUS CTPYKTYphl uMmetoiericst VPN;

— HWHTETPUPYEMOCTb, T. €. BO3MOKHOCTH BHeApeHus VPN-cuctembl B umero-
HIYIOCSl TEXHOJIOTHI0 0OMeHa HH(pOpMaLIHEi;

— JIETAIBHOCTh M CTOMKOCTH HMCIIOJb3YEMBIX KPHUIIOAJITOPUTMOB, T. €. CHCTEMA
JIOJIKHA UMETh COOTBETCTBYIOIINI cepTU(PUKAT, TO3BOISIOLUIUHN €€ UCII0JIb30BaTh Ha
tepputopun Poccuiickoit denepanuu ¢ 1ey1bl0 3alUThl KUHPOPMALIMK OTpAHUYECH-
HOT'O JIOCTYMa;

— TIPOITyCKHAas CIOCOOHOCTh CETH, T. €. CHCTeMa He JOJDKHA CYIIECTBEHHO yBe-
JUYMBaTh 00bEM IepeaBaeMoro tpaduka, a Takke yMEHbIIaTh CKOPOCTh €ro Ie-
penauu;

! 3amernm, aro KJIACCHYECKYIO 3a/1ady 3aluThl HHGOpMaluu B BUAE 00ecreyeH s ee JOCTyITHO-
ctu TexHosorus VPN caMoCTOsATENbHO pelaTh HE MOXKET.



— YHUPUIIUPYEMOCTh, T. €. BO3MOXKHOCTh yCTAHABJIMBAThH 3AIUIICHHBIE COEIU-
HEHUs C KOJUIeraMu 1o OM3HECY, y KOTOPBIX yKe ycTaHoBieHa nHass VPN-cuctema;

— o0uas COBOKyNHasi CTOUMOCTb, T. €. 3aTpaThl Ha MPUOOpETEHne, pa3BepThIBa-
HUE U OOCTY>KMBAaHHE CHCTEMBI HE JIOJDKHBI MPEBOCXOJIUTHh CTOMMOCTh CaMOW WH-
dbopmanuu, 0COOEHHO €CJIM Peub UJIET O 3alUTEe KOMMEPUYECKON TaliHBbI.

4.2. TyHHenupoesaHue 8 VPN

Kak yka3piBasioch BbIllI€, OCHOBHAs 3aaada, pemaemas VPN, — ckpeITh ne-
penaBaeMblil Tpaduk. [Ipu 3T0M HEOOXOAUMO CKPBITh KaK MepeJaBaeMble JaHHbIE,
TaK M aJpeca pealibHbIX OTIPABUTENS U NoJydarens naketoB. M kpome Toro, HeoO-
XOJJUMO O0ECHEeYUTh LEJOCTHOCTh M IMOJUIMHHOCTh MEepenaBaeMbIX JaHHbIX. [l
3allUThl MEPENABAEMBIX JAHHBIX U peajbHbIX [P-agpecoB MPUMEHSIIOTCS KPHUIITO-
rpaduueckue anroput™Mel. [Ipu oTnpaBke MakeToB MPUMEHSIETCS] TYHHEITUPOBAHUE,
T. €. B TaKeTaX, KOTOPbIE UAYT B OTKPHITON CETH, B KAUECTBE a/IpeCOB PUTYPUPYIOT
TOJIBKO aJpeca «YEpHbIX AIUMKOB». KpoMe TOro, TyHHEIMpOBaHUE MPEIIIONIAracT,
YTO BHYTpPHU JIOKAJIBbHBIX CeTel TpauK Mepesaercss B OTKPhITOM BUJIE, @ €r0 3aluTa
OCYLIECTBJISIETCS TOJIBKO TOI'/1a, KOT'/Ia OH MOMA/IaeT B «TYHHEIIbY.

Nrak, myCcTh y HacC UMEETCS MaKeT, COAEpKAINN 1aHHble U [P-3aroioBok, ko-
TOpbIe mojIekar 3amure (puc. 4.2). J{ns 3anmumTel IPUMEHUM KpUNITOTpaduuecKue
METO/Ibl U 3alIM(ppPyeM U JaHHbIE, U 3ar0J0BOK BMecTe. Tak Kak HeoOXoaumo obec-
NEYUTh CKOPOCTh 00pabOTKM MHGPOpPMALIMM, TO IS 3alM(pPOBaAHUSA, €CTECTBEHHO,
OyJieM UCIO0JIb30BaTh CUMMETPHUYHBIN aJITOPUTM.

N3BecTHO, YTO MPUMEHEHHE CUMMETPUUYHBIX aJIFTOPUTMOB IUGPOBAHUS Tpe-
OyeT pelieHus 3ajladyd paciupoCTpaHEHUs: CUMMETPUYHBIX Kitodei. [loaromy mo-
CTYNHM CJIEAYIOIUM 00pa3oM: MPUKPEIIUM CUMMETPHUYHBIN KIIIOY MPAMO K 3arud-
POBaHHBIM C €r0 MCIOJIb30BaHUEM JaHHBIM. Ha30BeM CUMMETPUUYHBIN KJIIOU MMAKET-
HBIM KITFOUOM (€ro €Il1e Ha3bIBAIOT CEAHCOBBIM KITFOYOM). DTOT MAKETHBIN KITto4 Oy-
JIeM TeHepUPOBaTh CIydyallHbIM 00pa30M IpU OTIPABICHUH KaXkJI0r0 HOBOT'O IaKeTa
(Torma oH JACWCTBUTENBHO «IaKETHBINY» Kirov). JInbo OymeM ero reHepupoBaTh
TaKXKe CIy4allHO IPU KaXXJIOM ceaHce oOMeHa. Toraa JaHHBIE BCEX MAKETOB, TMepe-
JTABa€MbIX B JAaHHOM CEaHCe CBS3H, OyAyT MK(POBATHCA OJHUM U TEM KE KIIFOUOM,
Y 3TO YK€ «CEAHCOBBIIN» KITIOY.

KoHeuHo, Henb3s1 OTNPaBIATh MAKETHBIA KIIIOY B OTKPBITOM BUJE, MPUKPETI-
Jsi ero K 3amu@poBaHHBIM UM JaHHBIM. CrenyeT ero 3amudpoBars. Bocnonabiy-
eMCsl TEM, YTO KJII0Y, B OTJIMYME OT JAHHBIX, — 3TO JIMUIb [1apa COTEH OUT (B 3aBU-
CUMOCTHU OT pealiu3aliuu, Hampumep, 256 our — nnuHa kiaouda anroputma ['OCT
28147-89, 56 our — mmHa kimoua anroputmMa DES). Takum o6pazom, moxkem
NPUMEHUTH 00Jiee MEAJICHHbIE aCUMMETPUYHBIE aIrOPUTMbI U 3alIu(PpoBaTh C UX
MOMOIIBIO TAaKeTHbIN Kitod. Bmecte ¢ tem, s mmudpoBaHUsl MAaKEeTHOrO KIKOYa
MOXKET OBITh MPUMEHEH U CUMMETPUYHBIN anroputM. Kitou anroputMa mudposa-
HUS IAKETHOIO KJIFOYa Ha30BEM KJIOUOM CBSI3H.
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Puc. 4.2. IIpeobpazoBanue OTIPaBIIEMOTO MaKeTa

Kpome Toro, nisi obecriedeHus! LEIOCTHOCTH MAKETOB CT€HEPUPYEM 3JIEK-
TpoHHO-IIUGpoByI0 nmoanuck (D1IT) Hamero makera u npukpenum ee K Gpopmupye-
MOMY TIAKETY.

CoBokynHocTs DUII 1 3amm@poBaHHOrO MAaKETHOrO KJKOYa Ha3bIBAIOT ay-
TEHTU(PUIUPYIOUTIM 3aTOJIOBKOM.

Jlist Toro 4roObl OTNPAaBUTh CIE€HEPUPOBAHHBI HAMM IAKET, HEOOXOAMMO
no0aBuTh K HeMmy [P-azmpeca ncroyHuka u npueMHUKa. B ciydae TyHHeENs 3TUMHU
aapecamu OynyT aapeca norpaHuyHbix VPN-y3no0B. Eciu ke 3amuiiaercs: Tpaduk
MEeXAy ABYyMS y3iamu 0e3 MPUMEHEHMsI TYHHENs, TO 3TH aJipeca COBMAAyT C ajpe-
CaMM B UCXOJHOM IIaKETE.

Takum 00pazoM, UCXOHBIN MakeT 3amuiieH. OcTaloch BBISICHUTH PSJl MO-
MeHTOB. Bo-1miepBbix, kakuMm o0pa3oM OyAeT OCYIIECTBICH OOMEH KIIFOUOM CBSI3HU H,
BO-BTOPBIX, UTO OyZeM MOHUMATh MO IU(GPYEMbIMH JaHHBIMH: TOJIBKO JIMIIb JaH-
HbI€ NPUKJIAJHOIO YPOBHS JIUOO OTHOCALIMECS K TPAHCIOPTHOMY WM CETEBOMY
YPOBHIO.

Yr1oObl OTBETUTH Ha BTOPOH BOMPOC, PACCMOTPUM YPOBHH 3aIIHMIIEHHBIX Ka-
HaJIOB.

4.3. YpoeHu 3awjuyeHHbIX KaHas10e

Htak, HeoOxoaumo pa3olpaThcs, JaHHble Kakoro ypoBHs Moaenu OSI monu-
aexar mudpoBaHuio B npouecce opranuzauuu VPN.

Paccmorpum ynpomennyro moaens OSI, peann3oBaHHYIO B CTEKE MPOTOKO-
noB TCP/IP. Dta Moaenb npernoiaracT HaIMuMe YeThIpeX YPOBHEN: MIPUKIIAIHOTO,
TPaHCIIOPTHOT'O, CETEBOr0 M KaHaiIbHOro. COOTBETCTBEHHO, [UISl KaXAOrO0 YPOBHS
BO3MOXKHOCTh LIM(pOBaHUs NepeaaBaeMoi MHPopMmanuu pasnuyHa. Tak, Ha npu-



KJIQJITHOM YPOBHE MOKHO CKPBITh JAaHHBIC, HAIPUMEp, IEKTPOHHOIO MUChbMa WM
nojryyaeMoit web-ctpanunel. OgHako ¢akT nepenayu nuchbma, T. €. AUAJIOor Mo Hpo-
Tokosry SMTP ckpbITh HEBO3MOXkHO. Ha TpaHCIIOPTHOM ypOBHE MOXKET OBbITh BMe-
CT€ C JAaHHBIMU CKPBIT U THII IIeperaBaeMoil mHpopmaimu, ogHako [P-agpeca momy-
qaTens ¥ MPUEMHHUKA OCTAIOTCS OTKPHITHIMU. Ha ceTeBOM ypoBHE yXke MOSBISETCS
BO3MOXKHOCTH CKpBITh U [P-aspeca. DTa ke BO3SMOKHOCTh MMEETCSl ¥ Ha KaHAJTbHOM
YpOBHE.

Yem HIKE YPOBEHb, TEM JIETUE CAENATh CUCTEMY, (PYHKIIHOHUPOBAHUE KOTO-
poii OyJeT He3aMeTHO ISl IPHIIOKEHUH BBICOKOTO YPOBHSI, U TeM OOJBIIYIO YacTh
nepenaBaeMoil HHPOPMaLUKA MOKHO CKPBITh.

JI71st KaXK10r0 YPOBHSI MOJIEH pa3pad0TaHbl CBOM MPOTOKOJIBI (Tabi. 5.1).

Tabmuma 5.1
YpoBHHU 3aIIUIIICHHBIX KaHAJIOB U MTPOTOKOJIBI
Yposennb IIpoTokoJibl
[TpukitagHoi S/MIME / PGP / SHTTP
Tpancnoptasiii (TCP/UDP) | SSL/TLS/SOCKS
Ceteoii (IP) IPSec / SKIP
KananpHbIii PPTP /L2F / L2TP

Tak, Ha NPUKIIAJHOM YPOBHE JUIsl 3aIUThI 3JIEKTPOHHON NOYTHI IPUMEHSIETCS
npotokonl S/MIME (Secure Multipurpose Internet Mail Extension) 110 cuctema
PGP. [lns 3ammrsl oomena no nporokorny HTTP npumensiercs nporokon SHTTP
(Secure HTTP). Ha nanHoM ypoBHE mH@pyeTCcss TEKCT MepeaaBaeMoro Mmo4roBoro
coobuienuss win conepxkumoe HTML-nokymenra. Henocrarkamu opraHuzanuu
VPN Ha 6aze mpoTOKOJIOB MPUKIATHOTO YPOBHS ABJISIETCS y3Kas 00J1acTh NEUCTBUS,
JUIS KaX/10M CeTeBOM CiIyObl OJIKHA OBITH CBOSI CUCTEMA, CIIOCOOHAs! HHTErpUpPO-
BaThCsl B COOTBETCTBYIOIIME MPUWIIOKEHUS. B mocoOuun Mel He OyieM noapoOHO pac-
CMaTpUBaTh CUCTEMBI 3TOI'O YPOBHSI.

Ha TtpancnopTHOM ypoBHE 4Yallle BCEro MpUMEHStOTCS npoTokonbl SSL (Se-
cure Socket Layer) u ero 6onee HoBasi peanu3anus — TSL (Transport Layer Secu-
rity). Taxoke npumensiercsi mporokoia SOCKS. OcoOGeHHOCTh MPOTOKOJIOB TPAHC-
MOPTHOT'O YPOBHS — HE3aBUCUMOCTh OT MPUKIIAJHOIO YPOBHS, XOTS Yallle BCEro
mU(ppoOBaHUE OCYLIECTBIsAETCA s mnepenaur 1no mnpotokony HTTP (pexum
HTTPS). HenocraTtkoM siBisieTCss HEBO3MOXKHOCTh M@ poBanus [P-agpecoB u TyH-
HenupoBaHus [P-niakeTos.

Ha ceTeBoM ypoBHE HCIIONIB3YIOTCS J1Ba OCHOBHBIX mpoTokoja: SKIP (Simple
Key management for Internet Protocol — mpoctoe ynpaBnenue xiatoyamu ais [P-
nportokoisia) u [PSec. Ha naHHOM ypoBHE BO3MOKHO Kak IU(pPOBaHHE BCETO Tpa-
¢uka, Tak U TyHHEIMpOBaHME, BKJItoyatouiee ckpeltue IP-anpecoB. Ha cereBom
YPOBHE CTPOSITCS camble pacnpocTpaHeHHble VPN cuctemsl.



KananeHbiit ypoBens mnpejacrasien nporokogamu PPTP (Point-to-Point Tun-
neling Protocol), L2F (Layer-2 Forwarding) u L2TP (Layer-2 Tunneling Protocol).
JIOCTOMHCTBOM JTAHHOTO YPOBHS SIBIISICTCS MPO3PAYHOCTH HE TOJIBKO TS TIPUIIOKE-
HUW TPUKJIATHOTO YPOBHS, HO U JJIS CIIY)O CETEBOT0 W TPAHCIOPTHOTO ypoBHs. B
YaCTHOCTH, JOCTOMHCTBOM SIBJISICTCSI HE3aBUCUMOCTh OT MPUMEHSEMBIX ITPOTOKOJIOB
CETEBOT'0 U TPAHCIIOPTHOTO YPOBHS — 3TO MOXKET OBITh HE TOJBKO [P-mipoTokosn, HO
u npotokosibl IPX (mpumeHsieTcst B JOKaJbHBIX CETAX ¢ cepBepamu Ha ocHoBe OC
Novell Netware) u NetBEUI (npumensiercs B nokanbHbix ceTsix Microsoft). [ud-
POBAaHUIO NOJIEKAT KaK IepeaaBacMble JaHHble, Tak U IP-agpeca.

B xaxmom 13 yka3zaHHBIX TPOTOKOJIOB MO-PA3HOMY PEaTH30BaHbl aJTOPUTMEI
ayTeHTU(UKAIIUK 1 OOMEHA KJTtouaMH UG POBaHUS.

4.4. 3awyuma GaHHbIX Ha KaHaJIbHOM ypPOB8He

Ha xananpHOM ypOBHE NPUMEHSAIOTCS YIOMSHYTHIE BbllIe NPOTOKOIbl PPTP
(pa3pabotuuk Microsoft), L2F (pazpabotuuk Cisco Systems) u L2TP (coBmecTHas
pa3pabotka Microsoft u Cisco Systems).

[Tporokonsr PPTP u L2TP ocHoBbIBatoTCS Ha mnpoTokoiie Point-to-Point
Protocol (PPP). PPP — mpoTokon kaHaJIbHOTO YPOBHS, pa3paboTaH I HHKAIICY-
JSIUUM TAHHBIX U UX JOCTABKU MO COCMHEHUSIM THUIIA TOYKA-TOYKA.

B ocnoBe nportokosia PPTP nexur cieayromui aliropurm: cHavana Ipou3-
BOJMUTCS WHKAINCYJALMA JAaHHBIX C IOMOIIBIO TpoTtokona PPP, 3arem mporokon
PPTP Boinonusger mmdpoBanre AaHHBIX U MHKancysinuio. PPTP unkancynupyer
PPP-kanp B maket Generic Routing Encapsulation (mporokon GRE). Cxema nnkar-
CyJISIIUM TIPUBEJICHA Ha puc. 4.3.

IP GRE PPP 1P TCP,

JlanHbie
3aroJI0OBOK 3aroJIOBOK 3aroJIOBOK 3aroJIOBOK UDP

Puc. 4.3. Uukancynsiuus B potokosie PPTP

K ucxomnomy otnpasnsemomy [P-makety (0003HaueHHOMY Ha PUCYHKE Ce-
PBIM IIBETOM) TocaeaoBaTeabHo qobdasnstorcs PPP-, GRE- u IP-3aromoBku. B HO-
BOM [P-mtakeTe B KaueCTBE apeCOB YKAa3bIBAIOTCS aJIpeca TYHHEIUPYIOIIUX Y3JI0B.

IIporoxon PPTP ouens wacto ucnosnb3yercsa nposanaepamMu MHTEpHET Ipu
OpraHu3alyy MPSIMOro KabeJIbHOro MOAKIIOUEHHS Mosib30Bareneil. B aTom cinydae
noJib30BatesisiM HazHauvaetcst [P-ampec u3 nuama3zoHa «JioMamiHUX» ceTeil (Hampu-
mep, 10.1.1.189 wim 192.168.1.1). CepBep npoBaiifiepa UMeeT JBa aapeca — BHYT-
peHHUM (U1 «JIOMaIllHeW» CeTH) U BHEITHUM («HacTosmuii»). Korna mons3oBarens
aBropusyercss Ha PPTP-cepeepe mnpoBaiinepa, eMy AMHAMHUYECKH BBIACISACTCA pe-
anpHbIN [P-aapec.

BHyTpu 5okanibHOM ceTH MEXAy mnosb3oBareiaem u PPTP-cepsepoM nmmpky-
aupyroT IP-mmakersl ¢ BHyTpeHHUMHU [P-agpecamu, BHYTpU KOTOPBIX UHKAICYIUPO-
BAaHBI IAKETHI C BHEIIIHUMMU aJPECAMU.



4] Log Viewer [Kananbnan VPN.ccf]

Eile Zearch
Mo | Pratocal | 1P addresses | Ports | Delta | # | | =) Ethemet IT
120 IF{GRE 10,1,1,189 =5 10.1.0.2  M/A 0,090 Crestination M&C: 0008 &5 FH2B 00
121 IPJGRE 1001.1.189 <= 10.1.0.2  M/A 1,412 SoukeMAC NDIESE o
122 PIGRE 1011189 =5 10.1.0.2  N/a i, 050 Ethertype: 0x0300 (2042 - IP
123 IP/GRE 10.1.1,189 == 10.1.0.2 M/A 0,210 Lireclionio L
124 IP}aRE 10.1.1.189 €= 10.1.0.2 NfA 0,020 Tlrne.I'E?eltaTlrne:21:55:15,8?1.I'IJ,01EI
125 IPGRE 10.1.1.189=>10.1.0.2  MJ& 0,000 ' Frame'size: 31 bytes
126 IP/SRE 10.1.1.189 == 10.1.0.2 M4 0,010 S ]
127 IP/GRE 10.1.1.189=>10.1.0.2  M/& 0,010 I version: 4 ()
128 IPJGRE 10.1.1.189 <= 10.1.0.2 M/A 0,040 Header length 0105 (5)---20 bytes
129 IP}GRE 10.1.1.189 €= 10.1.0.2 NA 0,030 - Type of seriitéa; (v 1)
130 IP}GRE 10.1.1.189 =5 10,1.0.2  NfA 0,020 Total length: (04D (77)
131 IPJGRE 10.1.1.189 = 10.1.0.2  MJ& 0,010 Iy NS0 (7]
132 IFJGRE 10.1.1.169 => 10.1.0.2  N/A 0,010 + Flags
133 IPIGRE 10,1.1.18% <= 10.1.0.2  N/A 0,020 Fragmierit affset 00000 (0]
174 TRIERE N1 1188 =10102 M i nnn o Tirne ml"‘fe’nxsn (12%)
Qx0000 00 OB eA F4 ZBE DC 00 OE-7F 74 Ad 35 08 00 45 00 c.idtb. OEES: K. Zr:;:;:un.ﬂ'xil;ggg (5(:§2E:I-conect
Oxz0010 o0 4D OE 90 00 00 20 EZF-16 32 04 01 01 ED OR D01 HleJ,."ZS Source IP: 10.1.1.189
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Puc. 4.4. I1aket npotokosna PPTP

Ha puc. 4.4 npuBenen npumep oomena no nporokoiry POP3 (nopt npuemuu-
ka 110), ocymectBisiemoro Mexay yaaineHHeiM POP3-cepBepom ¢ aapecom
194.226.237.16 m mnonp30BareiieM, KOTOPOMY Ha3HA4€H JIWHAMUYECKUN aapec
195.12.90.175. B nokansHOM ceTu BUAHBI makeThl ipoTokosia IP/GRE, npoxoasiue
Mexay y3namu 10.1.1.189 (BuyTpennuit agpec nonas3oBatens) u 10.1.0.2 (BHyTpeH-
Huii anpec PPTP-cepsepa).

OObIyHO TIpOBalJEPbl HE BKIIOYAIOT BO3MOXKHOCTH IU(PPOBAHUS U CHKATHUS
MHKAICYJIUPYEMbIX MaKETOB, TO3TOMY IPHU aHaIu3e Tpaduka B JIOKAJIbHOM CETH CO-
nepxxkumoe [P/GRE-makeToB 5ierko pacmno3Hath U yBUJETh aapeca, IPOTOKONI U Tie-
pelaBaeMble TaHHbIE.

st mmdpoBaHus MepeaaBaeMbIX JaHHBIX C HCIOIb30BAaHUEM KIMEHTOB C
OC Windows XP HeoOX0aMMO B HAacCTpOMKax MOJAKIIOUEHHUS yKa3aTh MyHKT «Re-
quire Data Encryption» («TpeGoBarh mmuppoBaHue JaHHBIX», pUC. 4.5).

B nportokone PPTP mnsa ayrentudukanuu npeaycMaTpUBAIOTCS pa3IUYHbIC
MIPOTOKOJIBI Ay TCHTU(UKATIIN:

— Extensible Authentication Protocol (EAP),

— Microsoft Challenge Handshake Authentication Protocol (MSCHAP),
— Challenge Handshake Authentication Protocol (CHAP),

— Shiva Password Authentication Protocol (SPAP)

— Password Authentication Protocol (PAP)



& drive Properties @EI

Gereral | Options | Secunity | Netwarking | Advanced

Security optionz
(*)iTypical [recommended settings)

Walidate my identity as follows:

Require zecured paszword b

[ ] Automatically use my Windows logon name and
pazsword [and domain if any)

[ ] Requirs data encryption [disconnect if none)

) Advanced [custom settings)

IPSec Settings...

[ OE. ] [ Canicel

Puc. 4.5. Hactpoiika knuenta npotokosia PPTP

Haubonee croiikum siBnsercs npotoxkon MSCHAP Bepcuu 2, TpeOyromuid
B3aMMHYI0 ayTeHTHU(]HKaIuio KiMeHTa u cepsepa. B mpotokone MSCHAP moryt
OBITh UCITOJIB30BAHbI TPU PA3IMYHBIX BapUAHTA [I€pEAadn Mapois:

— KJIMEHT MepPelaeT CEPBEPY NAPOJIb B OTKPHITOM TEKCTOBOM BU/IE;

— KJIMEHT NEepelaeT CEPBEPY XA MAPOJIs;

— ayTeHTU(UKaLUs cepBepa U KIMEHTa C UCIOJIb30BAHUEM BbI30Ba U OTBETA.

[Tocnennuii BapuaHT HanboJee 3alMILEHHbIN, aITOPUTM €r0 COCTOUT B Clie-
nytoieM (puc. 4.6).

— KimenT 3anpammBaeT BbI30B CETEBOIO UMEHHU.

— Cepsep Bo3BpaliaeT 8-0alTOBBIN CitydaliHbIN BbI30B (Hampumep, «01234567»,
puc. 4.7).

— Kuuent Berunciser x3m-QyHKIuo napois airoputmMoMm «Lan Manager» (Ha-
npumep, «C2 34 1A 8A Al E7 66 5SF AA D3 B4 35 B5 14 04 EE»), no6asmnsiet
MSATh HYJIEH 17151 co3aanus 21-0aiiTOBOM CTPOKH U IETTUT CTPOKY Ha TPH 7-0alTOBBIX
kitoua. Kaknpiil K09 ucnodib3yercs s mu(poBaHus BbI30BA C UCTIOJIb30BAHUEM
anroputMma DES, uto npuBoauT k nosiBienuto 24-6aiTHOTO MU(PPOBAHHOTO 3HAYE-
Hus (Hanpumep, «AA AA AA AA AA AA AA AA BB BB BB BB BB BB BB BB
CC CC CC CC CC CC CC CC»). KnmueHT BBIIOTHSAET TO XK€ CaMOE€ C XOIII-
GbyHKUMENH naposisi, IoJy4aeMOl alfOPUTMOM X3IIUPOBaHUs, peanru3zoBaHHoM B OC



cemerictea Windows NT. B pesynbsrate hopmupyercs 48-0aliTHoe 3HaU€HUE, KOTO-
pO€ BO3BpAIaeTCs CEpBEPY KaK OTBET.

— CepBep uieT 3HaUYCHHE XAMI-QPYHKIIMU B CBOEW 0Oa3e MaHHBIX, MUpPYyeT 3a-
IPOC C TIOMOIIBI0 XAMI-(QYHKIIMM W CPAaBHUBAET €r0 C MOJYYCHHBIMH MTU(POBaAH-
HBIMH 3HAYCHUSAMU. ECIIM OHU COBMAMAIOT, Ay TeHTU(DUKAIUS 3aKaHIMBACTCS.

Cepsep,
K 0aza
JIHCHT napoJien
l Br130B — Br130B l
Xo1I- Xo111-
napoJjb ==>| DES DES |<= napoJjb
l ,
OtBer |[==>| OTBer <:> OrtBer
Puc. 4.6. Ayreatudukanus B nporokoie MSCHAP
8 Gaiit «BBI30B» 0001020304050607
KnueHnr | Cepsep

16 Oaiir hash  +

SHynen = 21 Gaitt

C2341A8AAI1ET7665F AAD3B435B51404EE
C2341A8AAI1E7665F AAD3B435B51404EE 0000000000

7 OauT 7 OauT 7 OauT
C2341A8AA1E766 SFAAD3B435B514 04EE0000000000
7 6aiitr DES Key 7 6aiitr DES Key 7 6aiitr DES Key
[Mudpyem Mudpyem Mudpyem
«BBI3OB» «BbBI3OB» «BBI30OB»
AAAAAAAAAAAAAAAA BBBBBBBBBBBBBBBB CCccceeeecececececececece
~ -
—
«OTBETY

Puc. 4.7. Cxema popmupoBanus «orsera» B mporokose MSCHAP

Jlns mmdpoBaHus NepeaBaeMbIX JaHHBIX MPUMEHSIETCS MOTOYHBIN IIHGP
RC4 ¢ 40- mubo 128-pa3psiiHbIM KIOUOM. AJITOPUTM TpeAroiaraeT CyIecTBOBa-



HUE CEKPETHOTO KII0Ya, M3BECTHOTO OOOMM yYacTHUKaM coeauHeHus. [laHHbIHi
Kitou Gopmupyercs u3 xam-pyHkuun «Lan Manager» mapoiis mojib30BaTens, u3-
BECTHOI'O U KIIUEHTY, U CEPBEPY.

4.5. OpeaHu3zayusi VPN cpedcmeamu npomokona PPTP

4.5.1. IlocTanoBKa 3aga4u

[Ipennaraercst opranu3oBarh coeuHeHue 1o nporokony PPTP mexny nsyms
CeTeBbIMH y3iaMmH. [Ipu 3TOM UMUTHUpPYETCS COEIUHEHUE, KOTOPOE IO0JIb30BaTellb
WNHTepHeT ycTaHaBIMBAET C CEPBEPOM MpOBaiiepa B TOM CiIyyae, Korja HUCIob3y-
eTCsl TIOJIKJIFOUEHHE 10 BbIEJIEHHOMY KaHainy Ha ocHoBe Ethernet. B pesynbrare
MOJKJIIOYEHHS T0JIb30BaTelNo Beiaensiercs [P-agpec, KoTopblii MOKeT ObITh U3BEC-
TEH TOJIb30BaTEII0 3apaHee MO0 BBIACNATHCS JUHAMUYECKU. J[MHAMUYECKOE BbI-
JIeJIeHUE aJpecoB MO3BOJSET 3aTPYJHUTh MICHTU(DUKALMIO y371a MOJIb30BaTENs U3
WNHTepHeT, cnenaB ero B KaKOW-TO CTEIEHM aHOHMMHBIM. Kpome Toro, 3Tto naer
BO3MOXHOCTH IpoBaiaepy 0omnee 3(h(PEeKTUBHO MCTIOIB30BATh BBIJCICHHOE EMY ajl-
PECHOE MPOCTPAHCTBO.

Jlis UMUTaIuU IpeanoiaraeTcsl UCIoib30BaTh aBa pabounx mecta. IlepBoe
pabouee mecto (puc. 4.8) nmurupyer PPTP-cepsep MHTepHeT-npoBaiiaepa, 3TUM
cepBepoM sBisieTcst komnbiorep moa ympasienunemM OC Windows 2000/XP. Ha
ITOM ke pabodeM MecTe UMHUTHPYETCS MOIb30BATEIbCKUNA KOMITBIOTEP, KOTOPHIM
BBIIIOJIHAETCS B BUJIE€ BUPTYyaibHON MammHbel VMWare ¢ ycranosiennoit Windows
2000.

2 "\
I I
I VMware OcHoBHaa OC |
I Windows 2000 Windows 2000/XP I
: I
| VPN VPN I
| KrMeHT B " cepeep |
I l ] | | I
I 192.168.1.129 192.168.200.2 192.168.200.1 192.168.1.128 | |
|
. _J
Ethernet
192.168.1.1
Web-cepBep

Puc. 4.8. Cxema umutupyemoinn VPN-cetn



Btopoe pabouee mecto (MM MOXKET OBITH 000N KOMITBIOTEp B JIOKAJIbHOMN
CETH) UMUTHPYET yAaJCHHBIA Web-cepBep.

[Ipeamonaraercs, uro yganennsii web-cepBep umeer [IP-agpec 192.168.1.1,
OCHOBHOW KOMITBPIOTEpD HMEET JBa WHTepdelica — BHYTPEHHUH C aIpecoMm
192.168.200.1 u BHemHu# ¢ agpecom 192.168.1.128. [Tonb30BaTENBCKUNA KOMIIbIO-
Tep umeer BHyTpeHHuir azapec 192.168.200.2. Ilpoiins aBropuzanuto Ha PPTP-
cepBepe, TMOJb30BATEIbLCKUM KOMIIBIOTEpP TMOJYYHUT aJpec BHEIIHEH CEeTH
192.168.1.129. B nanbHeiiiiem mojib30BaTeIbCKUM KOMITbIOTEp OyAeT oOpamiaThes
K BHeIIHeMy web-cepBepy no npotokoixy HTTP.

Ananmu3 Tpaduka OyAeT OCyIIECTBIATHCS B JIOKAIBHON CETH MEXKIY IMOJIb30-
BaTEJIbCKUM KoMIbroTepoM U PPTP-cepeepom.

4.5.2. YcranoBka u HacTpoiika VPN

BBIIIOTHUTA!

1. HacTpouth BUpPTyallbHYIO CETh MeXAy OCHOBHOW OC M BUPTyaJIbHOM MAIIMHOM
Windows 2000. /1515 3TOTO BBIIOTHUTH CIAEAYIOLIUE TEHCTBUS.

2. B o0mmx HacTpoWKax BHPTyaJIbHOW CETH BKIIOUUTH amantep VMnetl (ommus
«Enable adapter», puc. 4.9).

=4 Yirtual Network Editor,

Summary | &utomatic Bridging | Host Virtual Network Mapping | Host Vitual Adapters | DHCP || NAT

Metwork, Adapter Wirtual Metwork, | Statuz
E 2 Adapter Yidnet Whdnet] Enabled
BBt ware Metwork Adapter Yhinetd Whinetd Dizabled

Chdwaane Metw

Dizable adapter

l Add new adapter... ] l Bemove adapter ]

5] [oves ]

Puc. 4.9. AxtuBanus anantepa VMnetl




3.

4.

e

B paznene «Host Virtual Network Mapping» HacTpouTh CBOICTBa amanrtepa
VMnetl, ykazaB noxacetb 192.168.200.0 (puc. 4.10).

=+ ¥irtual Network Editor

| Summary | Automatic Bridging | Hest Yitual Network Mapping | Host Virtual Adapters | DHCP | NAT

Winetl Hﬁ kAL Bridge Miniport - Packet 5cheduler Miniport | E]

Whinet]

]

WMnet2 [ Nt bridged

¢ O

Whinetd | Mot i
; Subnet
Wiinetd Mot

Wnels: [ pol 192 . 168 . 200 . O

Whinets Mot

)

| n
o T Subnet Mask: 255 . 255 . 255 . 0 § j
| ®

=

Whinetd

Widrnetd | Mot bridged -

[ 0k ][ OTrena ] [TpurdeHTE

Puc. 4.10. Hactpoiika noaceru agantepa VMnetl

B HacTpoiikax 3arpyaeMoi BUPTyaJlbHOM MAalllMHbl yKa3aTh NOJKIIOYEHHE K
agantepy VMnetl (puc. 4.11).

VYcranosuts [P-agpec BuptyansHoil Mmamuubl 192.168.200.2.

VYcranoButh [P-anpec amantepa VMnetl ocHoBHoit OC (VMware Network
Adapter VMnet1) 192.168.200.1.

[Togkmouenne no JokaibHOM cetu ocHOBHOM OC wnactpouth Ha IP-ampec
192.168.1.128.

Jlo6aButs B ocHOBHOM OC BXxomsmiee nogkmoueHrne VPN, s 9ero B CBOMCT-
Bax «CeTeBOro OKpyXEHHUs» 3amyCTUTh «MacTtep HOBBIX MOAKIIOUeHU». C mo-
MOIIIBI0O MacTepa IMOCJIEeI0BATEIbHO YCTAHOBUTH CIEAYIOLIME MapaMeTphl: «Yc-
TaHOBUTH MPSIMOE MOJKIIOUYEHUE K JAPYroMy KoMmibloTepy»; «[IpuHumats BXO-
JSIIMe TOAKITIOYEHUs»; «Pa3peluth BUPTyaldbHbIE YACTHBIC TMOJKIIOYCHUSD;
yKa3zaTh YYETHYIO 3aliCh, KOTOpasi OyJeT UCIOIb30BaHA JJIsl TIOJIKIIFOUECHHUS.
HactpouTts B ocHoBHOM OC Bxoasuiee noakiatouenue VPN B paznenax:
«Obmue» = «Pazpemuts IpyruM MOJIB30BATENSIM YCTAHABIMBATH YaCTHOE
MOJKIIOUEHUE K MOEMY KOMIIBIOTEPY C MOMOUIbI0 TyHHeNsl B MHTepHeTe win
JIpyrou cetu» (YCTaHOBJICH).

«ITonb3oBarenn» = «Bce mosib30BaTenn JOJKHBI AEpKaTh B CEKPETE CBOM Ila-
poJiv ¥ JaHHbIe» (COpOIIEH)



«Cetb» = «IIporokon Unrepuera (TCP/IP)» = «Pa3pemuts 3BOHSAIIMM 10C-
TYII K JIOKQJIbHOU ceTH» (YCTaHOBJICH)

«Cetb» = «lIpotoxon Hurtepuera (TCP/IP)» = «VYkazarp IP-ampeca sBHBIM
obpazom» (192.168.1.128 — 192.168.1.254)

«Cetp» = «Kuimnent qyis cereit Microsoft» (ycTaHOBIIEH)

«Cetb» = «Cnyx0a noctyna K (aitnam u npuntepaM cereit Microsofty (ycra-
HOBJICH)

OcranbHble TapaMeTpPbl OCTABUTH 110 YMOIYAHHUIO.

Virtual Machine Contral Panel

Hardware | Options
Device Surnmary Device status
JoE
Memary 175 MB
v|C b at
&3 Hard Disk 1 (SCSI 0:0) ST Sl R
CD-ROM 1 (IDE 1:0 Auta detect .
% ( ) u. " E_EC Connect ta the fallawing netwark:,
&Flnppy 1 Ising drive &;
ERnic 1 Bridged () Bridged: Comnected directy to the physical netwark
@USB Contraller Present (I HAT: Used to share the host's P address
le'F‘araIIEI 1 Using port LPT1
) Host-only: & private network, shared with the host
(%) Custom: Specific vitual network
Yhdnet] [Host-only]
Add... ] [ Bemove
] 4 l [ Cancel ] [ Help ]

Puc. 4.11. Hactpoiika agantepa BUpTyajJbHOW MalIMHBI Ha agantep VMnetl

10. HoGaButh B OC BUpPTYyaIbHON MAlIUHBI TOAKIIOYCHHE K BUPTYAIbHON YaCTHOM
cetu yepe3 MHTEepHET co chaeayomuMy napaMmeTpamu:
«IP-agpec koMIbrOTEpa, K KOTOPOMY OCYIIECTBIIsIeTCA noakinodenue» (IP-axpec
HazHavyeHus): 192.168.200.1
«beszonacHocTh» = «Tpelyercs mudpoBaHue JaHHBIX» (COPOIIIEH)
«Cetb» = «Twun BeI3bIBaeMoro cepsepa VPN» = «TyHHENbHbBIA TPOTOKOJI TOY-
ka-touka (PPTP)»
«Cetb» = «Tun BeI3BIBacMoOro cepsepa VPN» = «Hactporikay = «IIporpamm-
HOE C)KaTue JaHHBIX» (COPOIIICH)
«Cetb» = «Kmment s cereit Microsoft» (ycTaHOBIICH)



«Cetb» = «Ciyx0a nocrymna K Qaitnam u npunTepam cereit Microsofty (ycra-
HOBJICH)

11. YroOsl npeaoTBpaTUTh BO3MOXKHOCTh CETEBOI0 J0CTYyNa K (ailiaM 1 Karajoram
ocHoBHOi OC ¢ BUpTyanbHOW MamuHbl B 00xo1 TyHHens VPN, Heo6xoaumo
JOTIOJTHUTENIBHO YCTAHOBUTH CIIEIYIOIINE MapaMeTphl ajsi coenunenus VMnetl
B ocHOBHOU OC:

«O6mme» = «lIporoxkon Wurtepuera (TCP/IP)» = «JlonmonHutensHo» =
«WINS» = «Otxntounts NetBIOS uepe3z TCP/IP»

«O6mme» = «Knmuent mist cereit Microsoft» (coporren)

«Obmue» = «Cnyxba nocryna k ¢aitiam u mpuHTepaMm cereid Microsofty
(cOporren)

AHaNoOruyHble MapaMeTpbl JOKHBI OBbITh YCTAHOBJIEHBI ISl MOJKIIOYEHHUS K
nokanbHOM cetu B OC BUPTYaJIbHOM MalvHbI (TOXeE, hakTudecku, VMnetl):
«O6bmme» = «lIporokon HWutepuera (TCP/IP)» = «JlomonmauTEnbHO» —=>
«WINS» = «Otxmtounts NetBIOS uepe3z TCP/IP»

«O6mme» = «Kmuent mist cereit Microsoft» (coporien)

«Ob6mue» = «Cnyxba nocryna k ¢aitiam u mpuHTepaM cereid Microsofty
(cOporien)

12. YcTaHOBUTH BUPTYaJIbHOE YaCTHOE MOJIKIIIOUEeHHE. BBIACHUTD ajipec, BbIJEICH-
HBI KIIMEHTY, a Takxke aapec cepsepa. Ilpu ycraHosienHoM napamerpe «Pas-
PEIINTh 3BOHSIIMM JOCTYII K JIOKAIBHOW CETH» MOMKIIOYHUBIINICS TaKUM 00pa-
30M KJIMEHT CTAHOBUTCS Y3JIOM JIOKaJbHOW CETH, HO TOJIbKO Ha CETEBOM YPOBHE
moaenu OS] u BeIIIE.

4.5.3. AHaJan3 3aIUIIEHHOCTH NepeaaBaeMoii nHGopMannu

[Tpennaraercst U3y4nuTh CTENEHb 3AIIMILIEHHOCTH MEPEJAaBa€MOM MO TYHHEIb-
HOMY COEIMHEHUIO NH(OPMALIUU C UCIIOJIb30BAHUEM aHaJIN3aTopa CETeBOro Tpadu-
Ka.

BBIIIOIHUTH!

13. Ha BTopoMm pabodem mecTe 3amyCTUTh TPOU3BOJIbHBINA Web-cepBep.

14. 3anyctuth aHanu3atop Tpaduka U HACTPOUTH €r0 Ha MepexBaT MaKeToB, Mepe-
JIABAEMBIX BUPTYAJIbHBIM CETEBBIM afantepoM VMnetl.

15. OtnpaButh 13 OC BupTyanbHoi MamnHbl HeckoJibko ECHO-3amnpocoB B ajzpec
cepBepa IByMs CIOcOOaMu: cCHavasia HanmpsaMmyro depes cetb VMnetl (agpec cep-
Bepa 192.168.200.1), a 3aTeM uepe3 TyHHEJIbHOE COEAMHEHHUE (aJpec cepBepa
HEO0OXOJMMO BBISICHUTH MPHU TMOMOIIU JUAIOTOBOIO0 OKHA COCTOSTHUSI COEIHMHE-
Hust). OOpaTtuTe BHUMaHUE, YTO TMAKETHI, MOCHIIAEMBIE Yepe3 TYHHEIHLHOE CO-
enuHeHe, He omo3HatoTca kKak [CMP-maketst. [lockonbky mudpoBanue mepe-
TaBaeMoil MH(POpPMAIUKA M MIPOTPAMMHOE CIKAaTHE OTKIIIOYEHBI, TO COACPKUMOE
ncxoaHoro IP-makera coxpaHseTcs B mepBOHAYaAIbHOM BUie. MI3MeHeHus B me-
penaBaemMoil nH(POpMAIIMK 3aKIFOYAOTCS TOJBKO B TOM, YTO K UCXOJIHOMY IaKe-



Ty nobaBisieTcst 3arojioBok nporokona PPTP, xotopsiif 3aTem cHuMmaeTcs npu
BBIXOJIC ITAKETA U3 TYHHEIIS.

16. IlepeBectu IP-aapeca ucrounukoB u npuemHukoB ECHO-3ampocoB (Bcero 4
pa3nuYHBIX aJpeca) B LIECTHAAUATEPUUYHYIO cUCTeMy HcuucieHus. Hailtu atu
ajpeca B MEPEXBAYEHHBIX NakeTax. YOeauThCs, YTO MpPU TyHHEIupoBaHuu IP-
ajipeca OCTAaIOTCS HEM3MEHHBIMU M MOTYT OBbITb BOCCTAHOBJICHBI B ClIy4ae Iepe-
xBata Tpaduka. [Ipuectu nakerst ECHO-3anpocoB, OTHpaBlIeHHBIX HAMPSIMYIO
Y yepe3 TYHHENb, U BBIICIUTD B HUX cOOTBeTCTBYIOIME [P-anpeca.

17. 3anyctuth Ha BUpTyalnbHON MamuHe Internet Explorer u mogkmouuThes K 3a-
NYyIIEHHOMY B JIOKaJIbHOU ceTH web-cepBepy. [Ipu momomum ananuzaropa Tpa-
¢dburKa MoCMOTpETh MaKeThl, NepenaBacMbie yepe3 uHTepdeiic VMnetl. Haittu
HTTP-3anpocs, ornpasisiembie Ha 80 (50h) mopt web-cepBepa, a Takke OTBETHI
cepBepa, ornpasisgemblie ¢ 80 mopta. Tekct HTTP-3anpoca HaunHaeTcs co cioBa
GET, cnenyromero 3a HuMm npodena u ganee URL 3ampammBaemMoro pecypca.
CpaBHUTB 3TH MAaKETHI C MAKETAMH, IEPEIABAEMBIMU 110 JIOKAJIBHOM ceTh. B yem
BBIPAKEHO OTJIMYHUE 3THX AKETOB?

18. PazopBarh BUPTyaJIbHOE COEINMHEHUE.

19. BximtounTs mm@poBaHue nepeaaBacMoi nHpopMauu, JUist 3TOT0 B CBOMCTBAaX
coeauHeHns B OC BUPTyaJIbHOM MalIMHbI YCTAHOBUTD CIEAYIOLIUI [TapaMeTp:
be3zonacnocmy = Illughposanue oannvix

20. YcranoButh BupTyasibHOE coeanHeHue. OtnpaBuTh n3 OC BUPTyalIbHOU Ma-
muHbl Heckobko ECHO-3anpocoB yepe3 TyHHenbHOE coenuHenue. [IpocMort-
peTh MepexBavyeHHbIN TpaduK, eCTh JIU BO3MOXKHOCTh YCTAaHOBUTD, AKEThI KAKO-
ro CoJep)KaHus MepenaBainch? 3amm@poBaHbl JU MO 3arojoBkoB? Kaxkas
uHpOpMaIUs MOXKET OBITh MepexBaueHa 3JI0YMBIIIJICHHUKOM B CIIy4ae €ro Moj-
KJIFOUEHUS K JIMHUU CBSI3U?

4.6. 3awuma OaHHbIX Ha cemeeoM ypPOBHe

Ha cereBoM ypoBHE npuMeEHSIOTCA 1Ba OCHOBHBIX anroputma: SKIP u [PSec.
Paznuuue B anropurMax, riaBHbIM 00pa3oM, COCTOUT B CIIOCOOE M€HEpaluu U Ie-
penaun Kiroden Uit uppoBaHus COIEP)KUMOI0 TaKETOB.

4.6.1. IIporoxoa SKIP

ITpotokon SKIP (Simple Key management for Internet Protocol — mpocroe
ynpaBienue kimouyamu Ui [P-mpotokona) paspaboran  kommaHuer — Sun
Microsystems B 1994 roay. OCHOBHBIMHU €T0 CBOWCTBAMH SIBJISIFOTCS: ammaparHas
HE3aBUCUMOCTh, MPO3PAYHOCTh JIJISi MPUTIOKEHUM W HE3aBUCUMOCTh OT CHUCTEMBI
mmdpoBanus. [locieqnee o4eHb Ba)XHO BBHJY TOTO, YTO B OOJBIIMHCTBE CTPaH
Mupa, BKIodas u Poccrio, CymecTBYIOT OTpaHUYCHUS HA TPUMEHIEMbIC B JAHHOU
CTpaHe CTaHIApThl MU(POBAHUS TEpeIaBaeMbIX MAaHHBIX. TakuM o0OpazoM, Mpu
peayiM3auy alropuTMa B KKIOM CTpaHE MOXKET OBITh MPUMEHEH CBOW CTaHIAPT
muppoBaHUs, B YACTHOCTH B Poccum TpuUMEHSETCS CUMMETPUYHBIA aITrOpUTM



I'OCT 28147-89. lIIupoko u3BeCTHasE pean3alns — JMHENKa TPOrpaMMHBIX MPO-
JIYKTOB «3acTaBa» poccuiickoil kommnanuu « 3JIBUCHy.

B ocHoBe anroputma JIeXHUT cUCTeMa OTKPBIThIX Kitoued Huddu-Xenmana.
B sT0il cucreMe mpeamnonaraercsd Hajdu4ue y KaxJAOoro W3 I0Jb30BaTeedl Mmapbl
kiroueid. Kaxxiplil mosib30BaTeNb CUCTEMBI 3aIUThl HHPOPMALIMM UMEET CEKPETHBIM
KJtou K¢, N3BECTHBIN TOJIBKO €MY, U OTKPBITHIN Ki1t04 Ko. OTKPBIThIE KIIOYH MOTYT
OBITh BBUIOXKEHBI Ha JIIOOOM 00I1I€IOCTYITHOM CepBepe.

OCOOEHHOCTBIO CXEMBbI SIBIISIETCSI TO, YTO OTKPBITHIMA K04 KO BBIYUCIISAETCS
u3 cekperHoro kitoya Ke. Bpiuncnenue ocymiecTBisieTcsl CIeAyOIMUM 00pa3oM:
Ko = gKc mod n, rne g u n — HEKOTOpbIe 3apaHee BbIOpaHHBIE JOCTATOYHO JJIMH-
HBIE IIPOCTHIE LIEIIBIE YHUCIIA.

IIpu 3TOM ecnu y3en J ycTaHaBIMBAET COEAUHEHHE C y3JI0M /, TO OHM JIETKO
MOTYT cOpMHUPOBATH OOIUI KITFOU 1T CHMMETPUYHOTO aJlrOpUTMa MIHGPOBAHUS
JTAaHHBIX, BOCIOJIb30BaBIINCh BO3MOXKHOCTBIO BBIUMCICHHS OOIIETo IJIsl HUX pasjie-
ngeMoro cekpera Kij:

Kij = Koj *Kci = (gKcj) *Kci mod n = (gKci)*Kcj mod n = Koi *Kcj = Kij.

WHbIMU c10BamMH, OTIPABUTEIb U NOJy4aTelb TAKETA MOT'YT BBIYUCIIHUTh pa3-
JIEJIIEMbIl CEeKpeT Ha OCHOBAaHWUU COOCTBEHHOT'O CEKPETHOTO KIII0Ya M OTKPBITOTO
KJI0Ya apTHepa.

HMcxoaHbiF IP - naket

CeccHOHHbIA

KkAl0u Kp HcxoaHbIH IP - nakeTt

JawmHdgpoean Kp -
CECCHOHHEIM KAHYOM

CeccHOHHbIA

Saroaneok IP KkAl0u Kp

HMcxoaHbiH IP - nakert

Omprr Jawnugpoean Kij -
A0ATOBPEMEHHEIM KAHYOM

Puc. 4.12. Cxema co3manus SKIP-mmakera

[Tony4yeHHbIN KiIt0Y Kij ABJISIETCS TOJITOBPEMEHHBIM Pa3AeiisieMbIM CEKPETOM
JUTst 110001 napbl a0OHEHTOB / U J U HE MOXKET ObITh BBIUMCIIEH TPETHEH CTOPOHOM,



TaK KaK CeKpeTHbhIe Kioun Kci u Kcj B ceTeBOM OOMEHE HE Y4acCTBYIOT M TPEThei
CTOPOHE HE TOCTYIIHBI.

Takum oOpa3omM, pasaensieMblil cekpeT He TpeOyeTcsl nepeaaBaTh 10 JUHUU
CBSI3U JUJISI OPTaHU3AlMU COCIMHEHUS, U OH IIPUTOJEH B Ka4eCTBE KJIIOYA /I CUM-
METPUYHOTO anroputMma mudpoBanus. OgHAKO HA MPAKTUKE IS MH(PPOBAHHS OT-
JIEIbHBIX MAaKeTOB MPUMEHSIOT TaK Ha3bIBAEMbIN MAKETHBIN KJIIOY, KOTOPBIN MOMe-
maoT B 3arojoBok SKIP-makera u 3ammu@poBBIBAIOT ¢ MOMOIIBIO pa3eisseMoro
CeKperTa.

Jlasiee mony4YeHHBIN MaKeT AOMOJHsIETCs HOBbIM [P-3arosoBkom, agpecamu B
KOTOPOM SIBIISIFOTCS a/ipeca TYHHEIUPYIOMIKX y3J10B (puc. 4.12).

[Ipenmy1iecTBaMu TaKOro PEUIEHUS SIBJIAIOTCSA, BO-NIEPBBIX, JOMOJHUTEIbHAS
3allldTa pa3iesseMoro CEKpeTa, Tak Kak OH HCIOJIb3yeTCs ISl udpOBaHUS MaJION
yacTu Tpaduka (TOJBKO JIUIIh MAKETHOTO KJII0Ya) U HE JaéT BEPOSTHOMY MPOTHUB-
HUKY MaTepuaj JUisi CTAaTUCTUYECKOTO KPUIITOAHATN3a B BUJIE OOJIBIIIOTO KOJIUYECT-
Ba uH(popMaImu, 3amrppoOBaHHOTO UM; BO-BTOPBIX, B CIIy4ae KOMIIPOMETAIUU Ta-
KETHOTO KJF0Ya yIiepd COCTAaBUT JIMIIb HEOObIas TPyIa MaKeToB, 3amu(poBaH-
HBIX UM.

B ToMm cnydae, korga oTCyTCTBYET HEOOXOIUMOCTh MU(POBAHUS WU TTO/IITH-
CBIBAHUS JIAHHBIX, COOTBETCTBYIOIIUE 3JIEMEHThI, @ UMEHHO MaKeTHbIN Kito4 1 DI
NakeTa, MOryT OTCyTcTBOBaTh. HeoOxomumocTh mu@poBaHus W/WIA MOANUCHIBA-
HUs yKa3bIBaeTCs Npu ycraHoBke napamerpoB SKIP-coenunenus. Tak, B npumepe
Hactpoek SKIP-nporokona B C3U «3acTtaBay, npuBeieHHOM Ha puc. 4.13 (B HIX-
HEW YacTu PUCYHKA), YKa3aHO Ha HEOOXOJUMOCTh MHU(PPOBAHUS JAHHBIX MAKETOB C
ucnosib3oBanueM aiaropurma DES, TpeGoBanue ayreHTHUUKAIMK, T. €. TpPUMEHE-
Hus DIIII makera, OTCYyTCTBYET.

Texnonorus, npumensitonias nporokon SKIP, He cBob6oaHa OT psiga opranu-
3aIMOHHBIX MPOOIEM:

— Heo0X0IUMO o0ecreynTh 0e30MacHOe XpaHEeHWe CEKPETHRIX Kitoueh Kc u Ko-
HIMPOBAHUS PA3AEIAEMbIX CEKPETOB Kij;

— HeobxoauMo obecreunTh 0e30MacHbId COco0 TeHepaluu U XpaHeHus (B Te-
YEHHE OTHOCUTEIHLHO KOPOTKOI'O BPEMEHU KU3HU ) MAKETHBIX KIto4el Kp;

— o0ecneyuTh CepTUPHUKALNIO OTKPBITHIX KIIFOUEH.

[Ipo6iema obecrneueHuss cepTUPUKAIMM OTKPBITHIX KIIOUEH BO3HUKAET
BCJICZICTBUE BO3MOKHOCTH MPOBEIECHMSI M3BECTHOWM araku «man-in-the-middley.
Wnes naHHOM aTaku HE HOBA U COCTOUT B CIIEIYIOIIEM. ATaKyrolas CTOpOHA HaXo0-
JUTCSL BHYTPHU CETH, rJe oOMeHHBaroTcs uHbopmalmeit nonb3zoBarenu i u j. Llens
aTakyu — XakKep JOJDKEH MPEUIOKUTH OT CBOETO0 UMEHH IMOJIb30BATEIIO 1 «I10IIENb-
HBII» OTKPBITBIA KIHOY Koj, a MOJb30BaTENIO j, COOTBETCTBEHHO, «IIOJJICIbHBIN»
Kitod Koi. JlaHHO€ NEWCTBUE BIIOJHE BO3MOXHO BCJIEACTBHUE TOrO, YTO OTKPBITHIE
KITFOUH TOJIB30BaTENeH JTIOJDKHBI PacioliaraThCsl B OOIIEIOCTYITHOM MECTe, Te 00s-
3aTeNbHO JOJDKHA OBITh pa3pelieHa 3anuch (PailioB (MHaY€ HUKTO HE CMOXET TO-
MECTHUTh TyJa CBOM OTKPBITHINA KiIt04). [locae Toro, kak moJMeHa KJIr4ei ocyniecT-
BUTCS, TPEThSI CTOPOHA CMOXET MPUHUMATh BeCh MHU(PPOBaHHBIN TpadUK OT OJHOTO



a0OHEHTa, pacmu(POBBIBATh, YUTATh, IMH(PPOBATH MO APYTHM KIOUOM U Iepesa-
BaTh JApyromy aboHeHTy. MIHbIMU cli0Bamu, BeCh 3au(pOBaHHBIN TpaduK MOUIET
gepe3 «UYeIOBeKa B IIEHTPEY.

Showing Secured Connection Details I

—Local Certificate
Fublic Key Length : 512
Cerificate Details © Kp03-1 AD=00000001 iCH=russia 'ST=moscow 1 OC=moscow /ORG=eh

Local Certificate Status : Verified {(Manualky, but :
Mo Issuer Certificate Found

—Remote Party
Remuote Site ; kpod AP Address=192.168.1.4
Cerificate Details: kKpD4-2 AD=00000002 /CH=Russia ST=Moscow 1.0C=Moscow 'ORG=Eh

Remaote Certificate Status Verified {(Manualhy), but :
MNo Issuer Certificate Found

SKIP parameters
Yersion: SKHIP v2 Site
Fey Algarithim: DES-CBC{64 bits)
Encryption: DES-CBC{64 hits)
Authentication: OFF

Help

Puc. 4.13. Hactpoiiku napamerpoB npotokoia SKIP

B kauecTBe 3amuThHl OT MOJOOHOW aTaku MPUMEHsSETCs cepTUUKaLUs OT-
KPBIThIX KiItouel. CMbICH cepTU(UKALNN 3aKI0YAETCA B CO3AAHUU JIEKTPOHHOTO
JIOKYMEHTa — cepTu(UKaTa OTKPBITOrO KiIto4a. B TaHHOM TOKyMEeHTe KpoMe caMmo-
ro 3JIEKTPOHHOTO KJII0Ya JOJDKHA COJEPKaThCsl MHPOpPMAIUS O TOM, KOMY JaHHBIH
cepTu(UKaT BBIAH, KaKOB CPOK €ro JEHCTBUS, K€M BBIJIAH, M, CaMO€ Ba)KHOE,
JOJKHA IpUCYTCTBOBATh DLIII OTKpBITOrO Kito4ya, CreHepupoOBaHHAsE OpPTraHU3alN-
eil, BbIAaBIIeH cepTU(UKAT. 3HAasE 3Ty OpPraHU3aLMIO, JHO0O0N IMOJIb30BATENb, XKe-
JAIOUK TPOBEPUTH MOJIMHHOCTh CEPTU(PHUKATA, MOXKET MOJYyUYUTh €€ OTKPBITHIN
ko4 1 nposeputhb DI, xpansuryrocs B cepTudukare.

[Ipeanonaraercs, 4To pacHpeieseHUEM OTKPBITHIX KIIIOUEW IOJIKHA 3aHU-
MaThCsl 3aCIy’KMBaIOLas JOBepUsl cTopoHa. B 3apyOexHol nuTeparype uist 1o100-
HOTO opraHa ucnosb3yercs Tepmun Certificate Authority («Horapuycy), B poccuii-
CKUX OKyMeHTax oH umenyercs Llentpom ceprudpukanuu (L{C).

Kak y>xe roBopuiock, ceprudukar — (aitn onpeneneHHoro ¢popmara. Hau-
Oosbliiee pacpocTpaHeHHe NOIy4yml popmaT cepTudukara, yCTaHOBICHHbIH Mex-
JTyYHApPOJIHBIM TeJIEKOMMYHUKaMOHHbIM coro3oM — ITU Rec. X.509. DnektpoH-
HBI ceprudukar crangapra X.509 comepkuT: uMs u3garens cepruduxara; UM
BJIa/iesbla cepTu(UKaTa; OTKPBHITHIN KIIIOY BiaAeiblla; CPOK IEHCTBUS OTKPBITOTO



(CeKpeTHOro) KIJIoYa W3/JaTelisi W BIAJENblla; JOMOJHEHUS; CIUCKHA OTO3BAaHHBIX
ceprudukaroB. [Ipumep ceprudukara orkpeiToro kimova B popmare X.509 npuse-

IieH B Ta0i. 5.2.

Tabnuma 5.2
[Tpumep cepTudukaTa OTKPHITOTO KIFOYA
IHoxe IIpuMmep 3HaYeHHS
Bepcus ceptudukara 1,2,3
N 40:00:00:00:00:00:00:ab:38:1e:8b:€9:00:31:0c:
Cepuiinblii HoMep cepTuduKara 60

Wnentudukarop anropurma
OUII

I'OCT P 34.10-94

Nwms uznarens ceptudukara

C=RU, ST=Moscow,0O=PKI, CN=Certification
Authority

Cpoxk aeiicTBus cepTudukara

HeictButenen ¢: Hos 2 06:59:00 1999 GMT
HeictButenen no: Hos 6 06:59:00 2004 GMT

Wwmst Bnagenbpia cepTudukara

C=RU, ST=Moscow, O=PKI, CN=Sidorov

OTKpBITBIN KIIIOY BJIAJIENIBIA

tun kiarova: OtkpeiTeiid ko ['OCT
JuHa Kro4da: 1024
3HaueHue: AF:ED:80:43.....

VYHuKaIbHbIA UACHTU(PUKATOP
u3narens

VYHuKaIbHBINA UACHTUPUKATOD
BIIaJ€/IbLIA

OUII Lentpa ceprudukanmu

[Tporokon SKIP conepkUT MEXaHU3MBbI 3aIIUTHI OT CJICAYIOIIMX BUIOB aTakK.
— Araku u3 cetu Ha cepBuchbl OC M Ha NPUKIAJAHBIE IPOTrPAMMBI, MTOJKIOYECHUE
HEABTOPU30BAHHBIX Y3JIOB K CETU. MeXaHu3M: B 3alIMIIAEMYIO0 CETh WA KOMIIbIO-
TE€p NPOMYCKAKTCS MAKETHI TOJIBKO OT BIIAJENbIIA PA3AEIAEMOr0O CEKpera.

— IlpocaymuBanue Tpaduka.

MexaHu3M: nepecaaBacMbIC ITAKCTbBI MOTYT OBITH

IIPOYUTAHBI TOIBKO BJIAJIETBLEM PA3AEISIEMOTO CEKPETA.
— IloBTopenue makeToB. MexaHusMm: B ayTeHTU(MHUIUPYIOUIYIO YacTh 3arojioBKa
SKIP-nakera nepea BbIYMCICHUEM KPUNTOCYMMBI MMaKeTa MOJCTABISETCA, B 4acT-

HOCTH, TCKYIICC BPCM:I.



— Tlonmena/mackapaa. MexaHu3M: BCe MAaKEThl U UX aJpecHass uHPpopManus ay-
TEHTU(DUIMPYIOTCA U 3aIIMINAIOTCS OT MOAJETKA KPUIITOCYMMOW MO TAKeTy, pas3-
JIETISIEMOMY CEKPETY U TEKYIIEMY BPEMEHH.

— IlepexBar ceccuil. MexaHu3M: B CETb MOYKET BOMTH TOJIBKO BJIAJIEIIEL] pa3fe-
JIIEMOT0 CEKpeTa.

— Araka Man-in-the-middle. Mexanusm: noanucannsie [1C ceprudukarsi.

— AHanu3 TOMOJOTUHU CeTH. MeXaHU3M: TOMOJIOTHUSI CETU MOJIHOCThIO CKPHIBACT-
Csl TYHHEJIMPOBAHUEM BCEX MUCXOJIAIINX U3 CETH MAKETOB.

— Kpunroananu3. Mexanusm: Oojblas AJIMHA MaKeTHBIX Kitoueh (1o 256 our);
yacTasi CMEHA IMaKEeTHBIX KiIro4yed — yepe3 kaxapie 5-10 IP- makeToB; orcyrcTBue
JAHHBIX JJI1 KPUNTOAHAIN3a Pa3JIEeNsieMOro CEKpeTa — OH HE MCIOJIb3YETCS HEIO-
CPEIICTBEHHO ISl KPUITOOOPaOOTKH.

— Araka: oTka3 B oOcCHykuBaHMM. MexaHu3M: HeuTpanusyercs s Bcex DoS
aTak, BeIyILIUXCcs Ha ypoBHe Bbilie yeM [P. B ceTp mpomyckaroTcs nakeTsl TOJIbKO
OT BJIaJIeJIblIa Pa3AENIsIEMOTO CEKpeTa.

Bwmecte ¢ Tem, 3ammTa oT psjia aTak IPOTOKOJIOM HE peaanu3yeTcs:

— OCYIIECTBIISICTCS 3alllMTa JIMIIb YacTH Tpaduka, HanmpuMep HAMpaBICHHOTO B
yaaneHuslid punuan. OcranpHol Tpaduk (Hampumep, K web-cepBepaM) MPOXOIUT
yepe3 VPN-ycTpolicTBo 6e3 00paboTku;

— HET 3allUThl OT JCHUCTBUM IOJb30BATEIICH, UMEIOIIUX CAHKIMOHUPOBAHHBIN
JIOCTYT B KOPIIOPATUBHYIO CETh.

4.6.2. IIporokou IPSec

[Tpotokon IPSec mo3BosisieT OCYIIECTBIATh JIBE BakKHEHIIMe GyHKIUUA CETe-
BOM 3alllUThl — OCYIIECTBIIATh KPUNTOIPAaPUUECKYIO 3aluTy TpaduKka U BBINOJI-
HATh (QUIBTPAIMIO BXOASIIUX/UCXOAAIIUX TakeToB. [Iporokon peanuzoBan B OC
Windows 2000/XP. IIpotokon obOecrieunBaeT ayTeHTU(UKAIIUIO YIYACTHUKOB CeTe-
Boro oomena (nmportokon IKE — Internet Key Exchange), 3amuty 1ienoctaoctu (3a-
ronoBok ayrentudukamuu AH — Authentication Header) u mmdposanue (ESP —
Encapsulating Security Payload)

Aytentudunupyromuii 3aronoBok (AH) BbImonHseT 3amuTy OT aTak, CBS-
3aHHBIX C HECAHKIIMOHWPOBAHHBIM M3MEHEHHEM COAEPKUMOro makera. J{ms sToro
0coObIM 00pa3oM mpumensiercs anroputm MDS5: B npouecce dpopmupoBanus AH
MOCTIEIOBATEIPHO BBIYUCIIACTCS XOUI-QPYHKIMSA OT OOBbEIUHEHHUS CaMOTO IMaKeTa H
HEKOTOPOTo MPEABAPUTENILHO COTJIACOBAHHOTO KJIIOYa, 3aT€M OT OOBEIUHEHUS IO-
JYYEHHOTO pe3yJibTaTa U MpeoOpa30BaHHOIO KIII0Ya.

3aronoBok ESP cimyxut mis obecriedeHus: KOH(GUIECHIIMATBHOCTH JTAHHBIX,
IpeanoiaraeT BO3MOXXHOCTh MCIOJIb30BAHUS JTIOOOTO CUMMETPUYHOIO alIrOpUTMa
mudpoBaHuUs.

[Tporokon obmena kimtouamu IKE oTBewaeT 3a mepBoHauYaIbHBINA 3TA ycTa-
HOBKM COEJAMHEHHS, CIOCO0 MHMIMAIM3ALUHN 3alllMIIEHHOI0 KaHalsla, MpOLEIypHhl
oOMEHa CEeKpeTHhIMHU KJII04YaMu, BeIOOp Merona mudpoBanus. [Ipenmonaraer tpu



Pa3IMYHBIX CTIOC00a ayTeHTU(PUKAIIMN: TEXHOIOTHIO «BBI30B-OTBET» C UCIIOIb30Ba-
HUEM XOUI-PYHKIIMU C OOIMM CEKPETHBIM KIFOUOM, MPUMEHEHUE CepTHU(HUKATOB
OTKPBITHIX KIIFOUEH U UCITOJIb30BaHue TpoTokoia Kepbdepoc.

4.7. OpeaHu3ayusi VPN cpedcmeamu C3U VipNet

4.7.1. IlocTanoBka 3aga4uu

PaccMOTprM HEKOTOPYIO THIIOTETHYECKYHO OPTaHHU3AIUI0, BEAYIIYIO MPOCK-
TUPOBAaHUE WH)XCHEPHOH JIOKYMEHTAIIMH, COCTAaBJISIONIEH KOMMEPYECKYIO TalHY.
["'0TOBBIC MPOCKTHI MEPEIAIOTCS 110 3AMTUIIICHHOMY KaHATy B yIalieHHbIC (DUITHAIIBI.

Brenpsiemast cucteMa 3aniuThl JODKHA 00ECIICUNTDh 3allUTy OT HECAHKITHO-
HUPOBAHHOTO JIOCTYIIA K TIEpe/iaBaeMbIM JaHHBIM, yIOBIETBOPSIS CICIYIOIIUM Tpe-
OOBaHUSIM:

— TOJBKO 3apETrUCTPUPOBAHHBIE MOJI30BATEIM MOTYT UMETh BO3MOXXHOCTh BXO-
Jla B CUCTEMY M 0OMeHa KOH(UIEHIIMATbHON HHpOpMAIIHEi;

— mepenaBaemas KoHUICHIMAIbHAs WHGOpMAIUS AOHKHA OBITh 3alUIICHA
KpunrorpadhuuecCKuMA METOJIaMH, OOeCIICUMBAIOIMMHU €€ KOH(HUISHIIMAIBHOCTD,
IIEJIOCTHOCTH M TIOJyTAHHOCTB;

— B IIEJIAX pacCieOBaHUS BO3MOXKHBIX MHITUACHTOB JOJDKHA BECTUCh PETUCTpa-
IIUs B JKypHAJIaX HanOoJiee BAKHBIX COOBITHIA, CBSI3aHHBIX C Tepeadeil 3amuiiae-
MO# MH(pOPMAIIMH 110 KaHaJIaM CBSI3H;

— nokHa ObITh oOecrieyeHa Oe3zomacHasi pabora mosib3oBaTeneid B MHTepHer
CpeICTBaMHU MEXCETEBOTO YKPAaHUPOBAHHSI.

[IycTh B maHHO# opraHuzanuu padOTaOT aJAMHUHUCTPATOp O€30MaCHOCTU U
nBa mnonb3oBarens. OauH MoJb30BaTeNb paboOTaeT B roOJIOBHOM oduce, Ipyrou B
yAalleHHOM (uinane. 3ajayaMu  aAMUHUCTpAaTopa 0€30MaCHOCTH SIBJISIIOTCS: CO3-
JTaHUE JIOTMYECKOW CTPYKTYPhI CETH, ONpEEIeHHEe HEOOXOIUMBIX COCIMHEHUIN Me-
KAy y371aMH, CO3/IlaHue KITIOYEBBIX HA0OPOB M IeHEepaIis MoJb30BaTeIbCKUX Mapo-
JIeH, yCTaHOBKa Pa3jIMYHBIX YPOBHEW 3aIIUTHI ceTeBOro Tpaduka. 3amadeid mojb30-
BaTeJICH, MMEIOIINX JIONMYCK K KIMeHTcKol yactu ViPNet, sBisieTcss oOMeH KOH(H-
JEHITMATHFHON HHPOPMAIIUCH.

B xone pabotel numuTHpyeTCS (PYHKITMOHMPOBAHUE YETHIPEX pabOYMX CTaH-
U TBE CTAHIIUU ISl paOOTHI MOJTH30BATENCH U IBE CTAHITNH I paOOTHI aIMIHU-
cTparopa 0€30MmacHOCTH. AJIMUHUCTPATOP HCIOIB3YET JBa (YHKIHOHAIHHO pa3-
auyHbeIX komnbeloTepa: ViPNet Menemxkep u ViPNet Koopaunarop.

Kpome Toro, mmutupyercs padoTa KOMITbIOTEPAa CTOPOHHETO HAOJIOAATEeNs
(3710YMBIIIJIEHHUKA), UMEIOIIEr0 BO3MOXHOCTh 3aXBaThlBaTh CETEBOM Tpaduk Ha
NyTH €ro clieOBaHus. 3ajladyeil CTOPOHHETro HaOJtoJaTensl sSBISETCS aHalu3 BO3-
MO>KHOCTH MOJIyYeHHS I0CTyNa K KOH(UIEeHIUaTbHON NHPOPMALIHH.

JlabopaTtopHasi paboTa BBINOJHSAETCA JBYMs CIYyIIATEIsIMU Ha JABYX pabodmx
MECTax C UCIOJIb30BAHUEM TEXHOJIOTHHU BUPTYyalbHbIX MalvH (cM. [Ipunoxenune 1).



[TepBoe pabouee MeCTO UMUTHPYET KOMIIBIOTEP IOJIb30BATENSI OCHOBHOIO ouca u
koMmmbioTep «ViPNet Menemkep» anMuaECcTpaTopa 6e3onacHoctH. Bropoe pabo-
yee MECTO MMUTHPYET KOMITBIOTEp MOjb30BaTens (uinana u kommbioTep « ViPNet
Koopaunarop» agmunuctpatopa 6e3omacHoctd. Ha kaxmom pabodem mecte 3a-
myckatotcs e BuptyaiabHbie MammHabl ¢ OC Windows 2000 mist ycranoBku C3U
VipNet.

OCHOBHBIE OINEPAIMOHHBIE CUCTEMBI HA 000MX PabOYMX MECTaX UMUTUPYIOT
KOMITBIOTEPBl CTOPOHHUX HAOIIOJATENe U KCIONb3YIOTCA JUIsl aHalld3a CETEBOrO
Tpaduka.

Jlns uccnenoBanus npuMeHsiercs neMonctpanuonnas Bepeust C3U VipNet.

4.7.2. HacTpoiika ceTeBbIX COCAMHECHUI BUPTYaJbHbIX MAIIMH

3ajada JMaHHOTO AdTara — IMOATOTOBUThH CETEBBIC HACTPOWKH BUPTYaJTbHBIX
KOMITBIOTEPOB IS 00€CTICUCHUS CETEBOTO B3aUMOACHCTBHS MEKTy HUMH. CeTeBbIe
HAaCTPOMKU BUPTYaJIbHBIX MAIIMH YCTAaHABIUBAIOTCA JJII UMHUTAIIUM MPUCYTCTBUS B
CETU HE3aBHCUMOTI'0 KOMITbIOTEPA C OTACIbHBIM [P-anpecom (puc. 4.14).

3BM 1 JBM 2
J4
Manager Client 1 Coordinator Client 2
192.168.1. 1 192.168.1.2 192.168.1. 3 192.168.1. 4
WWWare Network Adapter

Ethernet

Puc. 4.14. Cxema opranuzauuu VPN ¢ mOMOIIBIO BUPTYaJIbHBIX MallIUH

BBIIIO/IHUTH!

1. Ha kaxxmom pabodem mecte B cucteme VMware OTKpBITH 1Mo jaBa obpaza OC
Windows 2000. [Ins kaxxmoro oopasa Ha Bkiaake Edit BeiOpaTh MeHio «Virtual
Machine Settings» u yctaHoBUThH pazmep norpedisemoit namsat (Guest size) —
64 MB, a tun cereBoro nojkiatoueHus — «bridged». 3amycTuTh Bce 4eThIpe
BUPTYaJIbHbIE MAIINHBI.

2. Haznauuts BuptyambhbiM OC yHHKanbHbIE ceTeBble uUMeHa («Manager»,
«Clientl» — mys mepBoro pabouero mecra, «Coordinator», «Client2» — s
BTOpOoro). ns sroro B kaxnoil u3 BupryainbHbix OC clieyeT neperTtu Ha



BKJIaAKy «CereBas uaeHTUPUKausa» okHa « CBONCTBA CUCTEMbI», B rpade «ms
KOMITBIOTEPA» BBECTH CETEBOE MMsI JAHHON BUPTYAJIbHON MAIlIVHBI.

3. Hacrpouts I[P-agpeca 3amynieHHbIX BUPTYyaibHBIX MAIMH CIEAYIOLIUM OOpa-
3oM. Hasmaunth 11 mepBoro pabodero mecrta azapeca: 192.168.1.1 (mns
«ViPNet Menemkepa» Ha y3ne «Manager»), 192.168.1.2 (mns «ViPNet Knuen-
tal» Ha y3ne «Clientl») u 192.168.1.5 (s ocnoBHoi OC). Jlyist BToporo pado-
yero Mmecta HazHaubTe aapeca: 192.168.1.3 (mis «ViPNet Koopaunatopa» Ha
y3ne «Coordinator»), 192.168.1.4 (s «ViPNet Knuenrta2» na y3ne «Client2y)
u 192.168.1.6 (nns ocHoBHO# OC). [l 3TOro HEOOXOAUMO B KaXKJI0M U3 BUPTY-
anbHblx OC 3aifTh B CBOMCTBA MOJKIIOYEHHUS IO JIOKAIBHOW CETH, BHIOpaTh
nyHKT «[Ipotokon UuTtepuera (TCP/IP») u BBecTu IP-aapec.

4. C nomotpto nporpamm ipconfig u ping ydenurech B IpaBHUIbHOW HACTPOMKeE ce-
TEBBIX aJPECOB, 3 UMEHHO, B BO3MOKHOCTU NoNy4uTh ICMP-0TBET OT Kaxx10Tr0
U3 y3JI0B.

5. OcymectBute 3axBaT Tpaduka B ocHOBHBIX OC, y0eauTech B BO3MOXKHOCTU
ananusa [CMP-nakeTos.

6. OpranusyiiTe nepegady TEKCTOBOro (pailiia ¢ OAHOr0 KIMEHTCKOTO KOMITbIOTEPA
(«Clientl») na gpyroii («Client2»). YOeaurech B BO3MOXHOCTHU 3axBara Tpadu-
Ka U MOJIyYeHUs TIEpEe1aBaeMoOro JIOKyMEHTA.

4.7.3. Ycranoska C3U VipNet

VYcranoka ViPNet Office ocyiectBisercs B Tpu 3Tana: cHayana MHCTAIN-
pyeTcst MOlyJIb MEHEKEPA, 3aTEM MOJYJIb KOOPAMHATOPA U B ITOCJIEIHIOK O4Yepeb
— MOJYJIY KJIMEHTOB.

B uaeonoruu nannoit Bepcun C3U VipNet npeamnonaraercs, 4To Ha KOMITbIO-
TEpax I0JIb30BaTEIEN yCTaHABIMBAKOTCS MOAYIM KIMEHTOB (puc. 4.15). Koopauna-
TOPBI — 3TO KOMIIBIOTEPHI, BBIIOJIHSIONINE (YHKIUN TYHHEIUPYIOLUX y3/10B. Me-
HEJPKEp — 3TO LIEHTPAJIBHBIN y3€Jl, XpaHAILIUN KIF0YM U Iapojiu BCEX MOJIb30BaTe-
Jen.

JU1st TOCTPOEHUS UMUTUPYEMON CETH HEOOXOUM OJIMH MEHEIKEP, OUH KO-
OpJAMHATOP U JBA KJIMEHTA.

Jlis ycranoBku monyiia «ViPNet Manager» He0OX0AMMO 3allyCTUTh MacTep
(paitn «Setup.exe» u3 katanora «\Soft\ViPNet Manager»). Ilocne nepesarpysku
KOMITIbIOTEpA CIEAYyeT aKTHBU3MpOBaTh mporpammy «ViPNet Manager», HaxaB
MKOHKY 8 Ha paboueM cToNe, M CO3JaTh CTPYKTYPY CeTH IpH moMomu «MacTepa
cosnanus cet ViPNety». C momorisio Mactepa cosnaercst ctpykrypa ViPNet ceTn,
KJIIOUeBble HA0OOPHI U HAYaJIbHBIE MApOJIK JUIsl BCEX I0JIb30BaTENEN B PEKUME aBTO-

MaTHYECKON TeHepaluu CTPYKTYphbl C MCIOJb30BaHUEM TOTOBOTO clieHapus (puc.
4.16).
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Puc. 4.16. OkHO «ABTOr€HEpUPOBAHUE CTPYKTYPBI»

[To ymonuanuto npedukcsl umen Koopaunaropos — «Coordinator», a npe-
¢ukcol umen KinmentoB — «Clienty. 3mMeHeHue BblllleyKa3aHHbIX 3HAYEHUN BO3-

MOXHO IIpH CO6J'IIOI[€HI/II/I ClIeayromux mpaBull:
— KOJIMYCCTBO KOOpI[I/IHaTOpOB HC JOJIXKHO OBITH HE MCHEE OAHOI'O U HC MOXKCT

OBITH 60JII)III€, 49CM ITO OIIPCACIICHO JII/IIIGHSI/Ieﬁ;



— konuuecTBO KiMeHTOB MOkeT ObITh PaBHO HYJIIO, HO HE 0ojiee KOJUYECTBA
OIIPEICIICHHBIX JTULEH3UEH;

— mnpeduKChl IMEH CETEBBIX y3JI0B HE JIOJDKHBI coiepkath 6onee 40 CMMBOJIOB.

— Ilocne koppekuuu NMpeUIoKEHHBIX 3HAYEHUHN CIIEyeT HaKaTh KHOIKY Jlaee
Y NIEPEUTH B OKHO «ABTOMAaTHUYECKOE CO3JAHUE CBS3EN», B KOTOPOM MPOU3BOIUTCS
BBIOOP CTaHAAPTHBIX CLIEHAPUEB JIJISl Pa3pEIIeHHbIX COCIMHEHU MEXy y3/1aMHU ce-
™1 ViPNet.

Cy1ecTByIOT ClIEAYIONIME BAPUAHTBI YCTAHOBIICHHUS CBA3U:

— CBs3aTh BCE CETEBBIE Y3JIbl — YCTAHOBJICHO 10 ymosidaHui. Bee KnnenTsl u
Koopnunarops! 0yayT umers paspenieHubie VPN-coennHenns Mex 1y co0oil.

— CBs3aTh Bce a0OHEHTCKHE MYyHKTHl KKJIOTO KoopauHaropa — KiueHTsl, jau-
LeH3UpOBaHHbIe s JaHHoro Koopnumuaropa, OynyT umers paspenieHHbie VPN-
COEIMHEHMS] MKy co0oit u ¢ coorBeTcTBYtomMM Koopnunatopom. Koopaunaro-
poI OyayT cBs3anbl VPN-coennHeHusIMu Mex 1y coOO0M.

— CBs13aTh KaXblii aOOHEHTCKUI MyHKT CO CBOMM KOOPIAMHATOPOM — KaKIIbIH
KnueHT Oyner mMerh pa3penieHHOe COEAMHEHUE TOJbKO co cBouM KoopauHaro-
pom. Koopaunarops! OyayT mo-npexxHemy uMetb VPN-coeanHeHne Mo cxeMe «Ka-
JKIBIA C KaXKIBIM).

[Tocne BbIOOpa ONTUMAIBHOIO BapraHTa MOSBIsSETCs OKHO «PenakrupoBanue
CTPYKTypbl». Ha 3TOM miare mpenocTaBiiieTCsi BO3MOKHOCTh MOAECPHHU3ALIMU CO3-
JAHHOM CTPYKTYpBI, @ TAKXKe CO3JaHus HOBOU. B OKHE MOXHO OCYLIECTBIIATH ClIe-
IyIOIIUe ACUCTBUS: 100aBIsTh HOBbIE CETEBbIC y3JIbl, IEPEMMEHOBBIBATh U YIAJISTh
CYILIECTBYIOIIUE y3Jbl, IepeHocuTh Kinenra nox obciyxuBanue apyrum Koopau-
HaTOPOM, YJAJISTh CETEBYIO CTPYKTYPY.

[Tocne 3aBepiieHUs] PEOAKTUPOBAHUS CTPYKTYPHI MOSBISIETCS OKHO, B KOTO-
pOM cClelyeT Cre€HEpHpOBaTh CHCTEMHBIA Mapoib, 3aTeM, CIEAys HHCTPYKLMAM
MacTepa YCTaHOBKH, HCOOXOAMMO CO3/IaTh AUCTPHOYTHUB Kito4ei. B mpomecce re-
HEpalUU MOSABUTCA OKHO «DJEKTPOHHAs PYJIETKa» — CHEIUAIbHOE MPUI0KEHUE
JUISL TEHEPALUU CITyYalHbIX 3HAYEHH.

JluctpuOyTHB KIIOYEH I KaXKIOTO CETEBOTO y3Jia pa3MelieH B daiie ¢
pacmupenueM «*.DSTy». Mcxoansie kiaroun 3amudpoBaHbl Ha MapoiabHOU (pase u
NOTOMY HEAOCTYIHBI TPETHUM JIMIIaM HenocpeAcTBeHHO u3 DST-¢aiina.

Bce Habopel kiroveil U mapoiau K HUM OyAyT COXpaHEHbl B IMOJKATAJIOre
«\INCC\KEYS» nns karanora, kyaa Obut yctaHoBjieH « ViPNet Managery. ®Daitnbl ¢
KJIFOUEBBIMU HA0OpaMH COXPaHSIOTCS B KaTallorax ¢ MMEHaMHU CETEBBIX Y3JIOB U
uMeroT pactmpenue «*.DSTy. Taxke Oynet coznan ¢aiin « ViPNet.txt», B koTopom
OyIyT yKa3aHbl MapOJIK ISl COOTBETCTBYIOIIUX KIIOYEBBIX HAOOPOB.

BBIIIOJIHUTH!

7. YcranoButh Moayib « ViPNet Manager» Ha IMCK BUPTyaJIbHOW MaIlTUHBI C CETe-
BBIM UMEHEM «Manager.

8. Tlocne mepe3arpy3ku BUPTyalbHON MalIWHBI BBINOJHHUTH aBTOMAaTUYECKYIO Te-
HEPALMIO CTPYKTYPBI CETU. Y CTAHOBUTH: KOJIUYECTBO KOOPAUHATOPOB — 1; KO-



JIMYECTBO KIMEHTOB — 2; BCE KIMEHTHl U KOOPAUHATOPBI JOJKHBI UMETh pa3-
pemenabie VPN-coenunennst Mexay co0oil (myHKT «CBsi3aTh BCE CETEBBIC Y3-
JIBI»).

9. CrenepupoBaTh HAOOPHI KJIIOUEH U MapOIu K HUM, OCHOBBIBasICh Ha TPeOOBAHU-
AX: CJIOBaphb — AHIVIMMCKUM, CIOB B MAapoJIbHOM (paze — 6, HCIOIb3YEMBIX
OykB — 3.

10. ITocne 3aBepiieHusi pabOTHl MacTepa CKOMUPOBATh BCE HAOOPHI KIIHOYEH U Ta-
poru k HuM wu3 Karamora «C:\Program Files\InfoTeCS\ViPNet Man-
ager\NCC\KEY S» Ha oTaenbHyI0 TUCKETY (KIIOUEBYIO JUCKETY).

Hns ycranoBku «ViPNet Koopaunatop» HeoOXoaumo 3amycTUTh ¢aii
«Setup.exe» u3 kartaiora «\Soft\ViPNet Coordinator\» u ciemoBath ykKazaHUAM
Mactepa ycTaHOBKH. B xoze mocnenytomei 3arpy3ku kommbiorepa « ViPNet Koop-
JAHATOP» aBTOMATUYECKHU ITOIIPOCUT BBECTU COOTBETCTBYIOLIMU TAPOJIb U3 CIIMCKA,
Haxosmerocs B daine « ViPNet.txty, emie 10 MosBiIeHUs 3ampoca Ha apojib BXoaa
B OC Windows (puc. 4.17).

*** ¥iPNet [KoopaunaTop][MonuTop] x|

BeeAnTE Napone AnA H.\'J.EHTHIZIZIHKELI.HH NonNEZ0E3TENA,

Maponk: I

EM

a4 | OTHEHHTE I DASE, .. HocHTenKn >== |

Puc. 4.17. Oxno BBOAa maposst VipNet

B xommnberoTep HEOOXOJMMO MOMECTUTHh BHEIIHUN HOCHTENb (IUCKETY), Ha
KOTOPOM TIpeABapUTEILHO B Ipoiiecce padbotel ¢ «ViPNet Manager» Obliu 3amuca-
HbI HaOopb! KiMrouel. [Ipu Haxkatuu kKHONKK «HocuTenny» mosBiIsieTCsl MPOBOHUK, B
KOTOPOM YKa3bIBa€TCsl MyTh, IJI€ XPaHATCS KJIIOYM Ha BHelIHeM Hocutesie. Coot-
BETCTBYIOIINE JAHHOMY Y371y KJIIOUH OyAyT CKONMMPOBAHBI aBTOMATHYECKH Ha CHC-
TeMHBIA JUCK. B ganpHelmeM 1 BXxoga Ha ATOT ke y3en ViPNet BHemHu HOCH-
TENb YK€ HE TOHaJOOUTCSI.

VYceranoBka «ViPNet KnueHTay ocyliecTBIIsIeTcsl aHAJIOTMYHO.

BBIIIOTHUTA!

11. YcranoBute Moayns «ViPNet KoopauHaTtop» Ha JUCK BUPTYaIbHOM MAIIMHBI C
cereBbiM UMeHeM «Coordinatory, monynu «ViPNet Knuent» Ha qucku y3i0B
«Clientl» n «Client2».



4.7.4. Hactpoiika C3U VipNet

Kak yka3zbiBanoch Bbiiie, y3isl ViPNet MOTyT ObITh TOAKITIOYEHBI K CETH HE-
MOCPEJICTBEHHO JIMO0 MOT'YT PacloJiaraTbCs 3a MEXKCETEBbIMH 3KpaHAMH U APYTUMHU
ycTpoiicTBamMu. [l KaXXAOTO y37a MOXKET OBbITh yKa3aH OJWH M3 CHOCOOOB MOJI-
KITFOUEHUS :

— HEINOCPEACTBEHHOE COCIMHEHUE C APYTUMH Y3JIAMU;

— COEJIMHEHHUE C JPYTUMH y3JlaMH depe3 JokanbHbli KoopauHaTop, obecneuu-
BAIOIIMKA TEXHOJIOTHIO mNpeoOpa3oBaHusi cereBbiX anapecoB (NAT — Network
Address Translation) ansa Tpaduka nannoro Knuenra,

— coeauHeHue 4yepe3 mexcereBoit 3kpaH/NAT cucremy, NAT-npaBuiia KOTOpoit
MOTYT ObITh MOAU(MUIIMPOBAHBI,

— coenuHeHue yepe3 mexcereBoit akpan/NAT cucremy, yCTaHOBKM KOTOPOH He
MOTYT OBITH MOAU(PUITUPOBAHBI.

[Tocne 3amycka kaxplii cereBoi y3en ViPNet moceuiaeT cOOTBETCTBYIOIIYIO
unpopmario Koopaunaropy. B nzyuaemoii 1abopatopHoil ycTaHOBKE KaXK/IbIii Cce-
TeBoil y3en mmeer [P-ampec, cBobogHo moctymubiii apyrum ViPNet-y3nam, mo-
CKOJIbKY BCE€ BHPTYyaJIbHbIE MAIMHBI HaXOASATCS B OJHOM CErMEHTE CETU. Takum
oOpa3om, m000My KIHEHTY ISl OpraHU3alid B3aUMOJCHCTBHUS TOCTATOYHO IIO-
cnath Koopaunaropy tonbko cBoit [P-agpec. Takum 006pa3om, mpu HacTpoHKe y3-
JIOB-KJIMEHTOB J0CTATOYHO JJIsl HUX BbIOpaTh coequHEHue nepBoro tuna — «Heno-
CPEACTBEHHOE COEIMHEHUE C IPYTUMU y3IIaMK.
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Puc. 4.18. OxHo «Bcs cetb» Moayns « ViPNet Manager»



Hacrpoiika momynst «ViPNet Manager» MOXKeT OCYIIECTBISATHCS ISl MOJEP-
HU3aLUU CTPYKTYphl CETH, U3MEHEHMSI CETEBbIX y3JI0B, CO3/IaHUs KIIFOUEBBIX Ha0O-
POB M MIPOCMOTpA MapaMeTPOB BCEW CETHU MIIM OTACIBHBIX CETEBBIX Y31I0B. [ maBHOE
OKHO MPOrpaMMbl pa3JeeHo Ha JIEBYIO M MpaByro yactu (puc. 4.18). Ha neBoii cto-
pOHE TpHUBEJCHA IPEBOBHIHAS CTPYKTypa CETHU C OTOOPaKEHHEM CETEBBIX Y3IIOB.
[TpocmoTp mHpOpPMAILIUK O KaXKAOM OTIAEIHHOM OOBEKTE OCYIIECTBIISCTCS MOCPE-
CTBOM BBIOOpa 3TOro 00BhEKTa Ha U300pakeHUH JiepeBa.

[Tpu BBIOOpE KOpHEBOTO 00BEKTa nepeBa «Bces ceTh» mosiBnsieTcss nHPpOpMa-
Ul O CeTH, B YaCTHOCTH KOJHMYECTBO (DAaKTHMUECKU CO3/JaHHBIX CETEBBIX Y3JIOB,
BKIIIOYast kosinuecTBo Knuentos, KoopaunaTopoB u o01iee KOJIMYECTBO y3J10B.

Knomnka «Co3aarh ceTb» UCHOJIB3YETCs ISl CO3/1aHus a0COIIOTHO HOBOM ce-
TH, HO IIPU 3TOM BCE paHee CO3JaHHbIe KOHPUTYpAIIUU TEPSIOTCS.

Nudpopmanuss 0 KOHKPETHOM CETEBOM Y3J€ TMOABISAETCS B NPaBOM dYacTu
TJIABHOTO OKHA TI0CJIE BBIOOpA ATOTO y3/1a Ha JAepeBe CTPYKTYphl ceTu (puc. 4.19) u
COJEPKUT CIIEAYIOIINE JaHHbIE:

— Tun y3na — Koopannaarop nnu Knnenr;

— UM y37a;

— MAaKCHUMaJIbHO BO3MOXKHOE KOJMYECTBO TYHHEIHPYEMBIX COCIMHEHHH Yepes3
Koopaunatop (ecnu B kauecTBe y3i1a BeiOpan Koopaunarop);

— TapoJib U COOTBETCTBYIOIIAs MapojbHasl ¢pa3a (eciu CylIeCTBYeET);

— TYTb K MECTY, I'/I€ XPAHITCS KJIIOYU CETEBOTO y3ia (€CIU OHU CYLIECTBYIOT).
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Puc. 4.19. OxHo cBoiicTB ceTeBoro y3ia moxyis « ViPNet Manager»



Knomnka «OTKpBITh MAINKy» OTKPBIBACT MoKaTajor, coaepxkamuii DST-daitn
TUCTpUOYTUBA KITIOUEH JUIsl BRIOPAHHOTO CETEBOTO y3Ia.

Knomnka «Konuposats B...» 3aIlyCKaeT NMpoUeaypy KOIUPOBAHMS KIOUYEBOTO
Habopa B ONpeIEICHHOE aIMUHUCTPATOPOM MECTO.

Hactpoiika moxymneit «ViPNet Koopaunarop» n «ViPNet Knuent» ocymect-
BJISIETCSI C TTOMOIIBI0 OkHAa MonuTtopa (puc. 4.20), 1Jis1 OTKPBITUS KOTOPOTO CIEayeT
BOCIIOJIb30BATHCS MKOHKOI i, pacmoiIoKeHHON B 00JaCTH cUCTEMHOTO Tpest. JleBas
4acTh OKHA COAEPKUT CPEACTBA KOH(PUTYPUPOBAHUS U aIMUHUCTPUPOBAHUS B BUJIE
KAaTaJIOTM3UPOBAHHOTO AepeBa. Cpa3dy mocie OTKPBITHS OKHA 0 YMOJIYAHHUIO BBI-
OpaHa cexuus «3allMIleHHas ceTh». B mpaBoil YacTH OKHA MOKa3aHbl BCE CETEBBIC
y31bl ViPNet, VPN coennHeHue ¢ KOTOphIMHU OBLJIO Pa3pellieHo Ha 3Tare CO3/IaHus
CTPYKTYphI cetu ¢ nomoibio «ViPNet Manager». CereBbie y3i1bl Oy1yT BbICBEUH-
BaThCS Pa3HBIMU LIBETAMU:

— CepbIil — CETEBOU y3e OTKII0UYeH (HaxoauTcs B coctosiuun off-line);
— T01y00#1 — 0003HAYAET TaHHBIN JIOKAIBHBIN y3€eT,;

— KpacHbI — o0o3HavaeT noctymnHsie KoopauHatopsr;

— ¢uonerossiii — ViPNet KinenTs! B coctosinum on-line.
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Puc. 4.20. Oxno Monutop moayns «ViPNet KoopauaaTop»




3HauyuTeNbHAs YACTh HACTPOEK B CEKUUAX «3allUIIeHHas CeTh», « OTKpbITas
ceTb», «brnokupoBannbie [P-nakeTb» u «PexuMbl CBsi3aHa» C HACTPONUKON pabOTHI
MHTETPUPOBAHHOIO MexceTeBoro dkpana. Cekuusa «Hactpolikm» mo3BOisSeT BbI-
OpaTh M HACTPOHUTH THUIl COCAMHEHHUS B 3aBUCHMOCTH OT PEaM30BaHHOTO (u3nye-
CKOTO Crocoba MOJKIIOYEHHsI CeTeBOro ysna. OCTalbHBIE AJIEMEHTHI JepeBa CO-
JIep’KaT MHCTPYMEHTBHI JJIA IMOJYYEHHUS! CTaTUCTHYECKOM HMH(OpMaluu, CO3AaHUS
rOTOBBIX KOHQUTYypaluii, paCUIMPeHHs] BO3MOKHOCTEW aIMUHUCTPUPOBAHMS U T. II.

BBIIIOIHUTH!

12. Co3naTh 1 NPOBEPUTH COEIAMHEHUS MEXIY KOOPIMHATOPOM M KJIMEHTamu. Jlis
ATOr0 HEOOXOAMMO 3arpy3uth nporpammy «Koopaunatop MoHUTOp» HA BUPTY-
anbHOU MamuHe ¢ ceTeBbIM uMeHeM «Coordinator». B crucke y3noB «3amu-
IICHHAs! CETh» BBIOPATh COOTBETCTBYIOIIETO KJIMEHTA, ABAXAbl KIMKHYB Ha HEM
MBIIIBIO OTKPBITH OKHO «IIpaBuio moctymay, BeIOpaTh 3akinanky «IP-ampecay,
HaxaTh KHONIKY «/{oO6aBuTh» u BBecTH IP-ampec mannoro kimuenta (192.168.1.2
(mmst «ViPNet Knuental» Ha y3ne «Clientl») u 192.168.1.4 (ana «ViPNet Kiu-
eHta2» Ha y3ne «Client2y).

13. 3arpy3utes nporpammy «KinmeHT — MOHHTOpP» HAa BUPTYaJbHBIX MalIMHAX
«Clientl» n «Client2». I[IpoBecTu anajmorudasie onepamnuu, BBeas [P-aapec ko-
OpJAMHATOPA.

14. Yoenutbcs B ToM, uTo coeauHenue Koopaunarop — KimeHTH yCTaHOBJIEHO.
Jl71st 3TOrO CNeayeT BEpHYTHCS B CEKIUIO «3alUIICHHAs CETh» Ha BUPTyalbHOU
mamHe «Coordinator», BIOpaTh COOTBETCTBYIOIIETO KIMEHTa B CIUCKE CETe-
BBIX Y3JI0B, BbI3BaTh KOHTEKCTHOE€ MEHIO U BBINOJHUTH KOMaHOy «lIpoBeputh
COECIMHEHUE.

15. IToaroroButh kKommbioTepbl «Clientl» u «Client2» k daitioBomy oomeny. Jlis
sroro Ha «Clientl» cnenyer 3amyctuts nporpammy «Kmnuent Monutop», BbI-

3BaTh MporpamMmmy «JlenoBast mouta», Ha’kaB KHOIKY _ 9 | ua umkueii mane-
mu. Ha Bepxueii manenu okHa ViPNet [Knuent][/lenoBast mouta] HakaTh KHOIKY
«Otmpasuts/IlonyunTs nucbMa.

16. Ha manenu WHCTPYMEHTOB MOsIBUBIIETOCS OKHa (puc. 4.21) HaxaTh KHOIKY
«Hactpoiikuy», 4To0sl mosiBUIICS cucok y3i10B ViPNet ceru.

17. B nosBuUBLIEMCSI CIUCKE Y3JIOB KJIMKHYTh JIBa pa3a MbllIbio Ha y3ie «Cliently,
YTOOBI MOSBUJIOCH OKHO HACTPOEK MOYTOBOrO coeauHeHus (puc. 4.22). YcraHo-
BUTH CJICIYIOIINE NapaMETPhI:

— Twun xanana: MFTP;

— BbI3bIBaTh y3€I1 10 HaXKaTUiO KHOMKU «ONpoCcuTh)» (BKIIFOUUTH);

— Bgecrtu IP-anpec nannoro y3na (192.168.1.2) (cM. Bbiie).

Beimonautk  ananorumunbie  omepammu i y3na  «Client2»  (IP-ampec
192.168.1.4).

18. Ha y3ne «Client2) BBHIIOTHUTH AaHAJTIOTUYHBIEC HACTPOUKH.



#52 ViPNet [KnvenT] [MFTP] N 0 ] =2

3akpeiTe  HacTpodkm Ouepeae  WpudT  MvpHan O nporpamme

MpuHATD IU Orrpaeneqa (040

Start WiPMet [Knuerr] [MFTP] Wersion 3.51-003 [glf] 16.01.2006 10:25:05.500 3
SMTP/POF3 Tranzpart ver. 1.0.43 10:25:05.531

| arn Client 02 001 id=2327000B addr=23270002000B 10:25:05.531

' orkingDir=C: \Program FileshnfoT eCSWiPMet [Kanenr]y 10:25:08.531

winSock 2.0 10:25:08.531

HostMame=vm4 10:25:05.593

Ligtening on mastersocket=1206 Port=0000 |[P=169.254.0.4 10:28:05.6039

Scan OUTAEWY 10:25:06.156

Scan 27DEE3DE 10:25:06.156

Scan OUT 10:25:06.171

Poll for 29270002 10:25:06.203

IP for 29270002=169.254.0.2 10:25:06.203

Start connect bo 169.254.0.2 on port #5000 10:25:06.203 j

Puc. 4.21. Oxno ViPNet [Kiuent][[lenoBas moura]

#=2 HacTpoim i X
F.aHane! | HDDTDKD.FII DnoBeu.LEHHel SMTR/PORP3 Tlansportl

Hrid yzna | Tun kaHana | MNeprog onpoca | Brizog | Appec |
;'3 Coordinator 01 - MFTF 300 0K 169.254.0.2
g Client 01 001 MFTF - OK 169.254.0.3
_EJ Client 02 0071 MFTF - Ok 169.254.0.4
-Ioix
Tun kaHana

ONpALMESTE Y381 SETOMATHISCKH
" Uepes cepeep I Onp 4

= MFTP [epMag onpoca ID j CEK:

" SMTP/POP3

 NokaneHsi

[V BrizbiBarh yzen no Hakatun kHonkd 'OnpocuTs"

I7 BeizbiEaTe Y3EN NPH Hank4KK KOHEEPTOE 00A HErQ

papec |169.25403

] I OTrieHa |

Puc. 4.22. OkHO HaCTPOEK MOYTOBOTO COECTUHEHUS

19. Ha xomnsiorepe «Clientl» co3naTs HeOOIBIION TEKCTOBBIN (pailyl C TPOU3BOIH-
HOUM mH(oOpMarmen. 3amycTuTh aHaIM3aTOp Tpaduka B peKMMe 3axBara IMakKe-
TOB. 3amycTUTh nporpammy «Kimentr MonuTop», B nanke «3auiuilieHHas CETh»
BbIOpaTh mosydarens (aitma — «Client2», BbI3BaTh mporpammy «@DailoBbIN
00OMEH», Ha)KaB KHOIIKY % na BepxHeil nanenu. B nporpamme «daiinoBelil 00-
Mmen» BBecTH nonyuatens (Client2) B mone «Aapec», IPUCOETUHUTDh TEKCTOBBIN
daiin HaxxaTHueM KHOMKHU «J{00aBUTH» U OTIPaBUTH MUCHMO.

20. Ha xommbiotepe «Client2» B nporpamme «KineHT MOHUTOpP» HaXXaTh KHOIIKY
«ITpuHATO» ¥ MPOCMOTPETH MOTYUCHHBIM TEKCTOBBIN (haiill.

21. Y0enuThCsi B HEBO3MOXHOCTU HAXOXACHUS UMEHHU U COJIEPKUMOT0 TEKCTOBOTO
daiina B 3aXBaYCHHBIX CETEBBIX MaKeTaXx.



4.8. Ucnonb3oeaHue npomokosa IPSec dnsi 3awumsbi cemel

4.8.1. lllupoBanue Tpaduka ¢ UCNMOJIb30BaHNEM NPOoTOKoIa [PSec

BBIIIO/IHUTB!

1. IIpoBeppTe BO3ZMOKHOCTH aHaJM3a CETEBOTO Tpaduka MpU OTKIOYECHHOM TMPO-
tokone [PSec. 3amycture ananuzatop cereBoro Tpaduka. OTnpaBbTe TEKCTOBBIN
¢aiin (HaOpaHHBIN JIATUHCKUMU OyKBamMH) Ha BUPTyaJbHBIM KoMmmbtoTep. IIpo-
CMOTpUTE 3aXBau€HHbIC MAKEThl. YOeauTech, YTo ¢aili nepeaaercs mno mnpoTo-
Koy SMB, Tekcrt ¢aiina nepenaercs B OTKPbITOM BHJIE.

2. OcymecTBuTe HAcCTpOMKy npoTtokona IPsec. Aomunucmpuposanue = Jlokano-
Hasa noaumuka 6ezonacnocmu = Ioaumuku oezonacnocmu IP.

3. OOparuTe BHMMaHHUE Ha CYIIECTBOBaHUE Tpex 1m1abioHOB: «be3omacHocTh cep-
Bepay» (IIpU UCMONB30BaHUU JAHHOTO IIA0JIOHA HE JOMyCKaeTcsl Helmu(poBaH-
HbIi Tpaduk), «KnueHnt (Toabko oTBET)» (IIPHU KUCIIOIB30BAaHUH JIAHHOTO 11a0JI0-
Ha BO3MOXEH Hemu(poBaHHbIN Tpaduk, eciiu cepBep ero He Tpedyer) u «Cep-
Bep (3ampoc Ge3omacHOCTH)» (MPH MCIOJIB30BAHMM JAHHOTO ITa0J0HA BO3MO-
KEeH HemU(PPOBaHHBIN TPAPUK, ECITH KIHESHT HE MOAePKUBACT UG POBAHHE).

4. Bemonnute HacTpoiiky mabnoHa «be3zonmacHocTh cepBepay». M3menute Ha-
ctpoiiky dunsTpa «Becw [P-tpadux» (puc. 4.23).

CeorcTea: BezonacHocTe cepeepa (Tpefosarte besonacnocre) B E3

[paeuna I Dewue I

Mpaguna SE30NacHOCTH AA CEAZM C APYrid
===l comnewoTepard

Npaeuna GesonacHocTH 1P

Cnwcok gunsTpos [P | JeficTEME SUNETPE | tMeTogkl Npoe... | Mz
Beck IP-Tpapuk TpetiogaTte Gesonac...  kerberos He
Bece ICMP-tpagur. Paspewnrs K.erberoz He
<uHarduuecki:  OTknue no yromad.. Kerberos He
Jl | i
Qoﬁasmb...l ﬂsmemm:....l Yaanmme | ¥ Wcnonssosars macTep

Ok I OTrieHa | HpHmEHHTbl

Puc. 4.23. OxHo HacTpoliku mabiaona «be3onacHocTh cepBepa»

5. B paznene «MeToapl TPOBEPKH MOJTMHHOCTH» U3MeHnuTe MeTo 1 Kerberos.



6. Bribepute nyHkT «/cnonp30BaTh JaHHYIO CTPOKY AJIS 3alIUTHl OOMEHa KItoya-
MI» U BBEIUTE IIPOU3BOJIBHYIO TEKCTOBYIO CTPOKY.

7. IlpuMeHHUTE BHECEHHbIE M3MEHEHHUS M aKTUBH3UPYWTE MOJMTHKY, BHIOpaB M3
KOHTEKCTHOT'O MEHIO JJaHHOTO 1a0ioHa MyHKT «HazHauutoy.

8. AHanoruyHele ACHCTBUS OCYLIECTBUTE HA COCEIHEM KOMIIbIOTEpE. Y OenuTech,
YTO KJItOY U(poBaHus (TEKCTOBAsA CTPOKA) COBMA/IAET.

4.8.2. IIpoBepka 3amMThHI TPaguka

9. Y6enurtecs, Boinonuss komanay PING, 4Tto mist mpoBepKu NPUCYTCTBUS B CETU
BAaILIETO KOMITbIOTEpA BO3MOXHBI [CMP-makeTsl Kak OT COCETHEr0 KOMIIbIOTEpA
(Ha KOTOPOM TaKXe BKJIFOUEHO MU(POBAHKE), TaK U OT JIFOOOTO APYroro.

10. Y6enurech, 4TO B CETEBOM OKPYXEHUHU BaM JOCTYIEH TOJIBKO COCEIHUN KOM-
netotep. [Ipu oOpailieHuu K IpyruM cucTeMaM MOosBIISETCS OIIMOKa.

11. YOenurech myTem aHanu3a ceTeBOro Tpaduka npu OTIpaBKe Ha COCETHUI KOM-
IBIOTEP TEKCTOBOTO (haiina, uro Bech IP-Tpaduk nnet B 3ammdpoBanHoM BUE.

12. IIpoBeprre pyHKkuronupoBanue IPSec nmpu mcnonb3oBanuu madaoHOB «Kiu-
et (Tombpko oTBeT)» U «Cepaep (3ampoc 6€30MacHOCTH ).

13. Ilo oKOHUaHUHU OTKJIIOYUTE MHUPpPOBaHHE TpauUKa.

CBOWCTEBA: FI3SMEHHMTE NpaBHMno E |
[1apamMeTpel TYHHENA | Tun Noak.MoHeHUAa
Crucok suneTpos [P | DefcTEre dUNETpa

h ETOOEI NPOBEPEM NOQAMHHOCTI

MeToge NPOEEPKK NOOAMHHOCTH ONPE0ENAT, KKK
Dﬁpasnm YCTAHSENHMEIHTCA OEEPHTENEHEIS OTHOWEHKA

_EI-.- _EI-. MERQY EOMNBHITERIMM. 3TH rMETOE NpeanarakTcAd |
MAPHHHMAKTCA E NpOUEecCe COrnacosaHHAa NoA-THEH
GEZ0NACHOCTH © APYridkd EOrNERT R0k,

MopAnoK OpEANOYTEHMEA METOAO0E NPOEERKM MO0AHHHOCTLA

MeTog | CeeqeHHA | JoAaeuTE. ..

F.erberos

i

W Bt EHHTE. ..

Haanme

HEemy

i

B ey

(] 8 I OTreHa [l pHrEHMTE:

Puc. 4.24. Oxno pazaena «MeToabl TPOBEPKHU MOITUHHOCTH




CEORCTEA: M3MEHWTE CNOCOO NPOEEPKH N0 A AMHHOCTH

METU.EL NpoEEpEM NOGAHHHOCTH I

Meron NpoBEpKH NOGAMHHOCTH YKASEIESET Kakk 00paso
i YCTEHABAHESHITCA A0BERHTENLHEIE OTHOWEHWA MEHKDY
== AEYMA EOMIERETER Ak,

' Crannapr Windows 2000 [Kerberos &)

" Wcnonesosate cepTHdMkaT aaHHoro LLeHTpa cepridik aumm:

[ozap,. |

" WcnonbsoBats 4aHHU STPOKY 407 SAWMTE OBMEHE KAKHaM:

12345 =

[~
QK. I OTreHa | HDHMBHHTbl

Puc. 4.25. OxHO BBOJA KIIFOUEBOW CTPOKHU

4.8.3. HacTpoiika MOJUTHKH MeKCETeBOr0 IKPAHMPOBAHUS € HCIOJIb30BAHHEM
nporokoJia IPSec

3agaua. Pa3paborars nmonutuky ans web-cepBepa, Ha KOTOpPOM paspelieH
tosbKko Tpaduk yepe3 noptsl TCP/80 u TCP/443 u3 no60ii TOUKH.

BBIIIO/IHUTH!

14. 3anycture Ha cBoeM y3iie web-cepBep. [IpoBepbTe ero ¢GyHKIHOHUPOBAHHUE,
0OpaTUBILIUCH C APYTOrO y37a.

15. 3anycture yTunuTy HacTpoiku mnportokoina IPSec: Aomunucmpuposanue =
Jlokanvnasa nonumuka 6ezonacnocmu = Ilonumuku 6ezonacnocmu IP.

16. I3 KOHTEKCTHOTO MEHIO BbIOEpHUTE «YTpaBieHue cnuckamu [P-bunsTpa u aei-
cTBusiMu GuinbTpay. Co3naite nBa nerictBus (cHadana copockTe uaxkok «Hc-
MOJIb30BaTh MacTep»): «Paspeuienue» (ompenensroniee AOMyCTUMbIA METOJ
6e3omacHoct) U «bnokupoBkay (3a0I0KMpOBaHHBIM METOJ O€30MacHOCTH)
(puc. 4.26).

17. Co3naiite cicok (GUIBTPOB MOJ Ha3BaHUEM «JIF000i1», UMEIOIMNNA HACTPONKH
M0 YMOJIYAHHUIO, KOTOPbIE COOTBETCTBYIOT BeceMy Tpaduky (puc. 4.27).

18. Co3pnaiite cnucok (puIbTPOB MMOJ Ha3zBaHUEM «web-noctym» (puc. 4.28) mis
web-cepBepa, pazpemartoiiero Tpaduk Ha moprax TCP/80 u TCP/443 u3 moboi
TOYKU, OCHOBBIBASICh Ha MIpaBUJIAX:

IIpaBuio 1. Vctounuk — Jlro6oii [P-agpec. Haznauenue — Mot [P-agpec. Oto-
opaxaemsiii — [la. [Ipotokon — TCP. IlopT ucrounnka — Jlro6oit (ANY). [Topt
HazHaueHus — 80.



IIpaBuio 2. Victounuk — Jlro6oit IP-anpec. Haznauenne — Moit [P-agpec. Oto-
opaxaemsiii — Jla. [Ipotokon — TCP. Ilopt ucrounnka — Jlro6oit (ANY). Ilopt
Ha3HaueHUs — 443.

YnpagneHWe cnvckamy IP-hbunkTpa v AeRcTewamMs dunsTpa

YNpaseHHe CIcKard duneTpos [P 9NpasneHke AERCTEMAMM $UALTpa |

© MNOMOLW BH 3TOMD GHAN0ra MIXKHD ONPEaenTE GERCTEME
PUNETRA, ONWUCEIESMLLEES BE30NacHOCTE BaLER CETH.

JocTynHEIE 0EHETEMA BHAETPE AENATCA OGLLMIM 208
BCER MoAWTHE | P-SesonacHocTH.

JEficTEMA DUNETPa:

Hria | On1caHue |
B nokupoEaTe

Janpoc desonacHocTH [Heodasa..  JlonyckaeT HedesonacHyw ceA...
Paspeunre Paspewast nepeceliky Hetes0. ..
Tpetiogate fes0nacHoCTE Jonyckaet HefesonacHyo ceA...

HS'*"‘3"""'“”---' ﬂ»"-'“5”'""'”:" [ MenonbsoBare MacTep

Sakpeme I [rreHa | [MpreHuTE

Puc. 4.26. OxHO co3ganusa qeiicTBUM

i Cnucok duneTpos IP H

= Crncok duneTpoe |P doprnpyeTca us MHDKECTEa PUNETPOE. T akMi o0pazom
E MOKHD CKOMNOHOBSTE B 0aMH IF-PHAETD Heckonkko nodceTel, IP-aipecoe 1

MPOTOKON0E.
Mrag:
Mok
OnMcaHue;
;I HsmeHUTE. .. |
LI Yaanute |
PUHALTRLL ™ Menonbsosate MacTep
OTpa... | OnKzaHKe | MNpoTokon | MopT HCTOYHMES | MopT HasH.
Ha AN AN AN

< | 2

2EKPBITE | [TreHa |

2

Puc. 4.27. OxHo co3ganus cnucka GuibTpoB «JIr0001»

19. Co3naiiTe HOBYIO TOJIMTHKY 110 HazBaHueM «Web-moctym». M3 KOHTEKCTHOTO
meHio okHa «[lomutuku OezomacHoctu IP» BhIOepuTe «CoO3maHME MONUTUKU
oesonacHoctu IP». Bocnonb3yiitech MactepoM. He aktuBusupyiite myHkT «Hc-
110JIb30BAaTh MPABUIIO IO YMOIYAHUION.



i Cnucox puneTpos IP

Crkcok @uisTpoE [P foprtHpYETea ME MHOKECTES PUAETPOE. T akHr 00pazon

%’: :;;l;omc;;:nomaa'rb & 0auH IP-PuAETp Heckoneka nopceTel, IP-agpecos W

Hraz;

web-gocTyn

OrmcaHie: Hotaeurs. . |
;I HameHuTh. . |
= Uname

PUHAETPEL [ WcnonezosaT MacTen

Otpa... | npDTDK...l MopT UCTOYHH. . | [MopT HazHave. .. | DM S-HMA HETOYHM... | APEC WCTOYHHKS | I acka woTou
<Motoit IP-aapecy  </lwdoit [P-agpecy  0.0.0.0

Ha TCP ANY a0
4473 <otoit |P-agpecy  <[woboi [P-aapecy — 0L0.0.0

ANY

4
Jakpeme I [TrieHa |
A

Puc. 4.28. OxHo co3nanus criucka GuiabTpoB « Web-1ocTym»

20. lo6aBpTe B CO3MaHHYIO MOJUTHKY MpaBmiIo Aoctyma « Web-gocTym», ucnoss-
3yroniee cnucok GpuiabTpoB « Web-goctym» u neiictBue «PaspeiieHue.

21. Jlo6aBbTE B CO3IaHHYIO MOJUTUKY MPaBUIIO A0cTyma «JI1000i», HCoab3yoIee
criucok GuiabTpoB «JIro6oit» u neiictBue «bnokupoBka» (puc. 4.29). O6partute

BHUMAHHMC HaA IMOCICAOBATCIIbHOCTD ITPpaBUJIL.
[2]x]

CeoicTea: Web-pgocTyn

Mpaguna | Déwe |

MNpaBuna Ge30NacHOETH 008 CEASH C ARYrHMM
===l omMnbrTEpat

[Mpaemna GesonacHocTi P:

Crucok guneTpos [P | JlelficTEWE $HNETpa | MeToak Npos... | 15

NMiatioi Enokuposare Kerberos He

Web-aocTyn Paspewmre Kerberos He

O <Ourareckmis  Otkadk no ymonuaH...  Kerberos He
il | i

QoﬁaBMTb...I ﬂsmemﬂb...l Yaanure | [~ Mcnonesosats macTep

3akpers I [TrieHa | nDHmEHHTbl

Puc. 4.29. OxHo co3nanus npaBuia 10cTyna

22. llpumenute nonutuky «Web-gocTym» (M3 KOHTEKCTHOTO MEHIO TOJUTUKHU

«Web-ngoctym» BeiOepuTe MyHKT «[IpumenuTh», puc. 4.30).
23. [IpoBepbTe monutuky «Web-goctyn», ocyiiecTBUB mnojakiodeHue K 80-omy

MOPTY C APYroro y3ia.



§¢ NokanbHuie napameTpol GesonacHocTH (O] %]

- = 2l -5
| geicene B || = | Bm| B 2] 2
CTpYRTYPa I Mma 4 | CINHCAHHE | HasHayYeHHaa nonHTHKa |
g NapameTpel GesonacHoC eb-aocTyn Az
-8 MomMTHER yaeTHER E30MACHOCTE Cepee...  AnA Boero IP-Tpadmia Bce,..  Het
@ TOKANEHBIE MOMHTHES nHeHT (Toneko oTeeT) ObbrMHan cease (Hefesonac...  Het
(2 Nonmtrkn otkpeimore |EX Cepeep (sanpoc Besa...  AnA scero Tpadkka IP Bcer..,  Het
o .g NonuTHEH BezonacHo
I — =]

Puc. 4.30. OxHO IpUMEHEHUS TTOJIUTUKU
4.9. OpeaHu3ayusi VPN cpedcmeamu C3U StrongNet

4.9.1. Onucanue CUCTEMBbI

Cuctema StrongNet npenHasHaueHa JUisi TOCTPOCHHMS 3aIUIIECHHBIX BHUPTY-
AJbHBIX YACTHBIX CETEH, MO3BOJIIET CO3[aTh 3AIMILCHHBIM KaHAI Ui Iepeaayu
JAHHBIX MEXIY KOMIBIOTEpaMHu B JIOKanbHOU cetn mwiu MHTepHeT. Bes nadopma-
Ul TIepeAacTCs 0 ATOMY KaHAIly C MCIIOJIb30BAaHWEM TYHHEIUPOBAaHUS B 3ammud-
POBaHHOM BUJIE.

Cucrema StrongNet ocHOBaHA Ha NIPEABAPUTEIBHOM PACHPENEICHUH KIIIO-
yeil. [IpuHuun paOoThl ClIeIyIONIN: BCE TaHHbBIC, ITepejaBaeMble TI0 3alTUIIEHHOMY
KaHany, MU@PYOTCS C MOMOIIbI0 CUMMETPUYHBIX alrOpuTMOB HindpoBanus. [1pu
ATOM KJIHOYM MHUGPOBaHUS (CEaHCOBBIE KIHOYM) MEPENAIOTCS MEXAY KOMIIbIOTEpa-
MU TIpH YCTAHOBJICHWU 3alllMIIEHHOTO COCAMHEHUS W MHUPPYIOTCS C MOMOIIBIO
acCUMMETpHUYHOro ayiroput™a mudpoBanust RSA. OTKpbIThIe U TUYHbBIE KIIFOYH, UC-
MOJIb3YIOIINECS MIPU YCTAHOBIICHUU COSAMHEHUS, XpPaHATCS B 0a3e TaHHBIX KITIOYEH.
Pacripenenenue kimroden MeXy NOJIb30BATEISMU OCYIIECTBIISIETCA CUCTEMHBIM a/JI-
MUHHCTPATOPOM C TTOMOIIBIO IIEHTPA TeHepauu Kirode. Takum 00pa3om, moiab30-
BaTeJIM CETH K MOMEHTY YCTaHOBJICHUSI COCIMHEHHSI YK€ UMEIOT BCE HEOOXOUMBIE
KIIFOYH.

Kpome 3amuThl TaHHBIX, NEPEAABAEMBIX MEXAY ABYMS KOMIBIOTEPAMH IO
cetu, StrongNet mpemocTaBisieT (YHKIIMN TEPCOHATHHOTO MEXKCETEBOTO JKpaHa,
KOTOPBIM OCYIIECTBIsICT (GUIBTPALIMIO BXOASAIIMX U ucxoasmux [P-maketoB mo or-
pELIEICHHBIM KPUTEPUSM.

Jlnst paboThl ¢ cuctemort StrongNet HEOOXOAMMO CreHEpUPOBATh U paclipe-
JEIIATh MEXIY I0Jb30BaTEIISIMU OTKPBITHIE U JIMYHBIE KIFOYHU. Y KAXKAOrO I0JIb30-



Barensi cuctembl StrongNet ectb HaOOp KIOYEH, B KOTOPBI BXOAHUT €ro JIMYHBIH
KJIIOY U OTKPBIThIE KJIFOUM JAPYTUX MOJ30BaTEIEeH CUCTEMBbI, C KOTOPBIMH OH OOMe-
HUBAETCS JAHHBIMH Yepe3 3allulleHHble KaHaibl. Habop kimtoueit MoKeT XpaHUThCS
B (paiisie 1100 Ha 3JIEKTPOHHOM KIIIOYE.

[Iporpamma «StrongNet LleHTp reHepanuu KiIO4Yei» MNpeJHA3HAYEHA IS
co3faHus 0a3bl JAHHBIX KIFOYEH, COCTABJICHMS U3 HMX HaOOpOB, 3alHCHIBAEMBIX B
(aiia niIKM Ha BJIEKTPOHHBIN KU, U paclpe/ieIeHUs] 3TUX HA0OPOB MEXY IMOJIb30-
BaTeIsIMU cUCTEeMBbI. [ eHepalus KiIto4Yell MPOUCXOAUT OJUH pa3 MpHU CO3JaHUU 0a3bl
JTAHHBIX.

4.9.2. IlocTaHOBKA 3a1a4n

[TycTh cyliecTByeT HeKash OpraHU3amMs, B KOTOPOW B YIAJICHHBIX APYT OT
npyra oducax paboTaroT JBa Mojb30Bareis. Tpedyercs ¢ UCIOJIb30BaHUEM TEXHO-
JIOTUHM BUPTYaJbHBIX MAIIIMH CO3/1aTh CTPYKTYPY CETH, COCTOSIIYIO U3 ABYX BUPTY-
aJbHBIX Y3JIOB, U YCTAHOBUTH 3aiuiieHHoe coequuenue (puc. 4.31). Ocnonas OC
HMHTHpPYET paboTy KOMIBIOTEpAa CTOPOHHETO HAOJI0NATeNsT M HCIOJIB3YeTCS IS

aHaJIM3a CETEBOI0 Tpaduka.
VM1 VM 2

&,
StrongNet 1 StrongNet 2
192.168.75.11 192.168.75.12

VMWare Network Adapter

Puc. 4.31. Cxema coeqvHeHNs] BUPTYabHBIX Y3JI0B

BBIIIO/IHUTB!

1. Ha pabouem mecte oTkphITh ABa obpaza OC Windows 2000. [ns xkaxmoro o6-
pa3a Ha Bkiaake Edit BeiOpaTe Mento «Virtual Machine Settings» u ycTraHOBUTB
pazmep notpedisiemoit namsatu (Guest size) — 64 MB, a Tun ceTeBoro moaKiIko-
yenus — «VMNetl (Host Only)». Jlns o6oux o0pa3oB HACTPOUTH BUPTyaIbHbIE
JMCKOBOJIbI Ha eUHBIN (aiti. 3anmyctuth BUpTyanbHbie OC.

2. Hacrpouts IP-agpeca BuUpTyasibHBIX MamiuH (Hampumep, s nepBoit OC —
192.168.75.11, gns Bropoit OC — 192.168.75.12). C nomoip0 Mnporpamm
ipconfig u ping yoenuThcs B MPaBUIbHON HACTPOWKE CETEBBIX aJPECOB.



3. OcymecTtBuTh 3axBar Tpaduka B ocHOBHOM OC, yOenuTbcsi B BO3MOKHOCTHU
aHanuza nepenaBaembix ICMP-niakeToB.

4. Ycranosuth cucreMy StrongNet B 06e Buptyanbubie OC, crienys yka3aHusM yc-
TaHOBOYHOM ITPOTPaMMBI.

4.9.3. I'enepanus U pacnpocTpaHeHHne KJIK4YeBoil HHGopManuu

Jlist yenemHoi paboTel cucteMbl StrongNet HE00X0IMMO co3/1aTh 0a3y JaH-
HBIX KJIto4el. J{ucTpuOyTuB KiItouel [Uisl KaKJ0oro CETEBOTo y3ja pa3MelleH B (aii-
ne ¢ pacmupennem «DSTy». Mcxonnble kiatoun 3amu@poBanbl Ha MapoibHOUN (ppasze
U MOTOMY HEJIOCTYIHBI TPEThUM JulaM HenocpeacTBeHHo u3 DST-daitna. UtoOsl
co3/1aTh 0a3y AAHHBIX KIIIOYEH HYKHO 3amycTuTh nporpammy «LleHTp renepanuu
KIIFOUE».

BBIIIOJIHUTH!

5. Ha omnoii u3 cucrem 3anmyctuTh mnporpammy «StrongNet LleHTp reHepauuu
kiroueit». B mento «/lefictBue» BeiOpaTh nmyHKT «Co3aats b/ kimtoueit». B mos-
BUBIIEMCSI OKHE YCTAaHOBUTH KOJIMYECTBO reHepUpyeMbix kitouein — 2. Coxpa-
HUTbH 0a3y JIaHHBIX KIIIOYEH.

6. CreHepupoBaTh KJIIOYH ISl JBYX IIOJIB30BATENEH C YY4ETOM HMX JAJIbHEUIIEro
B3auMoAerCcTBUsA. JlJIst 3TOro B MpaBOM YacCTH TVIABHOTO OKHA JIBAX/bl IIEIKHYTh
JIEBOM KHOMKOW MbIKM Ha 3iiemeHTe «llonb3oBaTens 1». B nmosiBuBIIEMCS OKHE
«Coznanne KK» BBecTu umsi, B crnucke «Bce» BbiOpats [lonbs3oBarens 2 u Ha-
JKaThb KHOIIKY « >>». Haxarp kHONKy «J/lamee». B mosBuBLIEMCS AUAIOrOBOM
okHe «3anuck KK» BbIOpath T BHemHero kitoua — «Dailmy. Ykazath nyTh U
umMs ¢aiiia, B KOTOpoM OyAeT XpaHUThCS CO3/IaHHbIN Ha0op Kitouen ass [osb-
3oBatens | m oTKpbIThIM Kitod [lonb3oBaTens 2. AHamOrMYHbIE NEUCTBUSA IPO-
u3Bectu 11 [lonb3oBarens 2.

7. Tlocne 3aBepiieHus: pabOTHl MacTepa CKOMMPOBaTh HaOop kitouel [lomb3oBaTte-
751 2 HA IUCKETY (BUPTYalIbHYIO TUCKETY).

4.9.4. Hactpoiika C3U StrongNet

BBIIIO/THUTA!

8. B omHOW W3 BHPTyaJdbHBIX CHUCTEM OTKPBITH IJIABHOE OKHO IPOTPaMMBI
StrongNet 1 Haxxatb kHONKY «Pa3BepHyTh» (pHC. 4.32).

9. Ha Bknagke «Kioun» (puc. 4.33) BeIOpaTh TUI BHELIHErO Kiro4a — (aiia. Yka-
3ath (paitn ¢ HabopoM kitoue [lonap30BaTens 2 U HaAXKaTh KHOMIKY «3arpy3uThy.
[lepexmtouaTens «3arpyxaTh KIIOUM IMPU CTAPTE» IOCTABUTh B COCTOSTHUE
«BKIIOUYECHOY.

10.Bo Bropoit OC ananoru4yHo 3arpy3uTh HaOop kiarouei [lomb3oBarens 2, coxpa-
HEHHBIN Ha JIUCKETe.



HaanenHoe VPN coegumerie

Appes 11 94859265 ﬂ

PazespHyrt >

Puc. 4.32. I'naBHOE OKHO ITporpaMmsl «StrongNet»

Mok moyLTs l 3EKpETE I

11.Ycnons3ys Bkiaanky «Hactpoiiku» (puc. 4.34) caenaTth Tak, 4TOObI CEaHCOBBIM
KJII0Y B TpoIiecce pabOThl 3aIIMIICHHOTO COCTUHEHUS ePUOAUYECKU MEHSIICS.
OH MOXET MEHATHCS MO HMCTECUCHUH HEKOTOPOro MPOMEKYTKa BPEMEHHU, IS
ATOro mnepexiouarensb «l'eHepupoBaTh KIIHOY KaXAble» YCTAaHABIUBAETCA BO
BKJIFOYEHHOE COCTOSIHUE U B moJie «CeKyHAb» yKa3bIBae€TCs JUIMHA COOTBETCT-
BYIOILIETO BPEMEHHOr0 MHTepBasia. UTOOBI 3alIUIIICHHOE COSIUHEHUE MEePUOIU-
YECKH IPOBEPSIIOCHh HA MPEIMET aKTUBHOCTH, Nepekitovarens «lloarBepxaarh
COCIMHEHNE» YCTAHABJIMBAECTCS BO BKIIOUEHHOE COCTOSIHHE U B mosie «CeKyH-
JIbD» YKa3bIBa€TCA JJIMHA NepUoja B CeKyHAax. [ BCTYIUIEHUS B CUILy ClIEJIaH-
HBIX U3MEHEHUN HaXKaTh KHOIKY «IIpuMeHuTHY.

5 strongNet =il I5H StrongNet =

55 'stro)

-

HatTpodinu ] Hactpoiiki anarmrepos | Mpweasss | Moy ] CosauHetus 1 Cectui i K i ! PuneTpol ]
CosamHeHme ] Ceccuu Knouu FunETpE! I HacTpofiki 1 HacTpoiiky aganrepos I MpuEAzEM I Noru
— Kooy ayreHTHDMESLMA - Flraaapre. |
¥ 3 nerTpoHHBIA KKy
|Hair‘hnw Eeyp 1000 :] - BEZONACHOCTE CEAHCOBSIN KAKKYEN 11 TANMEUTE CECoMil—
[ |3aK phasaTs BEe COBAMHEHMA KAIDNA NPH HSBATMWE ¥ TeHEQMPOBATE KM KaRibIE: |D CERYHE
 Paiin | [~ Fenepuposate kiod ko [0 Keair
W MogTeepsnats cosgMHEHME: rEF_-' CEKYHT
Sarpysie e [H Jarpukate Kmod
| TRiLCTapTe —MpoToKoA CectHi
Wistopalien o Tersen ke L Oeen/mtn ol o
Coctoarue: He sarpyser |
ra; HenoCTYMHO
Uz ksl 0
HavHa kaous; U Gur
Mook mayTs | 3apeTh | Crpasxa | CEepHYTE © I Hm&mqml Sa5pee | Crpaska | CeepHYTE < I

Puc. 4.33. 3arpyska kiaroueBoii uapopmanun  Puc. 4.34. Hactpoiika napaMeTpoB 0OHOBIECHUS
KJIFOY€BOW MH(POpMAIIUH



4.9.5. YcTaHOBKA 3aIMMINEHHOI0 COeINHEHUA

BBIIIO/IHUTH!
12.Co3naTh 1 NpoBepUTh coequHeHue Mexay BuptyainbHbiMu OC. Jliig sToro Ha

BKiajake «Coeaunenue» (puc. 4.35) onHoro u3 y3i10B yka3ath [P-aapec BToporo
y371a ¥ HAKaTh KHOMKY «[TOAKITIOUUTEY.

13.Y6eautbcss B TOM, UTO COCIMHEHUE YCTaHOBJIEHO. {151 3TOro 3aiiTH Ha BKJIAJAKY
«Ceccumn» (puc. 4.36), MOJIBECTH yKa3aTelb MBIIIA K COCIUHEHUIO B CIIHCKE, B
KOHTEKCTHOM MEHIO BbIOpaTh MyHKT «MHbopmanus o coenunernun». [Ipocmot-
peTb uH(popmaIuoo 00 yCTAHOBJIEHHOM COEUHEHUH.

14.OcymecTBuTh 3axBat Tpaduka B ocHoBHON OC, yOenuThbcsi B TOM, 4TO Tpaduk
SIBJIICTCS 3AIIMILEHHBIM, IPOAHATU3UPOBATh €TI0 THUII.

1571 StrongNet

Hactpoiiu | Hactpaiici anarmepoe | [Mpueazem | Noru | Hacrpnﬁm] HacTpoiiki ananrepos | [Mpeazem | Moru ]
Cospurerie ] Cecouu I K mosm 1 FuneTps I Cosmumetuie Ceccud F.morn 1 FuneTpst
Hpanedroe VPN noastioveH9ee AFOPHT LMD
Y& neHHEE l| = -
et [Ceccim, aKTHERSIE B HACTOAWM MovE
ATr o | jaEs128 =]
Agarmep | |eaarmep 1192168 256 51) =~

V¥ Janyckare StiangMet npu sarpyake Windows

O nporpaie Stronghlet® VPN Sohuion < | i

ﬂm&mﬂml Jaxpems ] Crpaska | I:BﬁpHgn:<I ﬂm&mm'bl Sakpems | Crpaska | EBﬂpHgn:<I

Puc. 4.35. Hacrpoiika napamerpos coeaunenus  Puc. 4.36. [IpoBepka nHpopManuu o CoeIMHEHUH



4.10. 3awuma Ha mpaHCrOpPMHOM YpPO8He

JIns 3auThl Ha TPAHCHOPTHOM YPOBHE MPUMEHSIOTCS MPOTOKOIbl TLS u
SSL. OcoOeHHOCTBIO 3aIUThI HA TAHHOM YPOBHE SIBJISIETCS HE3aBUCUMOCTD OT IIPH-
KJIAJTHOTO YPOBHS, OJHAKO Yallle BCEro TEXHOJIOIUsSI PUMEHSETCS IS 3alllUThI JaH-
HBIX, epenaBaembIx 110 npotokoiy HTTP (pexum HTTPS).

[Tonpobuee paccmorpuM (QyHKIMOHMpoBaHHe mpoTokona SSL. IlpoTokon
4acTO MPUMEHSIETCS ISl YCTAHOBKU 3alIMIIEHHOTO COEJIMHEHMsI, KOTr/la MO0JIb30Ba-
Teb, O0paTUBIIKIACSI K wWeb-cepBepy, nepenaer win noiaydaer KoHDUaeHIMaIbHbIe
CBEJIEHUS, HarpuMep 00 00beMe M CTOMMOCTU MOKYNKU B HTepHET-Marasuue, jau-
00 mojy4yaeTr CTaTUCTHKY CBOMX coeluHeHuil y MHtepHeT-npoBaiinepa. B sTtom
ciiydae web-knuent, Hanpumep Internet Explorer, aBTomatnyecku nepexoaur B 3a-
IIMIIEHHBIA PEXUM, O YEM CBUAETEILCTBYET MUKTOIPAMMa «3aMOK» B ITPaBOU HUXK-
HEH 4acCTU OKHA.

E Log Viewer [https.cap]

File Search

Mo | Protocal | MAC Addresses | 1P addresses Parts Delta 4| | =) Ethemet 1T

1 IPTCP  OO:0Z:E3:32:F8E7 ... 192.168.4.250 <=> 192,168.1.1 32815 <=2 443 0,000 Destination MACHI0Z B 3130 18

2 IPTCP  O0:02E3:32:DC7D ... 192.168.1.1 ==> 192.168.4.250 443 <=3 32815 0,000 Shdnce Ik 0N ESz b D)

3 IPITCP  O0:0ZE3:32:F&:E7 ...  192.168.4.250 <=3 192.168.1,1 32815 <=3 443 0,001 Ethertype: 010300 (2048) - IR

4 IRJTCP : 192,168.4.250 <=> 192.168.1.1 32815 <=3 443 0,000 Direction Pass throdigr

e PJTCP Tirne § Delta Tirme: 11:40:29,466

G IPITCR o0 Frame size: 1042 bytes

7 IRITCP DO:O2:E3:32:FS:ET ... 32815 <=> 44 0,000 e ;

" (TP MM F a3 FRET 107 168 4 PEM #=> 107 1AA 1 1 PRI o= 447 0 nne ¥ IR version: 0x04 (4)

£ > Header length: 0x05 (5] - 20 bytes
- - +|- Type of service: 0x00 (0]

Dx00L0 04 04 99 6E 40 00 40 05-16 3& CO AB 0L Ol CO A3 . .®np.@..:ki. AE - Toral length: 0x0404 [1028)

0x0020 04 FA Ol BE S0 2F 90 A2-3E 66 1D DZ 74 O& 20 18  .=.»B/Rj=f.To.b. 1D (x996E (39275)

0x0030 16 A0 22 40 00 00 Ol 01-08 OA 09 A8 A7 OC 01 30  _ % _______ Es. .o ¥/ Flags

Dx0040 BZ 25 16 03 Ol 00 4A 02-00 00 46 03 01 42 AE 60 I.....J.._ F._Bem Fragment offset: 0x0000 (1)

0x0050 CC 70 2E DE FE A3 94 BE-90 236 &7 72 27 DD 04 0D  Mp=Tmirshegsto. . Tirne to live: 0x40 (54)

0x0060 45 E£9 EZ 44 FE 34 Z6 FC-34 AZ EF IF 29 Z0 94 19 EYbDrdsandT /. ) . Protocel: 0x06 (8] - TCP

0x0070 0% 35 1F 94 76 09 13 59-2E ES 30 21 4E BE SE 44  _5.,vwH. T.m0lMNsET Checksurn: 011634 (SE30) - carrec

0x0080 0OA 19 7C 4B BS 24 38 SB-DE 79 11 05 Za FD 00 05 .. |K&,.8«Hy..*s.. ot Jhildzaba Ll

0x0050 00 16 03 Ol 03 73 OB 00-03 &F 00 03 6C 00 03 &3 B P e

Ox00AD 30 82 03 &5 30 £2 0F CE-AQ O3 02 0l 0Z 02 Ol 00 0,.20,.0 ....... i TCPIPOP""“'NC'"E

OxOOBD 30 OD 06 09 Zh 86 48 85-F7 OD Ol 0L 04 05 00 30 O, . *fHtu...... 0 T

Dx00CO0 81 84 31 OB 30 09 06 03-55 04 06 13 02 §2 §5 31 P 1.0...0 RIU1 Destination port: 32615

0x00D0  OF 30 O 06 03 &5 04 08-13 0& &2 75 73 73 69 61 _0___U. .. Pussia Cequence: DIDAZIERE (Z6dHEEE

Dx00ED 31 15 30 13 06 03 55 04-07 13 OC 45 6B 61 74 65  1.0...TU. .. Ekate Acknowledgernent: 031002740

0x00F0 72 69 6E 62 75 72 &7 31-0FE 30 OC 06 03 55 04 0A  rinburgl.0. . T . Haader length: 002 (5) - 32 bytes

Dx0l00 13 05 36 33 36 31 37 31-0C 30 OA 0 03 55 04 0B ..6961l71.0...T.. 4] Flags: PSH ACK

Dx01l0 13 03 49 54 4F 31 11 30-0F 06 03 55 04 03 13 08 .. ITOL.O...U.... Window: 021640 (5792)

Dx0120 6E 73 2E 6C 65 61 72 6E-31 1C 30 1A 06 03 2& 86 ns.learnl.0...*t Checksurn: 012240 (8864 - comec

0x0130 42 96 F7 0D Ol 09 01l 16-0D 72 &6F &F 74 40 6E 73 Htw.. .... rootins Urgent Pointer: 0x0000 (1)

Dx0140 ZE 6C 65 61 72 &E 30 1E-17 0D 30 34 20 36 31 36 _learn0...04061l6 +- TCP Options

Dx0150 30 35 34 37 31 31 GA 17-00 20 25 20 =6 =1 36 30 0547112, 0508160 Diata length: 0300 (37)

Dx0160 35 34 37 31 31 EA 30 21-84 31 0B 30 09 06 03 &5 54711200, 1.0...0 < >

Dx0170 04 06 13 02 52 &5 31 0OF-30 OD 06 03 55 04 08 13 .. _EUL.0. .. 1. _. e e

Dx0180 06 52 75 73 73 69 &1 31-15 30 13 06 03 55 04 07 . Russial.0...T.. v IBSE

Puc. 4.37. CeteBoii makeT ¢ cepTU(PUKATOM OTKPBITOTO KJltoUa cepBepa

[Iporokxon SSL mpegycmarpuBaetr pyHKIMN ayTeHTU(PUKALNHU, MHA(DPOBAHUS
JAHHBIX U 00ECTICUEHUs IEIOCTHOCTH JaHHBIX. AYTEHTH(PHUKAIUS OCYIIECTBISETCS
nyTeM oOMeHa HU(PPOBBIMU CEPTU(PUKATAMU MPU YCTAHOBJIEHUHU COEIMHEHHUd (cec-
cun). Tak kak web-cepBep 0OBIYHO IPUHUMAET 3aMPOCHl OT MPOU3BOJILHBIX KIHEH-




TOB, TO Hallle BCErO ayTeHTU(HIMpyeTcss TOIbKO ceppep. s mmdpoBaHus naH-
HBIX IIPUMEHSETCS cTaHaapTHBIN mis VPN-coennHeHuit moaxo: s mudpoBaHUs
JTAHHBIX TIPUMEHSIETCS CUMMETPUYHBINA CEaHCOBBINA KIIto4. OOMEH CHMMETPUYHBIMU
CEaHCOBBIMH KJIFOUaMH ITPOUCXOUT MPU YCTAHOBICHUM COCIMHEHUS, MIPU Mepeaye
CEaHCOBBIC KITFOUN MU(PYIOTCSA C TOMOIIBIO OTKPBITHIX Kitouei. /[ obecnieueHus
LIEJIOCTHOCTH K COOOIIEHNIO TO0ABIIAETCSA €r0 XDII-KOI.

Paccmotpum stansl yecranoBku SSL-coennnenus. CHavana yCTaHABIMBAETCS
cranaaptHoe TCP-coenunenne ¢ noptom ceppepa 443. Jlanee KIMEHT NEPEAET CO-
obmenue «Client-Helloy, B koTOpoM coOOHIa€T MOJAECPKUBAEMYIO UM BEPCHUIO
nporokona SSL u ciywaitnyto nocnenoBarenbHOocTh «Challenge Data». B otBer
cepBep nepenaet coobmenue «Server-Hello», B koTopom ykaseiBaer Bepcuto SSL,
unentudukarop coequnenus «Connection id», cnrcok 6a30BbIX MUQPPOB (TIPOTO-
KOJIOB) U cepTUdHUKAT cepBepa (MOAMUCAHHBIN OTKPBITBIA KITIOY).

enp cremyromero CcOOOIMICHHS, OTIPABIAEMOr0 KIMEHTOM (COOOIICHUE
«Client Master Key»), — mepegadya CUMMETPUYHOTO CEAHCOBOTO KIItOUa, 3armud-
POBAaHHOTO OTKPBITHIM KJIIOYOM cepBepa. Takum o00pa3oM, TOIBKO CEpPBEP MOMKET
pacmmdpoBaTh MepeIaHHbI CHMMETPUYHBIN KITIOY.

B Log Viewer [https.cap]

File Search

Mo | Protocal | MAC Addresses | 1P Addresses Parts Delta # | | =/ Ethemet IT

3 IPITCP O0:0ZiE3:32:DC70 .., 192.168.1.1 <=3 192, 168.4,250 443 <=1 32815 0,040 Bestinalon MACLIDIZ B i3c b8

10 IPJTCP  O0:02iE:3IZFSET .. 192.168.4.250 <=> 192.168.1.1 32815 <=3 443 0,001 Souree Mol IlDaRasz bayD

i IPTCP  DO:0ZE3:32:DC70 ... 192.168.1.1 <=% 192,168.4.250 443 <=3 32815 0,000 Ethertype: 0z0300 (2048) - IR

i PITCR 0m02E:R3Z0DCTD .., 192.168.1.1 <=3 192,165.4.250 443 <=> 32815 0,000 Directiei| Pass throlih

13 IPJTCP  O0:02iE3:32FSE7 ...  192.168.4.250 €=> 192,168.1.1 32815 <=3 443 0,006 Tiine:{ Eialts Tirme £ 11140,26/599:

14 IFTCP  O0:0ZE3320CT0 ... 192.168.1.1 <=> 192,168.4,250 443 <=> 32815 0,033 Frameside: 1nd bytec

15 IFITCP o0:02:Es 32 Do 192.168.1.1 - 92.168.4,250 443 32815 0,045 e

16 TRITIP N7 337 M 7 197 1AR 1 1 =% 197 148 4 75N 447 o=" A5 AN e IR warsion: 0204 (4)

rs > Header length: 0x05 (5) - 20 bytes
¥ Type of service: 0x00 ()

0x0000 00 0z E3 32 F@ E7 O0 0Z-E3 32 DC 7D 08 00 45 00 . .pZws. .pZb}..E. ~ Tatal lengths 0x05B4 (1460)

0x0010  0F B4 95 73 40 00 40 06-14 85 CO A8 0l 0l CO A8 .r®™s@.@...AH. . AR I0: 039973 (3928%)

0x0020 04 FA 0L BE 80 2F 5D AZ-42 65 1D D2 77 Al 20 10  .m.»B/&fBe. Tuib. ¥ Flags

0x0030 1F 7F 35 SF 00 00 Ol 01-08 OA 09 A8 A7 19 01 30 _OSIL ... .. 25..0 Fragrment offset: 0m0000 ()

0x0040 EZ SB 17 03 01 10 01 40-1% Ak 1E Z& 7C 02 Bs 9E Teo ... .B.E.&| T8 Tirne to live: 0x40 (64)

0:x0050 31 87 EB €% 4F 90 F3 94-13 47 88 87 31 1A 04 04  14ni0ORy~. GE+1l. .. Provocol: 0udé (8) - TCR

0x0060 96 &b EZ 24 AC 41 3E 75-07 ES 41 27 B4 E7 Ed4 E1  -mr*-Aku &hirart Checksurn: 031485 (5253) - comec

0x0070  F& 96 30 89 76 72 2C 93-22 52 Al 85 D3 OB 87 45  w-hrvr, ", T.¥ 48 soue by bioibe 1

0x0020 06 BA 15 A4 79 EA F& BA-55 F3 6F 33 FD 83 E3 80 e, mymueUwo3sioh esinationg i 3ou b8 4250

0x0050 28 OB 4F 1C 97 23 93 SF-93 05 03 8F 77 FD 5D 05 (. 0.—#yw>. .Iws]. SRR

- TCP
Source port: 443
Drestination port: 32815

0x00AD 94 10 F5 14 6Z F& Cz S8B-20 Cd4 23 EZ ZZ 1z AL DS “.x buE: FhE"_IH
0x00EQ FE Fl1 7D EBE 0OE 32 El1 El-78 C7 46 04 DO ZD 4k &4 HC}lw . " Bix3F.P-Jd

0x00CO 54 92 EZ 33 1C 3E F6 9C-04 90 OB E4 Fi 4E 66 BS  T°B3_cme. . ruNip Sequence: D3DAZ4ZEE (2644656
0x00DO  FE CF 31 BY 95 E4 DD DC-0L DZ FB 00 4C CF C1 D =lll- +g3k. Tu. LIEB Acknowledgement: 0110027741
0x00ED 00 76 O0 EE 6B 41 93 DF-C9 58 23 95 DE C3 BC F9  _w_okAd™ S04 ~HT5u Header length: 0:08 (] - 32 bytes
0x00F0  3E CC 7B 1E 32 AC BO F&-04 D7 03 94 E1 &4 85 55 »M{_2-"u4. mBT.T 41 Flags: ACK

0x0100 2A 05 65 EE 1& 8B 55 92-2E 95 El 41 68 E6 1D BC  *_eo.<U¥ . =Bihw.j Windewe: 01FFF (3063)
0x0110 36 SAi AE FE E5 BE DL D6-02 75 BF A3 EB A7 3C 3F  62€mesCI.uilui<? Checksum: 0:358F (13711) - come
0x01z0 FC 1B 82 EA 3D ED 3B 2A-6E5 7A 42 AE C3 CO 1F &z b., Zkm;mezHITL I Urgant Pointer: 020000 (i)
0x0130 ©9 DS 10 2C 17 19 75 2A-5F 44 3B DE A1 Ez 37 51 %I, ..u*Im:W¥=70 + TCP Options

0x0140 6F ZF 37 78 OF 66 BD E5-73 50 76 D6 46 1E 65 3A  of7x. £5usPullF.e: Crata length: 0x580 (1408)
0x0150 EL 27 DE 43 16 EB 6B 4D-C9 OD 42 44 0E CB 58 BE  G'HC.mkMH. BD.IHs < 3
0x0160 20 SF BE 2B BC 61 9C 8D-7F COC C3 F3 E3 FE 92 1E  -Ils+jawbOMTurm’ SRl -
0x0170 ED EL D9 57 1C 27 Al 12-BS A6 EC AF ED ES D5 ZE =BV, 'V W wimeX. v BNE

Puc. 4.38. 3ammdposanusiii HTTP-Tpadux

[TonyuuB xitou, cepBep 3amMGPOBLIBACT ITUM KJIHOUOM OTIPABJICHHYIO pa-
Hee nocnenoBatenbHOCTh «Challenge Data» u mepenaer ee B COOOIICHUHN «Server-



Verify». [lonyuuB u pacmudpoBaB qaHHOE COOOIIEHUE, KIHUEHT YBEPEH, YTO CEaH-
COBBIM KJIIOU TOJY4Y€H M paciu@poBaH CEPBEPOM MPaBWIBHO. {7 TOro 4TOoOBI
CepBep TaKKe MOT YOeAUThCs B MPAaBUIBHOCTU MOTYyYEHHOTO UM CEaHCOBOTO KIIIO-
4a, KIWEHT 3amu(poBBIBACT JOTUM KIIOYOM HIACHTH(PUKATOP COCITUHCHHUS
«Connection_id», moy4eHHBIA OT CepBepa, U mepeaacT ero B coodmennu «Client-
Finished.

Takum o0Opa3oM, COEJUHEHUE YCTAaHOBJIEHO, CEpBEpP MPOBEPEH, CEaHCOBBIN
KJIIOY nepenaH. Tenepb Bech TpaduK MOXKET MepeaBaThCcsi B 3aIM(POBAHHOM BU-
ne. JIns BHemHero Habmronarens BuaeH tpaduk, uaymuii no 443 TCP-nopty Me-
KOy IBYMs y3j1aMmu ¢ u3BecTHbIMU [P-anpecamu.

4.11. OpeaHu3ayusi VPN cpedcmeamu npomokosia SSL e Windows
Server 2003

[IpeamnonoxuM, HaM HEOOXOAMMO OPTraHWU30BaTh 3AIIUIICHHBI OOMEH WH-
dopmanmeit Mexay web-cepBepoM M MPOU3BOJILHBIM KIMEHTOM. [[i1si opranuzanuu
Bocriosszyemcst OC Windows Server 2003, B kadectBe web-cepBepa Oynem uc-
noJib30BaTh BcTpoeHHbIM B OC komnoneHT IIS (Internet Information Services).

[TocTaBnenHas 3agava pazOuBaercs Ha TpH 3rtamna: aktuBuzauus IS, renepa-
musl  cepTH(UKaTa OTKPHITOrO Kiro4ya i web-ceBepa u  HacTpoirika SSL-
COCTMHECHHS.

4.11.1. AxtuBu3zanusa IIS

Kommnonent IIS no ymonuanuto B OC Windows Server 2003 He ycTaHOBIIEH,
eJIbI0 JAHHOTO JTarla SBJSIETCS €ro yCTaHOBKA M MPOBEpKa ero (pyHKIMOHUPOBA-
HUSI C aBTOMaTHYECKU TeHepupyemMoil web-cTpanuiei.

BBIIIO/IHUTH!

1. YcranoBute kommoHeHT Internet Information Services (Control Panel = Ad-
ministrative Tools = Manage Your Server).

B oTkpbiBIIEMCS 1ManoOroBOM OKHE HEOO0XOAuMO BbIOpaTh MyHKT «Add or
remove a role», nocie yero OC aBTOMaTHYECKU OMPENETUT TEKYIIUE CETEeBbIe Ha-
CTPOHKH U OTOOPa3UT AMAIOrOBOE OKHO CO CIMCKOM BO3MOXHBIX 3a]1a4, BBIMOJ-
HiAeMbIX cepBepoM (puc. 4.39). B stom cmucke HE0OXOauMO BBIOpaTh ITYHKT
«Application servers (IIS, ASP.NET)». YcranoBka 10nmoJHATEILHBIX KOMIIOHEHTOB
cepBepa FrontPage Extensions u ASP.NET He siBisieTcsi 00513aTe€lIbHOM, MO3TOMY
MOKET OBITh TIPOIyIIeHa. B pe3ynbrare yka3aHHBIX JEHCTBUN OyIyT YCTaHOBICHBI
KOMITOHEHTHI, HEOOXOIMMBIE, B TOM YHCJIE JJIs 3amycka web-cepBepa. [Iporecc yc-
TaHOBKH MOYET 3aHSTh HECKOJIbKO MUHYT, U JUIsl €r0 YCIEUIHOTO 3aBEpIICHUs TM0-
HagoOutcs quctpuOytuB Windows Server 2003.



Configure Your Server Wizard

X

Server Role

‘fou can set up this server bo perform one or more specific roles, IF you want to add more than one 5!
role to this server, ywou can run this wizard again,

Select a role. If the role has not been added, vou can add it. IF it has already been added, vou can
remove it If the role you want to add or remove is not lisked, open Add or Remove Programs,

Application server (II5, ASP.NET)

Server Role | Configured |

File server Yes

Prink server Mo

Application server (115, A5P.NET) Application servers provide the core
Mail server (POP3, SMTR) Mo technolagies required ko build, deploy,
Terminal server Mo and operate XML Web Services, Web
Femote access | YPM server Mo applications, and distributed

DMS server Ko applications, Application server

DHCP server Mo technologies include ASP.MNET, COM+
Streaming media server Mo and Internet Information Services
WINS server Mo {115},

Read about application servers

Wigw the Configure Your Server log,

< Back I Mext = I Cancel | Help |

Puc. 4.39. Beibop mynkra «Application servers (IIS, ASP.NET)»

A3 Under Construction - Microsoft Internet Explorer =10 x|
Mafin  Mpaeka Bua  MzbpaHHoe CepeWc  CNpaeka | ,'f
~ A -"wl e : 3 >
e Hasaa = () - |ﬂ \g Cp) | -/ Monce S ¢ WsBiparos @ Meana <) -
Aapec: I@hl http:f§192.168.1.1 j Mepexoa, ‘CEbI.ﬂKM »

=
Under Construction
The site you are trying to view does not currently have a

default page. It may be in the process of being upgraded and
configured.

Please try this site again later, If you still experience the
probler, try contacting the Web site administrator,

If you are the \Web site administrator and feel you have
received this message in error, please see "Enabling and
Disahling Dynamic Content” in 115 Help.

To access IIS Help

[y

Click Start, and then click Run,

2, Inthe Open test box, type inetmgr, [1S Manager
appears,

3. From the Help menu, click Help Topics.

4, Click Internet Information Services.

[~
|&] rotosn l_ l_ l_ |4 WHTepHeT .

Puc. 4.40. Oto6paxxeHue web-cTpaHullbl IpU 0OpaIlleHUH K CepBepy




[Tocne ycranoBku u nepesarpy3ku web-cepsep IIS aBTomarnuecku 3amycka-
eTcs, B KayeCTBE CTApTOBOM MCIIOJIb3YETCs aBTOMATUYECKH TeHepupyemas web-
ctpanuua (puc. 4.40). OtoOpakeHre TOM CTpaHUIBI HNpHU OOpAIICHUU K CEPBEPY
o ero [P-agpecy ¢ ykazanuem nporokosia HTTP roBopur o Tom, 4to cepeep oTBe-
yaer Ha HTTP-3anpocel knuenta (mporpammsl Internet Explorer). B pesynbrate
BBINIOJIHEHUS JAHHOTO 3Tana Mbl MOJY4YMId (PYHKIMOHHUpYIOUHA web-cepBep mnoa
ynpasienuem IIS.

BBIIIOTHUTH!

2. 3amyCTUTh aHaJIU3aTOP CETEBOTo TpaduKa U MPOCMOTPETh COAEPKUMOE Mepe/a-
BaeMOM MeEXIy KIMEHTOM U cepBepoM uHbopMmanuu. Yoemautbcs, uro HTTP-
3arpoc 1 HTTP-oTBeT nepenaroTcst B OTKPBITOM BHUJIE.

4.11.2. I'enepanus cepruduKkaTa OTKPHITOro KJIw4a 1 web-cepsepa

Kak ykasbiBajoch Bbiie, as MHUGPOBaHUS TepenaBaeMon uHMopmauu
KIIMEHT U CEepBEpP JODKHBI MOIYYUTh OOIIUN KIIF0Y CUMMETPUYHOTO MHUGPOBaAHUS.
B npoToxosie TpaHCIOPTHOTO YPOBHS JIaHHBIN KIIFOY TEHEPUPYET KIUEHT U OTIPAaB-
asieT cepBepy. OMHAKO I OTIPABKH KJIlOYa KIMEHT MPUMEHSET ero 3amudpona-
HUE C WCIIOJIb30BAHUEM OTKPBITOTO KJIF0Ya CepBepa, KOTOPHINA JOHKEH OBITh M3BEC-
TeH KIHEHTy. J[7s mepegadun OTKPHITOTO KITF0Ya IPUMEHSIETCS MEXaHU3M CepTU(H-
KaToB, I1eJIb KOTOPOTO 00ECIeYUTh MOMJIUHHOCTh TIEPEIaBaéMOr0 OTKPHITOTO KITFO-
ga. Takum oOpa3om, cepBep JOKEH UMETh CEPTU(PHUKAT CBOETO OTKPBITOTO KIIH0Ya,
KOTOPBIN B 00IIeM CiTydae JOJKEH ObITh MOAMKMCAH OJJHUM U3 IOBEPEHHBIX IIEHTPOB
cepTUu(dUKAIIUH.

B cBa3u ¢ teM, uto Mbl opranusyeM VPN-coeqrHEHHE B JIOKaJIbHOM CETH
y4eOHOTr0 KOMITBIOTEPHOI0 KJlacca, TO B Mpolecce paboThl CAMOCTOSITENIBHO CTeHe-
pupyeM cepTuukaT OTKpHITOro Kitoda u cozgaaum ero DI, Jnsg aToi nenu Ham
noHanooutcs Llentp ceprudukanmu, ajas padoThl ¢ KOTOPHIM HEO0X0aUMO A00a-
BuTh KomnoHeHT Certificate Services (Ciyx0b1 ceprudukaruu). B nporecce ycra-
HOBKM HeoOxomuMo Oyner ykazath ums llenTpa ceprudukanuu (Hampumep,
«Mycompany»), ocTadbHbIE HACTPOWUKH MOXHO OCTaBUTH MO YMOJTYAHUIO.

[Tocne ycranoBku LlenTpa cepTudukanmm HEOOXOAUMO OT HMEHH Wweb-
cepBepa BBITIOJIHATH 3aIIPOC HA TOJIYICHUE HOBOTO cepTU(UKaTa.

BbBITIOJIHUTH!
3. VYcranoButh komnoneHT Certificate Services (Control Panel = Add or Remove
Programs = Add/Remove Windows Components, puc. 4.41).

4. 3anyctuth ocHacTky Internet Information Services (IIS) Manager (Control
Panel = Administrative Tools = Internet Information Services (IIS) Man-
ager).



5. B paznene «Web Sites» (puc. 4.42) Beiopats komnoneHT «Default Web Sitey,
HICIKHYTh HA HEM IMPaBON KHOMKOM U BBIOpaTh MyHKT «Properties» B KOHTEKCT-
HoM MeHio. [lanee BbIOpaTh Bkmanky «Directory Security» ¥ HaXaTb KHOIIKY
«Server Certificate...» B oTKpbIBLIEMCS OKHE (pHuc. 4.43).

Windows Components Wizard

Windows Components
You can add or remove components of Windows.

To add or remove a component, click the checkbox. A shaded box means that anly
part af the companent will be installed. To zee what's included in a component, click

Dretails.

Components;

.-“-‘-.ccessnries and Utilities 49ME =
ﬁ.ﬂ.pplicatiun Server 333 MBE

M - Cerificate 5 1.4 ME

| E-mail Services 1.1 MB
[] ¢4 Fax Sarvices 79 MR ;I

Dezcrption:  Installz a certification authoriby [CA] to izzue certificates for uze with
public key securty programs.

Total disk. space reguired: 33 MB Details |
Space avallable on digk: 3330 MB —

< Back I et » I Cancel | Help |

Puc. 4.41. Beibop xommonenTa Certificate Services

lT; Internet Information Services (I15) Manager - |EI|£|

‘_'_“g File  Action Wiew window Help _|ﬁ’|£|
= | AE XEFRHEB 22> =0
-E'g Internet Information Services Mame | Path | Skakus
(=18 SERVER. (local computer) |=| iisstart. htm
- _J Application Pools _ | pagetrar . gif
b web Sites

: g Default Web Sike
fes | Wieb Service Extensions

1 | 0
I |

Puc. 4.42. Ocnactka Internet Information Services (IIS) Manager




Byner 3anyuieH «mactepy, NO3BOJISOLUN chOPMHUPOBATH 3aIIPOC Ha BbIAAYY
ceprudukara oTKpsIToro kioua k Llentpy ceprudukamun (Certification Authority).
Heobxonumo BeIOpaTh ommuto «Create a new certificate» (co3gath HOBBIN cepTH-
¢ukar), a 3atem «Prepare the request, but send it later» (moaroroBuTs 3ampoc, HO
OTIIPaBUTh €T0 MO3Ke). byneT mpennokeHo 3anOJHUTH UCXOAHBIC JaHHbIC, HAa OC-
HOBAHHUH KOTOPBIX OYJET BbIaH CepTU(PUKAT, B TOM YUCIIC HANMEHOBAHUS OpraHu-
3aruu (Organization) u opranuzanuoHHoro noapaszzaeneHust (Organizational unit).
Kpome Toro, HeoOxoauMo ykKa3aThb JOMEHHOe uMs web-caiita (Hampumep,
«WWW.mycompany.com») 1 ero reorpaguueckoe MeCTOHax0XJAeHue. 3ateM OyaeT
MPEJIOKEHO COXPAHUTh TEKCT 3ampoca B BUAE TEKCTOBOro ¢aina (puc. 4.44), co-
JIEPKUMOE KOTOpOTro HeoOxoaumo oTnpaBuTh B Llentp cepruduxanuu. Jlanubri
Gbaiia comepKUT OTKPHITHIN KoY Web-cepBepa U 3aroIHEHHBIE CBEICHMUS.

Tax kak LlenTpom ceprudukanum Takxe sSBISETCS HAlll y3€J, TO Mpolece OT-
IPaBKU MOJyYEHHOTO0 TEKCTOBOrO (haiiya ympouiaercs U 3aKIdaeTcs JUllb B 00-
paboTtke manHoro (aitna ¢ ucnonp3oBanueMm ocHactku Certification Authority (puc.
4.45). PesynpTaTroMm 00paboTku Oyaer cosnanue (aiima-cepTudukata OTKPHITOTO
kito4a B popmare X.509.

Default Web Site Properties 2=

Wieh Sike | Performance | ISAPI Filters I Home Direckory I
Documents Directory Security I HTTF Headers I Cuskam Errars I

— Authentication and access contral

authentication methods For this resource, | Edit

! ; Ernable anonymous access and edit the

a =5

—IP address and domain name restrictions

Grant ar demy access ko this resource using
IP addresses or Inkernet domain names,

Edit... |

— Secure Communicakions

Reqguire secure communications and
enable client certificates when this

resource is accessed, i o
Wiew Cerkificate. . .

Server Certificate, .. |

Edi... |

Ik Cancel Anply | Help |

Puc. 4.43. Bknagka «Directory Security» okHa CBOMCTB web-caiiTa



I1S Certificate Wizard

Certificate Request File Name

Your certificate request iz zaved az a text file with the file name you
gpecify.

Enter a file name far the certificate request.

File name:

< Back I Hest » I Cancel

Puc. 4.44. Coxpanenue 3anpoca cepTudukara

BBIIIO/IHUTH!

6. 3anyctuth ocHacTKy Certification Authority (Control Panel = Administrative
Tools = Certification Authority).

{2 Certification Authority =10l x|

File  Action Mew Help

5 | mEER > =

@ Certification Authority (Local) Marme | Description I

EI@ My company @Mymmpany Certification Authority
-1 Revoked Certificates
I:l Issued Certificates
I:l Pending Requests
.[_]] Failed Requests

Puc. 4.45. Ocnactka Certification Authority

Jnis nobaBieHus 3ampoca He0OXOAMMO M3 KOHTEKCTHOTO MEHIO KOMIIOHEHTA
«Mycompany» (B paccMarpuBaeMoM Impumepe) BbliOpaTh nyHKT All Tasks =
Submit new request... byner npenio)eHo BeIOpaTh (aill ¢ TeKCToM 3ampoca (oH
OBl co3naH paHee). 3ampoc nobamisercs B karanor «Pending Requests», 4ToOsI
o0paboTaTth €ro, Hy)KHO W3 KOHTEKCTHOTO MEHIO €ro 3alliCh BBIOpATh IYHKT



All Tasks = Issue. O6paboTanHblii cepTudukaT momeniaercss B kartaior «Issued
Certificates». UToObl coXxpaHuTh cepTUPUKAT B BUE (aiiyia HA )KECTKUU JMCK, He-
00XOIMMO JBaXKJIBI IIEIKHYTh Ha HEM, MepelTy Ha BKIanky «Detailsy m Haxartb
kHonky «Copy to File...». byaer 3anymen «Mactep skcriopta cepTu@uKaToB», B
KOTOPOM HY>XKHO BbIOpaTh (opMar skcmoptupyemoro ¢aiina (Beiopath «DER
encoded binary X.509»), a Takke yka3aTb €ero uMs (HalmpuMep, «C:\Certnew.cer).

BBIIIO/IHUTH!

7. Co3nath ¢aitn-cepTudukaT OTKPHITOTO KIHOYa.

Takum 00pazom, creHepupoBaH Qaili-cepTudUKAT OTKPHITOTO KIH04Ya, KOTO-
PBIii TETIeph MOXKET OBITh UCTIOIB30BaH s opranu3anuu VPN-coenunenus.

4.11.3. Hacrpoiika SSL-coennHeHus

Hactpoiika SSL-coenmuHeHmsi 3akimioyaeTcsi B YCTaHOBKE Ha web-cepBepe
CTCHEpUPOBAHHOTO cepTU(dUKaTa W aKTHBU3auK SSL-cOeqUHEHUS C yKa3zaHUEM
HoMepa mopTa. OOImEenpuHATEIM HOMEpOM mopTa aiist SSL-coenuHeHus sBISIETCS
nopt 443.

BBIIIOJIHUTH!

8. 3amyctuth ocHacTky Internet Information Services (IIS) Manager u OTKpBITH
okHO cBoiicTB kommnoHeHTa «Default Web Site». Ha Bxnagke «Directory
Security» HaxaTh KHONIKY «Server Certificate...» u BbIOpath MyHKT «Process the
pending request and install the certificate» (oO6paboraTh Haxonsmuiics Ha pac-
CMOTPEHHUH 3aMpOC U YCTAHOBUTDH CePTUUKAT).

byner npemnoxeno BeIOpath (aitsi, comepkaiiuii yka3aHHbld cepTUdUKar, a
Takke ykazatb SSL-mopt, KOTophlil OyneT ucnoiib3oBaThcsi web-caiitom (1o ymor-
ganuio 443). B pesynpTaTe Ha maHHOM Web-cepBepe OyaeT YyCTaHOBJICH CepTH(U-
KaT OTKPBITOTO KITFOYa.

YrtoOs! BKIIIOUNTH ¢ poBaHue WH(DOpMAIH, TepeaBaeMON MEXTy KIIHCH-
TOM U CE€pPBEPOM, HEOOXO0IMMO yKa3aTb HoMmep noprta SSL Ha Bknanke «Web Sitey,
a 3areM Ha BKiajgke «Directory Security» Haxath kHOmNKYy «Edit...» B pazgene
«Secure communications» U B OTKpbIBLIEMCSI OKHE (pHC. 4.46) yCTAaHOBUTH OTMETKY
«Require secure channel (SSL)». OctanbHble HACTPOMKHU JTaHHOTO OKHA MOXHO OC-
TaBUTh 0€3 U3MeHeHu. B yacTHOCTH, Tak Kak JijIsi web-cepBepa B 0011eM ciiydyae He
BAYKHO, UMEETCS JIM Y KIIMEHTa CepTU(UKAT OTKPHITOTO KIIF0Ya, TO YCTaHABIIMBACTCS
3HaueHue «raopupoBats ceprudukaThl K1ueHTOB» (Ignore client certificates).

JIist akTUBM3allUU CJEJAHHBIX W3MEHEHHH HEO0OXOJMMO HaKaTh KHOIKY
«Apply» (mpumenuTts) B nuanoroBoM okue «Default Web Site Propertiesy.

[Tocne npuMeHeHUs BBINOJIHEHHBIX HACTPOEK web-cepBep TOTOB K OCYIIECT-
BieHuto VPN-coequHeHus: ¢ MpOM3BOJIBHBIM KIHEHTOM, OOpPaTUBIIUMCS K Pecyp-



cam cepBepa c ucnoibzoBanueMm pexxuma HTTPS. IlepenaBaemas undopmarius Oy-
JeT 3amudpoBaHa CAMMETPUYHBIM aITOPUTMOM € 56- 1100 128-OUTHBIM KITFOUOM.

x

¥ Require secure charnel (S50

I Require 128-bit encryption

~ Client certificates
{* Ignore dlient certificates

" Accept dient certificates
" Renquire client certificates

™ Enable cient certificate mapping

Client certificates can be mapped to Windows user

accounts, This allows access control ko resources using Ed
client certificates. dit...

[ Enable certificate trust lisk

Zurremt STk I j

TEw, .., | Edit, .. |
(] 4 I Zancel | Help |

Puc. 4.46. OxHO «Secure communicationsy

BBIIIO/IHUTB!

9. 3amycTUTh aHaJIU3aTOP CETEBOrO TpaduKa U BKIIOUYUTH [IEPEXBAT IAKETOB.

10. 3amycTuTh B OCHOBHOM OTIEpaIlMOHHOI cucTteMe porpammy «Internet Explorer
U 00paTUTHCA K cepBepy Mo npoTokory SSL, 1i1s 3TOoro BBeCTH B CTPOKE ajpeca:
«https://<IP-agpec_cepBepa>». ByneT npemiokeHo cCOorimacuTbCs C UCIOJIb30Ba-
HUEM cepTu(UKaTa, MOAMMCAHHOTO HEU3BECTHON yIOCTOBEPSIONICH KOMIaHHUEH,
1OCJIe Yero A0JKHa ObITh OTKPbITA CTApPTOBAs CTpaHULA Web-caiiTa (CM. BBIILIE).

11. BeikmrounTh 3axBaT MakeTOB B aHanu3aTope Tpaduka. [IpociaeauTs mopsiok
YCTAaHOBJICHUsI COEIMHEHU 1O npoTokony SSL. Hailtu MOMEHT mepenadn Tek-
cTta ceptudukara OT cepBepa K KIHMEHTy. YOeauTbes, uro nepegada HTTP-
3anpocoB 1 HTTP-0TBeTOB nMponcxoauT B 3auppoBaHHOM BHJIE.

4.12. OpeaHu3sauyusi VPN npuknadHo20 ypoeHsi cpedcmeamu
npomokosna S/MIME u CK3U Kpunmollpo CSP
[Ipeanonoxxum, HaM HEOOXOJIMMO OPTaHW30BATh 3ANTUIICHHBIA OOMEH IMOY-
TOBOM uH(pOpMalLMe Mexay AByMs MOJib30BarelssMu. B mpoiiecce opraHuzaiuu
BOCHOJIb3yeMcs AByMs y3namu. Ogun y3en nox ynpasienuem OC Windows 2000
Professional OyaeT BBIMOTHATH POJB TTOYTOBOTO CEPBEPA, PEATH3YEMOTO CEPBEPOM



Eserv, aToT ke y3en Oyner sSBIsSThCSA pabouuM MECTOM IMEPBOTO mojb3oBarens (ul)
JUIsl OTIPABKU MOYTOBOM KOPPECHOHACHIMU C MCIOJIb30BAHMEM IporpaMmbl Out-
look Express. Bropoii y3en mox ynpasneauem OC Windows Server 2003 Oynet pa-
00YKMM MECTOM BTOPOrO MOJib30BaTelsl (U2), TOMOJHUTENBHO ITOT y3ea OyAeT pe-
maTh 3a7ady 1o Bbiade cepTU(UKATOB OTKPHITHIX Kimrodel. [IludpoBanue mouro-
BbIX COOOLIEHUH OyAeT oCyliecTBIAThCs ¢ oMol anroputma 'OCT 28147-89,
peanuzyemoro cpeactamu CK3U Kpunrollpo CSP.

[TocTaBnenHas 3a1aya pa30MBaeTCs HA HECKOJIBKO ATAOB: OpraHU3alus Moy-
TOBOTr0 0OMeHa 0e3 mpumeHeHus mudpoBanus, aktuBuzamus Web-cepsepa Internet
Information Services (IIS) B8 OC Windows Server 2003, ycranoska CK3U Kpur-
tollpo CSP, ycranoBka Ilentpa ceprudukanun B OC Windows Server 2003, mosry-
YeHue cepTU(UKATOB OTKPBITHIX KIIOUYEH, OpraHu3alus 3allMIIeHHOro oOMeHa
3JICKTPOHHOM MMOYTOM.

Jlist paboThl moTpeOyroTcst BUpTyannbHble 00pa3sl cucteM Windows 2000 Pro-
fessional (¢ ycranoBneHHbIM O4YTOBBIM cepBepoM Eserv) u Windows Server 2003,
a Taxoke nucku ¢ nuctpudytuBamu OC Windows Server 2003 u CK3U Kpunrollpo
CSP. JlonoiHUTENTEHO TPpEeOyeTCs YrCTas AUCKETa (MOKET OBITh HCTIOIB30BaHA BUP-
TyaJIbHAsl TUCKETA).

[IpenBapuTenbHOM OmNEpaMen SABIAETCS HACTPOWKA CETEBOTO COEAUHEHMS
BUPTYaJbHBIX MAaIIMH, UMUTUPYIOIIHUX 00a CETeBbIX y3ia. PekoMeHyeTcs ycTaHo-
BUTh BUPTYaJIbHbIE CETEBbIC ajanTephl B pexkuM Bridged u Ha3HAYUTH CETEBBIM y3-
JlaM YHUKQJIbHBIE CETEBbIE ajipeca, Hanpumep, 192.168.x.1 u 192.168.x.2, roe x —
HOMEpP KOMIIbIOTEPA B Y4EOHOM KJ1acce.

BBIIIO/IHUTB!

1. OTKpBITH W 3allyCTUTh BUPTyajbHbIe 00pa3bl, Ha3HAYUTH [P-anpeca, mpoBepuTh
YCTaHOBKY CBSI3H C MCIIOJIb30BAHUEM KOMAaH bl ping.

2. C uenwto ananuza cereBoro tpaduka aobdaButb B OC Windows Server 2003
koMrioHeHT Network Monitor (Control Panel = Add or Remove Programs =
Add/Remove Windows Components = Management and Monitoring Tools =
Network Monitor Tools).

3. 3anycTuTh ycTaHOBJICHHYIO mporpammy Network Monitor, yoenutbcs B BO3-
MO>XHOCTH 3aXBaTa U aHaJn3a CeTEeBOro Tpaduka.

4.12.1. Opranu3anus MO4TOBOro 0OMeHa

JlaHHBIN 3Tanm mpeaycMaTpUBaeT HACTPOIKY mouToBBIX mporpamm Outlook
Express Ha ABYX y371aX AJisl OTIPABKH U MOJTYUYCHHS JIEKTPOHHOMN MOYTHI IO TTPOTO-
konam SMTP u POP3 c cepBepa Eserv, ycranosnenHoro Ha y3ie ¢ OC Windows
2000.

4. 3anyctuth cepBep Eserv Ha y3me ¢ OC Windows 2000, 1jsi 4ero BBITTOJHUTH
KOMaHaHbIN ¢aiin Run.bat, Haxoasmuiics Ha aucke C: oOpasza.



5. IlpoBeputh HacTpoliku cepBepa Eserv u yOequThCs B HAIMYWU YUYETHBIX 3aru-
cel ul m u2 (menro O6mme HacTpoliku => Iloap30Barenu), yCTAHOBUTH MAPOJIU
JUIsl YKa3aHHBIX MOJb30BaTesnel (3aaB U NpuMeHUB 3HadeHue nois Password),
yOeIUThCs B HATMUUU HACTPOEK, YKA3bIBAIOIIMX B KAYECTBE JIOKAIBHOIO JOMEHA
aapec mail.ru (mento IToutoBsiif cepsep = SMTPcepBep = JlokanbHble n10-
MEHBI).

6. Hactpouts mourtoBsie mporpammbl Outlook Express ma oboux y3nax, co3nas
yUeTHBIE 3aIllMCH JIEKTPOHHOM MouThl Juia nonbs3oBateneid ul (ma OC Windows
2000) mu u2 (ma OC Windows Server 2003). B nactpoiikax ykasarh ajpeca
3JIEKTPOHHOM MOYTHI, COOTBETCTBEHHO ul@mail.ru u u2@mail.ru, B xauecTse
aapecoB SMTP- u POP3-cepBepoB ykazats [P-anpec y3na ¢ OC Windows 2000
(192.168.x.1).

7. IlpoBepuTh GYHKIIMOHUPOBAHUE ITOYTOBOIO OOMEHA IyTEM OTIIPaBKH U IMOJIyYe-
HUS TTOYTOBBIX cooOmenuit. B mporecce oomena B OC Windows Server 2003
BBITIOJIHUTD 3aXBaT CETEBOT0 Tpaduka, yOSIUTHCS, YTO TEKCT OTHPABIIIEMbIX U
HOJTy4aeMBbIX COOOILEHU nepeaaeTcs B OTKPHITOM BU/IE.

8. YOenuthcs B HACTPOMKax ydeTHBIX 3amuced moutsl mporpammbl Outlook Ex-
press (Cepeuc = VYwuerHsle 3anucu = I[loura = CaoiictBa = be3omnac-
HOCTb) B HAJIMYUU BO3MOXHOCTH IIM(POBAHUSA C UCIOIB30BAHUEM AJITOPUTMOB
DES, 3DES, RC2, a Takxe B OTCyTCTBUU CEPTU(UKATOB OTKPHITOrO KIFOYa JIJIs
MOJANKUCH U IU(POBAHUS.

4.12.2. Axrusmsanud 1IS

[Tpontecc aktuBuzanuu IIS moapobHO paccMoTpeH B pazaene «OpraHu3arivs
VPN cpencrBamu niporokona SSL B8 OC Windows Server 2003» ydebHOro moco-
oust. [IpuBenemM numib nepeyeHb TPeOyEeMBbIX SISl BBIMOTHEHUST KOMaHI.

BBIIIO/IHUTB!

9. YcranoButh kommoHeHT Internet Information Services (Control Panel = Ad-
ministrative Tools = Manage Your Server = Add or remove a role = Custom
Configuration = Application servers (IIS, ASP.NET)).

10.ITpoBeputs ¢Gynkunonuposanue Web-cepsepa, ooparusmrcs B OC Windows
2000 c nomombto mporpammsl Internet Explorer o aapecy http://192.168.x.2.

4.12.3. YcranoBka CK3U Kpunrollpo CSP

VYceranoska CK3U Kpuntollpo CSP BeinonHseTcs: Ha 000uX y37ax ¢ JUCTPH-
OytuBHOro nucka. [Ipumensiercs nonnodynkuuonanbHas Bepcuss CK3U 6e3 peru-
CTpalMH, YTO MO3BOJISICT UCIOIb30BaTh e B TeueHue 30 gueit. Mucrawisiua CK3U
ocymiecTBisieTcs: cranaapTHeiM 0opazoM. Hactpoiiku CK3U Kpunrollpo CSP moc-
TynHbl uepe3 [lanens ynpaBieHus.



BBIIIO/IHUTH!

11.¥YcranoBute CK3U Kpuntollpo CSP B OC Windows 2000 u Windows Server
2003. Bommonuuth TpeOyemyto mepesarpysky. [locne mepesarpysku OC Win-
dows 2000 3amyctuth cepsep Eserv.

12.TIpoananu3upoBaTh HACTPOWKH YYETHBIX 3amuceil moutsl mporpammbsl Outlook
Express, BBISICHUTH U3MEHEHUS B pasneiie «be3onnacHOCTh» CBOMCTB YUYETHBIX
3anucel, npousomeamue nocie ycranosku CK3U Kpunrollpo CSP.

13.BeinonHuTh HacTpoiiky cuuthiBareneil nporpamMmbl Kpunrtollpo CSP (Ilanens
ynpasnenust = Kpunrtollpo CSP = Hactpouts cuutsiBatenu). B OC Windows
2000 B kayecTBe CUMTBHIBATENd HCHOIb30BaTh AuckoBog A:. B OC Windows
Server 2003 B kauecTBe CUMTHIBATENsI 100aBUTH peecTp nmonb3oBarens (User reg-

istry).
4.12.4. YcranoBka llentpa ceprupukanuun B OC Windows Server 2003

B mporiecce BBITIOJIHEHHSI JAHHOTO MTYHKTa HEOOX0AMMO YCTaHOBUTH Ciry )0y
cepTudUKaUU OTIACIBHO CTOAIIETO KopHeBoro LlenTpa ceprudukaruu. Y cTaHOBKA
Cnyx0sn1 cepruduranuu (Certificate Services) B OC Windows Server 2003 mnog-
pobHO onucana B pazjene «Opranuzaius VPN cpencrBamu npotokona SSL B OC
Windows Server 2003y yue6HOTO 11OCOOMS.

BBIIIO/IHUTA!

14.YcranoButh komroneHT Certificate Services (Control Panel = Add or Remove
Programs = Add/Remove Windows Components). B npoiiecce ycTaHOBKH yKa-
3aTh uMs Llentpa ceprudukanuu (Hanpumep, «Mycompany»), ocTalbHbIe Ha-
CTPOUKH MOKHO OCTAaBUTH 110 YMOJTYAHHUIO.

4.12.5. Tlonyyenue cepTuPuKaATOB OTKPBITHIX KJIKOYeE

OaHUM U3 JIOCTYIHBIX CIOCOOOB MOJIYUYEHHS] CEPTHUPHUKATOB OTKPBITHIX KIIIO-
4eil siBisieTcst oOparieHre OT UMEHU KaKJIoTO U3 mojb3oBareieit k Llentpy ceprtu-
¢ukanuu yepe3s Web-untepdetic. [lonyuenne ceptudukara ocymecTBisieTcs B 1Ba
sTana — cHavana [lonb3oBarens obpamaercs k LlenTpy cepruduxanmm c 3ampocom,
a 3aTeM IMOoJy4aeT rOTOBbIN cepTudukar u ero uucrammupyet B coeir OC. Mexay
ATUMHU 3TanaMu agMuHuctpaTtop LleHTpa cepTudukanmnu J0J%KeH OCyIIeCTBUTh 00-
pabOTKy MOJIy4EHHBIX 3anpocoB (u3nanue ceptudukatoB). OCOOEHHOCTHIO TAHHOTO
sTamna OyJeT noiaydeHue ceprudukara, nosposstomiero padorats ¢ CK3U Kpunro-
IIpo CSP. Ceprudukar momxeH ObITh creHepupoBaH st anroputma ['OCT P
34.11-94.



BBIIIOJIHUTB!

15.01 mmenu nonp3oBarens ul B OC Windows 2000 ¢ momorisio Opay3epa Inter-
net Explorer oOpatutbest mo ampecy http://192.168.x.2/certsrv. Cpenu nepeuns
3a/1a4y BbIOpaTh MyHKT «Request a certificate.

16.11pu BeIOOpE THMA 3ampamrBaeMoro ceprudukara ykasars «advanced certificate
request» U B clielyroileM OkHe BhIOpaTh MyHKT «Create and submit a request to
this CA».

17.B monmyuyeHHOM WHGOPMAIIMOHHOM OKHE YKa3aTh IMapaMeTphbl MOJIb30BaTes,
00s13aTeNIbHBIMU  SIBJIIFOTCS: MMs TOJb3oBaTesst (userl), TOUHBIM ajpec dJeK-
TpoHHOM TouThl (ul@mail.ru), Tun ceprudukara «E-Mail Protection
Certificate», nactpoiiku kitoueit (Key options) «CSP: Crypto-Pro Cryptographic
Service Provider». OcranbHble mapaMeTpbl MOTYT ObITh BBEJIEHBI MPOU3BOJILHO.
OOparvTe BHUMaHUE Ha TO, YTO B MapaMeTpax alropuTMa Xdui-QyHKIUN yKa3aH
BapuaHT « GOST R 34.11-94».

18./151s1 BBINOJTHEHUS NalbHEWIINX JEUCTBUM pPa3pelIuTh BBINOJIHEHUE SJIEMEHTA
ActiveX, momyyaemoro ot ceppepa. B kauectBe HOCHUTENS BBIOPATh TUCKOBOI A
U TIOMECTHTh B HETO YUCTYIO AMCKETY. YKa3aTh Mapoiib, 3alIUIIAIOIINNA CEKPET-
HBII KJIFOY HAa HOCHTEJIE.

19.BpInoAHUTS aHATOTUYHBIA 3aIpoc OT UMeHHU mnojb3oBarens u2 B OC Windows
Server 2003, ykazaB agpec mouThl u2@mail.ru. B kauecTBe HOcHUTEIS BHIOPATH
«User registry». YKa3zaTb 1apoJib, 3alUIIAIOIINN CEKPETHBIN KIIIOY B PEECTpE.

20.B OC Windows Server 2003 c nomomisto ocHacTku Certification Authority ocy-
IIECTBUTH BblIauy ceptudukaron. s aToro 3anyctuth ocHactky Certification
Authority (Control Panel = Administrative Tools = Certification Authority). B
pazaene «Pending Requests» HallTu 3ampochl Ha MONy4YeHHE CEPTUDPUKATOB U
oOpaboTath MX, BBIOpPAaB M3 KOHTEKCTHOTO MEHIO 3alUCH 3alpOCOB ITyHKT
«All Tasks = Issue».

21.0cHactky Certification Authority MOXHO 3aKpBITh.

22.IToBropHo B kaxaorr OC ¢ momompio Internet Explorer oOparuthcs 1mo ampecy
http://192.168.x.2/certsrv. B nepeune 3aga4 BeiOpath «View the status of a pend-
ing certificate request».

23 . MHCTammMpoBaTh MOJIy4YeHHbIE cepTU(PUKATHI. B mporecce HHCTAUISILUU TOTpe-
OyeTcst BBOJ MapoJIst UIsl TOCTyHa K CEKPETHBIM KIIF0UYaM Ha COOTBETCTBYIOIIMX
HOCHUTEJISIX.

24.B xaxnor m3 OC BBITOJIHUTH HACTPOMKY IOYTOBBIX YUYETHBIX 3alMCEN MPO-
rpamMbl  Outlook Express, MOAKIIOYMB MOJTYYEHHBbIE CEPTU(PHUKATHI 3aLUTHI
AIIEKTPOHHOM MOYTHI B pazjene «be3omacHoCcTh) CBOMCTB YUETHBIX 3aMUCeH.

4.12.6. Opranu3anus 3alUIIEHHOT0 00MEHA 3JIEKTPOHHOM I0YTOH

Jlyist Toro 4ToOBI 1Ba MOJIL30BATElNsl MOTJIM OTMPABIATh IPYT JIpYyry 3amud-
pOBaHHBIE COOOIIEHUS, OHU JIOJKHBI OOMEHSATHCA CEPTUPUKATAMU OTKPBITHIX KITO-
yeil. CaMbIM IPOCTHIM CLIOCOOOM OOMEHa SBJISETCS OTIIPaBKa MUCEM, TIOIMUCAHHBIX



KKJIBIM M3 Tob30oBaTenei. [lociie momydeHus MmoamnucaHHoro muchMa ero OTIpa-
BHUTEJIb JIOJDKEH OBITH JI00ABJICH B aJIPECHYIO KHHUTY.

BBIIIOTHUTA!

25.Coznars, nognucath (Cepuc = [ludpoBas noAnuck) U OTIPaBUTH COOOIICHUE
OT UMEHHU T0JIb30BaTENS Ul, agpecyemMoe noJib30BaTENIO u2.

26.Bxitounth 3axBaT cereBoro tpaduxka. OT MMEHU MOJB30BATENS U2 TMOJIYYHTh
yKkazaHHoe cooOienre. OCTaHOBUTH 3axXBat Tpaduka.

27.Ilpoananu3upoBaTh 3aXBadeHHBIN ceTeBOM oOMeH 1o mporokoiy POP3, yGe-
JTUTHCSI B TIEpeaue OTKPBITOTO TEKCTa COOOLIEHMSI M €T0 3JEKTPOHHOU 1udpo-
BOW MOJIUCH.

28.OTKpHITH MOJy4€HHOE COOO0IIeHNE, 100aBUTh MoJib30BatTels ul u ero cepTudu-
KaT B aJIpECHYIO KHUTY MOJIb30BaTENS U2.

29.BpINOJIHUTH aHAJIOTUYHBIC JICVCTBHS, HAPABUB MOAMUCAHHOE MUCHMO OT IOJIb-
30BaTedNs U2 K MoJIb30BaTeNto ul.

30.OcyuiecTBUTh OOMEH 3amu(pOBaHHBIMU COOOLIEHUSIMHU, BBIMIOJHUB 3aXBaT Ce-
TeBoro Tpaduka B MPOLECCE OTMPABKU JIMOO TMOMY4YEHHs 3amuppPOBAHHOTO
nucbMa. Crenarb BBIBOJ O TOM, KaKue U3 aTpuOyTOB MHUChbMa MEPEAlOTCs B 3a-
¢ pOBaAaHHOM BH/IE.

31.1Ipoananu3upoBaTh CBOMCTBA MOJYYEHHBIX 3alIM(DPOBAHHBIX MUCEM U CHAENAThH
BBIBOJI O TOM, KaKHW€ aJITOPUTMbI U KIIFOYM MPUMEHSIOTCS B MPOLECCE OTIPABKU
3amr(poBaHHBIX COOOIICHUHN, KAKHE aJTOPUTMBI U KIIOYU MPUMEHSIOTCS MpHU
MPOYTEHUU 32U (POBAHHBIX MTHUCEM.

32.JlaTe OTBET Ha BOMpPOC, MOYeMy TMpH (HOPMUPOBAHUH TOANMKUCH TPEOyEeTCs BBO-
JUTH MAPOJb Ul JOCTyNa K KIFOUYEBOMY HOCUTEINIO, & MPU OTIpaBKe 3ammudpo-
BAHHOT'O COOOIIEHHUS MapOJb BBOJAUTH HE TpeOyeTcsi?

33.B OC Windows 2000 ¢ momompto nporpammsei-HacTpoiiku CK3U Kpuntollpo
CSP B okHe «CepTudukaTrbl Ha HOCHUTENIE» BBIACHHTH COCTaB cepTU(dUKaTa
MOJIb30BATEISI. Y Ka3aThb HA3HAUYEHUE U COAEPKUMOE IOJIEN: CEPUUHBIN HOMED,
QJITOPUTM TOJIUCH, TOCTABIIUK, CYyOBEKT, TUIl OTKPBITOrO KJTtoua, UACHTU(UKA-
TOp KJII04a CyObEKTa, UCIOIB30BAHKE KITHOYA.

34.1IpoaHanu3upoBaTh CBOMCTBA U COJAEPKUMOE KIHOUEBOU AUCKETHI. [Ipoananusu-
pOBaTh COJEPKUMOE 3HAUEHUN KIHOYEH peecTpa U MX MAapaMeTpoOB B pasielie
peectpa HKLM\Software\Crypto Pro\Setings\USERS\ Nnentuduka-
top_nonb3oBatessi\Keys B OC Windows Server 2003. CnenaTh BBIBOJ O HE00-
XOJIMMOCTH OpPraHU3allMOHHOM 3allUThI KJIIFOUEBbIX HOCUTEIIEH.

35.B OC Windows 2000 ¢ momoripto ocHacTKu «CepTuduKaThl — TEKYIIUNA MOJTb-
3oBarenb» (mme = Konconb = Jl06aBuTh/yaanuth ocHacTKy = CepTU(UKAThI
= Moeii yueTHOI 3anucu) HAaUTH JTUYHBIA CepTUDHUKAT U CEPTHUPUKATHI IPYTUX
II0JIb30BATEIIEH.



5. MNPUMEHEHUE TEXHOJIOMK TEPMUHAJIbBHOIO AOCTYIMA

5.1. O6wue ceedeHusi 0 mexHO/I02UU MepMUHasbHO20 docmyna

N3HavyanbHO TEPMUHAIBHBIA PEXUM paOOThl MOSBUICS M UCIOJIL30BAJICS Ha
mdtHppeiimax. [lomp3oBaTenu paboTanu ¢ TepMUHATAME, 00SCIICINBABIINMHU CBSI3b
C TEPMUHAIBHBIM CEPBEPOM M OTOOpakeHnEe NHPOPMAIUH, TOTYISCHHON C TTIaBHOTO
KOMITIbIOTEpa. Bce BhIUMCIEHMS OCYLIECTBISUIMCH IIaBHBIM KoMIlbloTepoM. Ha ce-
TOMHSIIHUYN I€Hb CYTh TEPMUHAIILHOIO JIOCTYNa HE MpeTepriesa HUKaKuX UICHHBIX
U3MEHEHUI. B COBpEeMEHHBIX cXeMax OpraHM3alMi BBIYUCIUTEIBHBIX IMPOLIECCOB
BMECTO CIELHMAIBHOIO anmapaTHoro KOMIUIEKCA MCHOJIb3YIOTCS MPOrpaMMbl-
KJIMEHTBI, KOTOpPhIE OO0ECNEeYrBaIOT B3aUMOJICHCTBUE C CEPBEPOM U OTOOpakKeHHE
MOJIYYEeHHOU OT Hero mHpopmanuu. BCio BEIYMCIUTENBHYIO HATPY3KY TaKKe HECET
cepBep.

TexHoJIOrus TEPMUHAIIBHOTO JIOCTYIA MO3BOJIAET MEPEHECTH BBIYUCIUTEIb-
HBIC 3aTPAThI C pabOUMX CTAHIIMI Ha CEpBEp, pelas psij MpoosieM:

—  Bcst 00paboTKa JaHHBIX BBITIOJHSIETCS HA cepBepe, HET HE0OXOIUMOCTH B Ce-
TEBOU mepenaue ¢ailos, ¢ cepBepa Ha paboune CTaHIMH MEPEeNaeTCs JUIIb U3Me-
HEHHOE COJEPKUMOE WH()OPMAITMOHHBIX OKOH TEKCTOBBIX pemaktopoB win CYB/I,
YTO YOPOIIAET 3aIIUTy CETeBOro Tpaduka M MO3BOJSET MCIOJIB30BaTh B KaYeCTBE
pabouux CTaHUMU NPAKTUYECKHU Jt0ObIle KOMIbIOTEPHI ¢ 0ot OC, B TOM uucie
OEe3IMCKOBBIC CTAHIIUH;

—  OTCYTCTBYET HEOOXOAMMOCTb MPEJOCTABISTH MOJIB30BATENSAM MOTEHIUATBHO
OMaCHBIN CETEBOM JAOCTYI K XpaHSIIUMCS Ha cepBepe ¢daiiam JaHHbBIX;

— MAarHuTHBIE, a TAK)KE€ BHEIIHHWE HOCHUTENIM, Ha KOTOPBIX MOXKET OKa3aThCs
MOJIHAS WJIM YaCTUYHAs KOMHS 3allUIaeMbIX (ailIoB JaHHBIX, PACTION0KEHBI TOJb-
KO Ha CEpBEPE U MOTYT MOJIHOCTbEO KOHTPOJIMPOBATHCS aIMUHUCTPATOPOM.

[Ipennonaraercst cieayroniasi CXeMa HCIOJIb30BAHUS TEXHOJOTUU TEPMH-
HaJBHOTO JocTyna. Ha cepBepe ycraHaBiuBaeTcs Ciiyk0a TEpMUHAIBLHOTO JIOCTYTIA,
Pa3BEPTHIBAIOTCS MPHIIOKEHUS, HEOOXOAMMBIE /IJIsi paboThl monb3oBateneii. Cepsep
TEPMUHAIBHOTO JTOCTYIA HE JOHKCH BBIMOTHATh MHBIX CETEBBIX (YHKIHA KpOME
0o0CTy’)KMBaHUSI TEPMHUHAIBHOIO PEXMMa, & HMMEHHO, HUCKJIOYAIOTCSI COBMECTHO
IIPEIOCTABISIEMbIE CETEBBIE PECYPCHI, BKJIOYas NpuHTepbl. [lepedeHpb ceTeBbIX
CiIy*0, QYHKUMOHUPYIOIIMX HAa CEpBEpE U JOCTYIHBIX M3 CETH, OIPAaHUYMBAETCS
TOJIKO TEPMHUHAIBHON CIy>XO0W M, MPU HEOOXOAMMOCTH, CIykO00H, obecreuu-
Barollel mudpoBaHUE CETEBOTO TpauKa.

Ha pabouux craHmusx mojb30BaTeiedl yCTaHABIMBAETCS KIMEHT TepMUHAsa
Y HacTPaMBaeTCsi Ha MOJAKIIOYEHHE K TEPMHUHAIBHOMY CEPBEpY. 3allyCK KIHEHTa
TEpMUHATA MOXET OCYIIECTBIAThCA 100 u3 ocHOBHOM OC, yCcTaHOBJIEHHOW Ha
KOMITIbIOTEpE mojb3oBarens, aubo u3z OC, 3amyckaeMoi C BHEIIHETO HOCHUTEIS
(muckersl unmu CD-ROM) unu 3arpyskaemMoil ¢ MOMOIIbIO CETEBOM KapThl yAaleH-
HOW 3arpy3KH.



B nepBom ciydae niist paboThI ¢ 3alUIIIAeMbIMH JIAHHBIMU TI0JIb30BATEINb U3
ocrHoBHOM OC 3ammyckaer KIMeHTa TePMUHAIBHOTO focTymna. [Ipu aToM Ha KOMIIBIO-
Tepe MOTYT OBITh YCTAHOBJICHBI CPEICTBA 3alTUThI HHPOPMAIIUUA OT HECAHKIIMOHU-
poBaHHOTO jAocTtymna. [IpemmyiiecTBOM MaHHOTO Croco0a SIBISETCS BO3MOXKHOCTH
OpraHu3aliy JOTOTHUTEIIEHON 3anuThl (IMH(POBaHKS) CETEBOTO Tpaduka myTeMm
ucnoibs3oBanus npotokona [PSec (B OC Windows XP) nubo criennaninu3upoBaHHBIX
C3U.

Bo BTOpOM ciydae mosib30BaTeNb s pabOThI C 3aIIMINAeMbIMUA JaHHBIMH
3arpy>kaeT KOMIBIOTEP CO CIeIUaibHO MOAroToBiIeHHOro HocuTens (CD-ROM wunu
JTUCKETHI), Ha KOTOpbI# 3anuckiBaeTcss OC Linux ¢ KJIMEHTOM TEPMUHAIBLHOTO Cep-
Bepa. MoxkeT ObITh MpUMEHEeHa O0e3AMCKOBasl CTaHIIMS, 3arpykaeMas c cepBepa npu
MOMOIIM CETEBOr0 ajanTepa, pa3pelialiero yaaleHHyo 3arpy3ky. OTpunareib-
HBIM CBOWMCTBOM 3TOTO PEIICHUS SBISETCS HEBO3MOXXHOCTH MPUMEHEHHUS JTOTIOTHU-
TeIBHBIX cpeACTB mudpoBanus Tpaduka. [Ipuunna 3akimtodaercs B TOM, YTO HE U3-
BECTHBI CEpTU(MUIIMPOBAHHBIE CPEACTBA 3alIUThl WH(OOPMAIUMH, 3arpy’kaemble C
BHEIITHETO0 HOCUTEJISI WJIH TI0 CETH.

Jlst oOpaboTKH 3alTUIAeMBbIX JaHHBIX MOJIH30BATENh 3aITyCKAET MPOTPAMMY-
KIIMEHTa TEPMUHAJIA, PETUCTPUPYETCS HA TEPMUHATLHOM CEpPBEPE C UCIOJIb30BaHU-
€M pSAIOBOH yueTHOU 3anmucu. OCOOEHHOCThIO HACTPOWKH TEPMHHAIILHOTO CEpBEpa
SIBJIICTCSI YCTAHOBKA PsIJia 3allPETOB IS MOJIh30BaTENICH, Hanbosiee BaKHBIM U3 KO-
TOPBIX SBJISIETCS 3alPET UCIIOIB30BaHUsI COBMECTHOTO Oydepa oomeHna. biarogaps
JAHHOMY 3allpeTy pelaeTcs npodlieMa HECAaHKIIMOHWPOBAHHOTO KOMHUPOBAHUS 3a-
HIMIIAEMbIX JIAHHBIX Ha HOcUTeNnu pabouux cranuuil. [lonbp3oBaTens TepMuHaia
MOXET BBIJICIUTh U CKOIMPOBaTh B Oydep oOMeHa TepmuHaibHOH Windows kak
Gbaiin ¢ JaHHBIMH, TaK U COAEPKUMOE HHPOPMALMOHHOTO OKHA. OJTHAKO OIepaIuio
BCTAaBKM MOYXHO BBITIOJIHUTH TOJBKO B OKHE TEPMUHAIBHOTO cepBepa. B okHe pabo-
Yeil CTaHIIMM BO3MOYKHOCTBH BCTaBKH U3 Oydepa OyaeT 3a0JI0KHpOBaHa.

Takum o0Opazom, kKomupoBaHWE BCeW 3amuiaeMor uHbopmaruu Jmdo ee
JaCTH MOKET OBITh OCYIIECTBIICHO JIUIITh HA HOCUTEH, (PU3UIECKHU MOAKITIOUYECHHBIC
K CepBepy. DTO HAKJIAABIBAET HEKOTOPHIE OTPAaHUYEHHUS HAa BO3MOXKHOCTH JKCIIOP-
Ta/UMITIOPTa MaHHBIX, TaK KaK OMEpaIdy SKCIOPTa ¥ UMIIOPTA TaKKe OCYIIECTBIIS-
I0TCS TOJILKO Yepe3 HOCUTENH, YCTaHOBJICHHBIC Ha cepBepe. OCHOBHBIM MPEUMYIIIC-
CTBOM SIBJISIETCSI TO, YTO BCE HOCUTEIIN, BKIIFOYAsl BHEIITHUE, HA KOTOPHIX MOXKET OKa-
3aThCsl TIOJTHAS WJIW YaCTHYHAS KOTHS 3alIUIIAEMbIX JTaHHBIX, PACTIOI0KEHBI TOJIBKO
Ha cepBepe MoJ KOHTPOJIEM aJIMUHHUCTpaTOpa. DTO YHPOIIAET LEHTPATU30BAHHBIH
AHTUBUPYCHBIA KOHTPOJIb U OJOKUPYET BO3MOKHOCThH MOSIBJICHUS BPEIOHOCHBIX
POrpaMm.

[IpoGnema 0O6pa3oBaHMs TEXHOJOTUYECKOTO «MyCOpa» Ha pabOYMX CTAHIIUSIX
TaK)Ke PelIaeTcsi aBTOMaTUYECKU. [[J151 KaKI0TO TEPMUHAIBLHOTO CEaHCa Ha CepBepe
CO3/1a€TCS1 BPEMEHHBIM KaTayor. Eciin yCTaHOBJIEHBI COOTBETCTBYIOLINE HACTPOUKHU,
TO TI0 OKOHYAHUHU CEAaHCa ITOT KaTtayor OyaeT ynaneH. Takum oOpa3om, TEXHOJIOTHU-
YECKUN «MYyCOP» OCTACTCS JIMIIb Ha HOCUTENISIX TEPMUHAIBHOTO CepBepa.



[TpoGnema mepegaun OTKPBHITOTO CETEBOTO TpaduKa peraeTcs Mpexae BCero
TE€M, 4YTO B TEXHOJOTHHM TEPMHUHAIBHOTO JOCTyma BCS 00OpaboTKa 3alUIIaeMbIX
JTAHHBIX BBIMOJHAETCS Ha CEpBEpE, a HAa padoUyue CTAHIMU NEepPeAacTCs JIHUIIb U3Me-
HEHHOE COJIEpKUMOE MH(OPMALIMOHHBIX OKOH COOTBETCTBYIOIIUX MPHUIOKECHUH.
Kpome Toro, BosmoxHo mudpoBanue Tpaduka cpeacTBAMU TEPMUHATILHOTO CEepBe-
pa. TepmuHanbHbBIN cepBep MOAACPKUBAET HECKOJIBKO YPOBHEH 0€30MacHOCTH, Ka-
YKIBIN M3 KOTOPBIX ONpeJeNisieT HampaBiieHne mudpyeMoro Tpapuka U IJIMHY KO-
4a, UCIOJIb3yEMOTO NIPH MKU(PPOBAHUU.

B cocraB Windows Server 2003 Bkitouena ciyx6a Microsoft Terminal Ser-
vices (MSTS) [18]. Ona npenocrapiisieT BO3MOXKHOCTh JIMOO yAAJICHHO aJIMUHUCT-
pUpoOBaTh CepBep, JUOO MPEBPATUTH €r0 B CEpPBEP NPHIIOKEHUHN (TepMHHAIBHBIN
cepsep). Kpome Toro, cyiecTByeT HaJacTpoWKa HaJl JaHHOM Ci1y>k00ii, pa3paboTaH-
Hast kommanuei Citrix, KOTopasi BBOJUT Psijl JOMOJTHHUTEIbHBIX BO3MOKHOCTEH H
YBEIMYHUBACT YUCIIO MOCPKUBAEMBIX TUIAT(HOPM.

CrnemyeT OTMETHTh, 9TO caMa peanu3anus MSTS He cBoOOIHA OT HEIOCTAT-
KOB, KOTOpPbI€ MOTECHIIMAIBHO MOTYT ObITh MPUMEHEHBI 3JI0YMBIIUICHHUKAMU s
HapylIeHus: 0€30MaCHOCTH JIaHHBIX. Tak Kak BCE MOJIb30BATEIHU, MOIKIIOYAOIINECS
K CEepBEpy B TEPMHUHAIBLHOM PEXUME, MO CYTH, OCYIIECTBISIOT MHTEPAKTUBHBIN
BXOJ] B CUCTEMY, TO OHU MOT'YT 3apErUCTPUPOBATLCSA B CUCTEME C KOHCOJIM CEpBEpa.
CrnenoBarenbHO, UCIIOIL30BaHUE TEPMUHAIIBHOTO CEpBEpa MPEAbSBISET MOBBIIICH-
Hble TpeOOBaHUS K aIMUHUCTPUPOBAHUIO U K BBIMOJHEHUIO HEOOXOIUMBIX HACTPO-
eK 0€30IaCHOCTH MPUMEHSIEMOTr0 MPOTPAMMHOI0 00ECTIeUeHHUS.

be3omacHocTh pexxrMa TEPMUHAIBHOTO JOCTyHa O0ECIeYHBAETCS COBOKYTI-
HocThto HacTpoek OC Windows Server 2003, cepepnoit uactu MSTS u npoToko-
Ja TepMuHanbHOro gocryna — RDP. B kaxaom 13 3TUX KOMIIOHEHTOB peain3oBa-
HbI Pa3JIMYHbIE MEXAHU3MBI 3aIIUTHI, HO B TO K€ BPEMsI KaXJblii KOMIIOHEHT UMEET
COOCTBEHHBIC YSA3BUMOCTH, KOTOPBIE MOTYT OBITh MCIIOJIB30BAHbI 3JI0YMBINIJICHHU-
KaMH.

5.2. ObecneyeHue 6e3zonacHocmu OC Windows Server 2003

OcuoBubivu Tpymmnamu yszsumocteit OC Windows Server 2003, xoTopsbie
NPEICTABISIOTCS aKTYaJbHBIMU JJIS 3aIIUTHI B TEPMUHAIBHOM PEKUME, SIBISIFOTCS:
—  BO3MOXHOCTb CETEBOI0 JOCTyIa K 00pabaTeiBaeMoii cepBepoM HHGOpMAIIHH;
—  BO3MOXXHOCTb PACIIUPEHUS TMOTHOMOYUN MPHU OCYIIECTBICHUHU JOKAIHLHOTO
JOCTYyTA.

5.2.1. Orpanu4eHue BO3MOKHOCTH CETEBOI0 A0CTyIa

Bo03MOXHOCTB CEeTeBOro JI0CTyMa peain3yercs Onarogaps U3JIUMIIHEMY KOJH-
YEeCTBY CETEBBIX CEPBHUCOB, 10 YMOJIYaHUIO MpeaocTapisieMbix cepsepom OC Win-
dows Server 2003. YnopsiioueHHBIN 110 HAMMEHOBAHHIO TIEPEYEHb CETEBBIX CEPBU-
coB, ¢yukruonupymommx B OC no ymonvanuto, npuBeaeH B Taom. 6.1. ITomHbri
nepeueHb ceTeBbiX cepBrcoB OC Windows Server 2003 mpuBenen B Ilpunoxe-
HUHU 2.



Tadmuna 6.1

[Tepeuens cereBnix cepBrucoB OC Windows Server 2003

Hopt | Tun IIporokoJa HanmeHoBaHHE CHCTEMHOI CJIYKObI
137 TCP | NetBIOS Name Resolution Computer Browser

137 | UDP | NetBIOS Name Resolution Computer Browser

138 UDP | NetBIOS Datagram Service Computer Browser

139 TCP | NetBIOS Session Service Computer Browser

139 TCP | NetBIOS Session Service Fax Service

445 TCP | SMB Fax Service

445 UDP | SMB Fax Service

500 UDP | IPSec ISAKMP IPSec Services

138 UDP | NetBIOS Datagram Service License Logging Service

139 TCP | NetBIOS Session Service License Logging Service

445 TCP | SMB License Logging Service

445 UDP | SMB License Logging Service

138 UDP | NetBIOS Datagram Service Messenger

137 TCP | NetBIOS Name Resolution Net Logon

137 UDP | NetBIOS Name Resolution Net Logon

138 UDP | NetBIOS Datagram Service Net Logon

139 TCP | NetBIOS Session Service Net Logon

3389 | TCP | Terminal Services NetMeeting Remote Desktop Sharing
139 TCP | NetBIOS Session Service Performance Logs and Alerts
139 TCP | NetBIOS Session Service Print Spooler

445 TCP | SMB Print Spooler

445 UDP | SMB Print Spooler

135 TCP | RPC Remote Procedure Call

139 TCP | NetBIOS Session Service Remote Procedure Call Locator
445 TCP | SMB Remote Procedure Call Locator
445 UDP | SMB Remote Procedure Call Locator
4500 | UDP | NAT-T Routing and Remote Access
137 TCP | NetBIOS Name Resolution Server

137 UDP | NetBIOS Name Resolution Server

138 UDP | NetBIOS Datagram Service Server

139 TCP | NetBIOS Session Service Server

445 TCP | SMB Server

445 UDP | SMB Server

1900 | UDP | SSDP SSDP Discovery Service

5000 | TCP | SSDP legacy event notification | SSDP Discovery Service

3389 | TCP | Terminal Services Terminal Services

137 TCP | NetBIOS Name Resolution Windows Internet Name Service
137 UDP | NetBIOS Name Resolution Windows Internet Name Service
123 UDP | NTP Windows Time

123 UDP | SNTP Windows Time




Kak m3BeCTHO, IEpPEUYCHb OTKPBHITHIX CETEBBIX IMOPTOB MOXKET OBITH MOJYYEH
KOMaHI0i netatat —aon. Pesynprarhl BeioaHeHUs 3ToM KoMaH bl it OC Windows
Server 2003 npuBeneHsl Ha puc. 5.1.

e |Gy WINDOWS sy stem32h cmd exe =1

Microsoft Windows [UVersion 5.2.3790] -

L0y Copyright 1985-2003 Microsoft Corp.

CisDocuments and SettingssAdninistratorinetsztat —oaon

Nctive Connections
Proto Local Addeess Foreilgn Address State rlD
TCP B.0.B.0:135 D@ @m0 LISTEMIMG 9%
TCP B.0.0.0: 445 .0 .m0 LIETEMI HG 4
TCP Dm0 1025 b.m.0.0:0m LIETEMIHG 12
TGP D.0.0.0:3389 D.0.0.0:0 LISTENIHG 1980
TGP 192.168.187.2:135 192.168.187.2:1029 ESTABLISHED 796
TCP 192,168 . 187.2:13%9 b.0.m.m:0 LISTENIHG 4
TCP 192.168.187.2:182% 192.168.187.2:135 ESTABLISHED 564
unp Q.0.0.0:445 WK 4
uop Q.0 60,0500 "I 712
unp 0.0.0.0:4500 wIw 2
1] 125 . 00,1122 I 1134
une 127 . 0.0.1:=1026 - 1132
unre 172168 187 . 22123 = 1132
une 192 168 _187_2:=137 = 4
nre 192 168187 .2:138 L] 4

Puc. 5.1. Pe3ynbTaThl BBINOJHEHUSI KOMAHIbI netstat

CornacHO MPHUBEACHHOI BBIIIE CXEME OpPraHU3alUHU JOCTYyMAa K 3allUIIaeMbIM
JaHHBIM, CEpPBEpP TEPMHUHAIBHOTO JOCTyNa JOJDKEH BBINOJHATH TOJBKO 3a7ady
obecneueHust ciayxk0b61 MSTS. CepBep TepMUHAILHOTO JOCTYIa, B YACTHOCTHU, HE
JIOJHKEH BBITIONHATH (DYHKIIMU KOHTpoJiepa qoMeHa. Takum oOpa3om, U3 mepedHs
(GYHKUMOHUPYIOIIUX MO YMOJYAHHUIO CETEBBIX CIIYkO JTOJKHBI OBITh MCKIIOYEHBI
Bce CITy kOBl kpome ciry0nl Terminal Services, TCP-tiopt 3389.

Jlist obecrnieueHust 3alIUThl CETEBOTO TpapuKa JOMOTHUTEIHHO MOXKET MOHA-
noouthest ¢pynknuonupoBanue ciyx0nl [PSec Services (UDP-nopt 500), a Taxxe
WHBIX CITYK0, HCTIONB3YEeMbIX criennanu3upoBanubivu C3U.

HckmoueHne ciay>k0 MOXKET ObITh OCYIIECTBICHO JIBYMs CIOCOOaMH: OCTa-
HOBOM CITy>)KObI B OcHacTke Services (puc. 5.2) nubo 3amperneHreM I0CTyma K
ciyx0e ¢ MpUMEHEHNUEM MEKCETEBOT0 SKPaHUPOBAHUS.

CrocoboM oOcCTaHOBa JOJDKHBI OBITH HCKIIOYEHBI ciyxObl:  Computer
Browser, Server, Windows Internet Name Service, Net Logon, Messenger, License
Logging Service, Fax Service, Performance Logs and Alerts, Print Spooler, Remote
Procedure Call Locator, Routing and Remote Access, SSDP Discovery Service,
Windows Time. Otkitouenue ciyx0s Remote Procedure Call, dpyHxuuonupyto-
uieit Ha 135 TCP-nopTy, NpUBOJIUT K HEPAOOTOCTIOCOOHOCTH y3I1a, IOITOMY 3aIPET
JOCTyIa K ATOMY MNOPTY OyJEeT MPOU3BOJUTHCA C HMCIOJb30BAaHUEM TEXHOJIOTUU
MEXKCETEBOTO IKPAHUPOBAHMUS.

[Tytem Moaudukanmu HaCTPOUKH CETEBBIX COeMHEHUN (puc. 5.3) U OTKIIIO-
yenust ciyx0b1 NetBIOS uepe3 TCP/IP 3anpematorcst cimykObl, HCIONB3YIONTUE
nopt TCP 139.



*4 Services

FoHocone  AedcTEMEe  BMA  Chpaeka
- @ FREB 2 > uw
IFH.- Ty | kA | CNHCAHHE | COCTOAHKME ] THM SanycKa | Bx0/ 0T HMEHK I
%.ﬁ.lerter Matifies se... BptydHyHD NakaneHan cn...
%.ﬁ.pplicatinn Layer G,.. Providess,.. EpyqHyHD NokaneHaa cn..., il
%.ﬂ.pplicatian Manage... Provides s... BpyuHyHD NokaneHaA cHe...,
%.ﬁ.utumatic Updates Enables th... OTENHYEHD NokaneHan cHe..,
%Backgrnund Intelig... Usesidle... BpYydHyHD NokaneHaA cHe. ..
%Clipﬂmk Enables Cl... BptydHyHD NakaneHan cHe. ..,
%COM+ Event System  Supports .., PafboTast BpyqHyHD NokaneHaA cHc,..,
%COT\H System Appli... Managest.., BpyuHyHD NokaneHaa cH...
%Cumputer Browser Maintains ..,  PaboTast ABTO NokaneHaA cHc...,
%Cryptugraphic Servi,., Providest,,, PaboTaeT AETO NokaneHaA cHE. ..,
%DHCF‘ Client Manages ... PaboTaet AETD NakaneHaA cH. ..
%Distributed Link Tra... Maintainsl... PafBoTast AETO NokaneHan cHe...
%Distributed Transac,.. Coordinat... BptydHyHD CeTegad cnywha ¥
£ 0 > PaclHpeHHEIR CTaHAIPTHEIA f

Puc. 5.2. Okno nepeuns ciyx6 OC Windows

HonoanutensHpie napameTpol TCPIIP

Maparerper [P || DMS |"'-’v"”'*lS |I'IapaME.'pr|

WINS-anpeca, B NOpALKE UCNOIbS0EAHHA;

ki
3

HMenonezoeanHue npocrotpa LMHOSTS BawAeT Ha Bce nogknoyeHWa,
Mononeayiowue TCRPAR.

[ |Braosure npocarp LMHOSTS:

Maparietpe MetBI05

(7 Mo yronqanmm;

Mcnonesoeare naparerpel MetBI0S, nonyyeHHee ¢
DHCP-cepeepa. Ecnu ucnonesyetca craruyeckuil IP-agpec,
1 DHCP-cepeep He YKaskiBaET napareTpel MetBIOS, To
erntoquTe MetBIOS no TCP/AP.

() Begrowme MetBl0S yepes TCRAP
(%) Oreniosmte MetBI0S yepes TCPAP

[ ak. H CTraeHa ]

Puc. 5.3. OkHo HacTpoiiku cBoiicTs npotokona TCP/IP



B uTore mocie oTKIIOYCHHS BBINIEYKa3aHHBIX CIIY’KO OTKPBITBIMH OCTAIOTCS
noptel TCP: 135, 445, 1025, 3389; UDP: 445, 500, 4500 (puc. 5.4). 3anpeTuthb
JAHHBIC TTOPTHI, SBIAIONIHECS, 0€3yCIOBHO, OMACHBIMU C TOYKH 3PEHHS OCYIIECTB-
JIEHUS HECAaHKIIMOHUPOBAHHOTO JIOCTYIA, BO3MOXKHO JIUIIL MYTEM MEKCETEBOTO K-
paHUPOBAHUSI.

e | CH WINDDWS! system 32 cnid.exe

.

C:sDocuments and Settings“Administratordnetstat —aon

Jfictive Conncctions
Proto Local fiddeess Foreign fiddress State PID
TCP D.0.0.0:135% D.0.0.0:=0 LISTENING e
TCP D.0.0.0:44% D.0.0.0:0 LISTENIHG 4
TCP D.0.0.8:102% D.0.0.0:0 LISTENIHG M2
TCP D.0.0.0:3389 D.0.0.0:0 LISTEHNIHG 1980
TCP 192,168 .187.2:135 192.168.187.2:102% ESTABLISHED %6
ICP 192.168.187.2:102% 192.168.187.2:135 ESTABLIEHED 564
ICP 192 .168.187.2:338% 192 .168.187.1:1028 ESTABLISHED 1980
iy 0.0.0.0:445 L 4
uppP 0.0.0,.0:50@ LHE 2
Iy 0.0.0.0:4500 LHE M2

Puc. 5.4. [lepedeHb OTKPBITHIX TOPTOB, OCTAIOIIUXCS MOCIIE OCTAHOBA CETEBBIX CITYKO

Texnonorust MexxcereBoro skpanupoBanuss B OC Windows Server 2003 mo-

KeT ObITh MPUMEHEHA C UCTIOJIBb30BAHUEM:

— HacTpoek nporokoia [PSec;

—  IITATHOTO MEXceTeBOro 3kpaHa «bpannamaysp Windowsy;

—  JIONOJIHUTEIBLHOTO MEXKCETEBOT0 dKpaHa, peau30BaHHOTO CePTUHUIIMPOBAH-
HBIM CPEJICTBOM 3aIIUTHl HHPOPMAIIUH.

B cnyuae ncnosb3oBanust HacTpoek npotokona IPSec orpannuenue gocryna
K TIOPTaM MOXET OBITh OCYIIECTBICHO JHOO0 Yepe3 mapaMeTpbl (puiabTpanuu mpoTo-
koa TCP/IP B okHE JOMONHUTENBHBIX MapaMeTpoB CBOWCTB mportokosna TCP/IP
(puc. 5.5), nubo nmytem co3nanus madaoHa 6e3onacHoctu ais [P-npotokona B okHe
«JlokanpHas monuTHKa 0e30macHOCTU» (puc. 5.6).

[Tpu ucnonb3zoBanuu napamerpoB QuibTpauuu nporokona TCP/IP neobxo-
JUMO 3allpeTuTh Bce nopthl, kpome nopra TCP 3389, orBeuaromero 3a ¢GyHKIHO-
nupoBanue MSTS (puc. 5.7). OnHako B 3TOM CiIydae HE yaaeTcs 3alpeTuTh (PyHK-
uroHupoBanue nporokosna I[CMP, T. €. HEBO3MOXKHO UCKIIOUNTH Bxoasume [CMP-
3arnpocskl u ucxogsmue I[CMP-0TBeTHI.

[Tpu ucnonws3oBanuu mabdioHa 6e3omacHocTu it [P-iporokona co3maercs
HOBAsl MOJHUTHKA, paspemaromias (pynkiuonnpoBanne TCP-mopra 3389 u 3ampe-
mraronias GyHKIUOHUPOBaHUe HHBIX [P-npoTokonos, Bkitodas ICMP.

B ciyyae ucnonp3oBaHus IITaTHOIO MEXKCETEBOro 3KkpaHa «bpanamaysp
Windows» (puc. 5.8) HEOOXOUMO TaK)Xe 3aIPETUTh UCIIOIb30BaHUE BCEX MOPTOB,
3a uckimouenueM TCP-nopta 3389 (puc. 5.10). Yka3aHHbIN NOPT UMEHYETCS B MPO-
rpamMMme «/lucTaHUMOHHBIM ynpaBiieHHEM pabodum ctojom» (puc. 5.9). JlonosHu-
TEIBHO CIEAYET OTKIOUUTh (QyHKIMOHUpoBaHue nporokona ICMP (puc. 5.11).



HononuurensHeie napameTpol TCPSIP

HeofasarensHele napareT ok

Napamerpel IP | DNS | wiNS | Mapamerper |

PuneTpauua TCRAP

QnucaHue:

CeOlcTES

PuneTpauHa TCP/AP nozeonAeT KOHTPONWPOESTE CETEEON TRAPUE
TCPAIP, nocTynatowMi Ha AaHHEIR KorMOBTED.

’ ok ][ OTrmeHa ]

Puc. 5.5. OkHO TOTOSHUTEIBHBIX MTApaMeTPOB CBOMCTB mpoTokona TCP/IP

& Local Security Settings

KoHoone  JdeWcTEMe Bua  Cnpaska

¢ B BB 2 a5

@ MNapaMeTpebl BE30NacHOCTH
+-[Z8 MommTHigd yueTHER: sammcei
=28 NokaneHsle NoaMTHIEK

+-[J8 NonvTuica avamTa

+-[_ HasHausHWe Npag NoNkI0EaTENA

(& NapameTprl GesonacHocTH

+-[27] ManMTHIgN OTKPEITOMD KAKYE
+- [ MoAMTHEM OrpaHHMYEHHOND MCNONE30ESHHMA NPOrparH
+ @ MonKTHEK BezonacHoCTH IP Ha "MokansHEIA KoMneHTER"

lirA

| CNHCaHHE

B Client iRespond Cnly)
A Secure Server (Requir...

B Server {Request Secu...

|A

Communicate normally {uns. ..
For all IP traffic, always req...
For all IP traffic, always req...

| ™

Puc. 5.6. OxHo «JIokanbHas ITOJIUTHKA 0€30IIaCHOCTHY

[IpumeHeHue crnenuaiu3upoBaHHBIX CEPTUPUIIMPOBAHHBIX CPEJCTB 3aIUTHI,
peanu3yIoumx CpescTBa MEXCETEBOTro sKpanupoBanusi, B uactHoctu C3U VipNet,
ABJIIETCSI, OE3yCIOBHO, 00Jiee MPEANOYTUTEIbHBIM, YeM HCHOJIb30BAHUE IITATHBIX

cpeactB OC Windows.



DuapTpauqa TCPIIP

JanelcTEOEATE ®HNETRauMa TCPAP [Bce ananmepel]

() Moo Be (%) MoskHo Boe () Mosro ece

(#) Tonero () Toneko () Toneko
TCP-nopTeI D P-nopTeRI IP-npoToka...
3389

i JofaguTe. ..

Hpanme

] ] [ OTreHa

Puc. 5.7. YcranoBka ¢uiibTpa, pa3peraroiiero CoeAMHeHNe

= Bpanamayap Windows 5[

Dfiwme | HCKIIIOHBHMF!I HonoaHuTensHo

|MTMTE BALU K NeHTED

BpaHardays p Windows nomorasT NpeaoTERSTHTE HECAHKLMOHMPOESHHE I
LOCTYN K BALERY KOMIBTERY Yepes HHTEPHET WM ceTk.

@ {* BrmoudTb [pexomengyercal

3T0T NAPAETR GAOKMPYET NOAKADMEHHE BCER BHEWHWE
HCTOMHWK.OE K 4&HHONY KOMBKITERY, KPaME BeIGPEHHEN Ha
BRNGAKE WEK AHOHEHME,

[ He paspemark MCKMOYEHHA

BrIGepuTe 3TOT NapamMETR MpM NOAKMYEHHH K OTKPEITOR GETH B
MEHEE SEILHILEHHEN: MECT 3%, HAMNPHMED, B 33 ponopTy. Bel ne
GYnETE NONYYSTE YESA0MIEHHA, KOrGa GpaHarags p Windows
BACKHPYET NPOrpatarel. METOUHMEN, EEIGPEHHEIS Ha BKAS0KE
MCEMIOHEHHE, SUIYT WMHOPHPOBSTECA.,

@ {" Bpkmouuthb [He pexomengyerca)

CTapaiiTeck He MCNoNE30EaTE STOT NapaveTp. Beik anveHke
BpaHaMayapa Windows NPHBOAWT K CHHMEHMI SaLLMWEHHOCTH
KOMMBIOTERE OT BUPYCHBIY STEK W 3A0UMBILNEHHIAK OB,

NogpotHes o GpaHgradgs pe Windows

ak. I OTieHa |

Puc. 5.8. OxHO mTaTHOTO MEXCeTeBOro SKkpana «bpanamaysp Windows»



%= Bpangmaysp Windows x|
Ofwwme  Mokmouerks I ﬂDnDnHHTeanDI

BpaHardaya p Windows GN0KHPYET BA0QAWME CETEERIE NOGENOYEHMA, MCKADYAA
APOrpatdhdbl W CAYKER], BEIGPaHHBIE HWKE, JofaEneHHe MoK TOHEHME YIyMIEET
paSoTY HEKOTOPEIX NPOrPardrd, HO NOBEIUSET QMoK Ge30NacHOCTH,

Tporpardre! W cayses:

Hr4a

[ PMRP-npatokon [Peer Name Resalution Pratocal)
O UPnP-uHepacTpykTypa

I T pynnMpoEaHMe DAHOPEHMOEOR CeTH Windows
JMCT AHUMOHHOE YNPEENEHME PafaHMt CTONOk
[ Ofwmid gocTyn k $aiinam 4 NpHHTEpar

[ YaaneHHBIA NorowHE,

JoBaEHTE NpOrpardry. .. JoBaEHTE NOpET. ..

YHaanme

[V Orofpasare YEEOMNEHME, KOMLA GRaHIMAY3p GA0KMPYET Mporpary

ONacHOCTH PAEpEWEHIHA MCKAKIYEHMHE

0K | OTrieHa |

Puc. 5.9. Okno Hactpoek «bpannmayspa Windows»

HacTpoika cnyxsbbi ﬂ

Moo MHAMEMAYANEHD HACTROMTE NORTEI, CEAZaHHEIE © 3Tal
Cny#tol. HTofkl OTKPETE NOPT, YCTAHOBMTE dAaHKoK DALOM C Hk,

M ameHTe oGnacTke... | 2k, I OTreHa

Puc. 5.10. OxHO HacTpo#KHU CiTyKObI «/lMCTAaHIIMOHHOE YIPaBIeHUE PaOOYUM CTOIOMY




AoNoNHYTERBHBIE NApaMeETPE] N el b

I:ng}mﬁbll B epeHue wupHana Sesonachocty |CMP |

[NpoTokon YyNpagnawiL4E coofi eHWiE MHTepHeTa [ICMP]
MOZE0NAET EOMIBHTERAM B CETH 08MEHHESTECH MHPOPRIUMER
o OLWKAK.SY M CEOS coCToAHMK, BrifepuTe MHTEpHET-3aMpockEI,
Ha KOTOpbIE AYIET OTEEYSTE ATOT KOMOBKTERD:

B FazpelTe 3anpoc BXO0ALErD 343
[0 Pazpewwrs 3anpoc BXodAWErD
[0 Pazpewmre 3anpoc BXOQALEN MACkM

[0 Pazpewwrs sanpoc BX00ALLErD MApLUPYTHEATORS

[] PazpewaTe NPMCEAHESTE HCROMALLEMY HISHIYEHHI HELOC. .
[] PaspewaTs cHH#®aETE CKOPOCTE MCTOMHMEY HEROLALLME CO0...
[ Paspeware nodkle NapameTpbl MCXOLALMY COaGLEHHEA

[0 Pazpewure NnpessILeHHE WCROAAWLET D BREMEHI

[0 Pazpewats nepeHanpagneHWe

— OncaHue:

Coofw eHKa, oTAPaBNEHHEIE Ha GaHHEIR KOMOBKOTER, GyquT
NOETOPHD NEpelaHE! OTMRAEMTEN, HTo YacTo HCnoAeZYeETCa
8,048 NOAYYEHHA AONDAHHTEAEHOH HHPOPMALMK, HANPHHER,
NP NPOBEPKE CEAZM & KOMMBHTEDOM,

k. I OTrEHA

Puc. 5.11. Okno oTkimoyenus nporokosia [CMP

5.2.2. Orpanu4yeHue BO3MOKHOCTH PACIIMPEHUs MOJHOMOYHUI MPH
OCYLIECTBJICHUH JIOKAJIBHOI0 10CTYNA

HecankumoHnpoBaHHOE MOBBIIEHUE TOJIHOMOYMH ITOJIB30BATENIEN 1O YPOBHS
aamuHUCTpaTtopa Bo3MokHO B OC Windows Server 2003 Gmaromapsi cymiecTBoBa-
HUIO YS3BUMOCTEH B peajn3aiuyd HEKOTOPHIX ciyk0. OCHOBHBIM CITIOCOOOM aTaku
SIBJISIETCA 3aIyCK PSIOBBIM MMOJb30BATEIEM YTUIIUTHI, UCTIOIB3YIONIEH Ty WU UHYIO
ysi3BuMocTh B peanu3anun OC. Tak, usBectas! yrunutsl PipeUpAdmin, netddemsg,
getadmin, nmo3Bossitomue psigoBomy nodibzoBarento OC Windows 2000 Server no-
0aBUTH CBOIO YYETHYIO 3allMCh B COCTaB IPYyMIbl aIMUHUCTPATOPOB. B HacTosiiee
Bpems B peanuzauun OC Windows Server 2003 3Tu ysi3BUMOCTH 3aKpbIThl U Ha-
3BaHHBIC YTWIUTHI HE PYHKIIMOHUPYIOT. OJHAKO B CBSI3M C HEBO3MOXHOCTHIO MPO-
IHO3UPOBAHMUSI BBISIBJIEHUS HOBBIX ys3BUMOCTEH B OC MOJIKHBI OBITH TIPEANPUHSTHI
MEpBI 10 3aIIUTE OT BO3JAEHCTBUA MOAOOHBIX YTHIIUT. 3aMETHM, YTO IMperoiarae-
Masi B CX€Me 3allUThl KOHPUTYpaIus MPeayCMaTpUBaeT €TUHCTBEHHO BO3MOKHBIM
y3€Jl — CepBep TEPMHUHAIBHOTO JIOCTYNa, B KOTOPOM MOTYT HUCIIOJIb30BaThCS BHEIII-
Hue Hocurtenu (auckoBoabl, CD-ROM-nipuBoasi, USB-niopThl). AQMUHHCTPATOP
CHUCTEMBI, €AUHCTBEHHBIN U3 BCEX IOJb30BATEIICH UMEIOIIMI MPaBO JIOKAJBbHON pe-
TUCTpallMy, TEepe]] MOMEIIEHHEM ChbEMHOTO HOCHUTENSI B HAKOMUTEb JOJKEH yOe-



JATHCS B OTCYTCTBHM HAa HEM ONACHBIX IPOTPaMM, MO3BOJIOIIUX aTaKOBATh CHC-
TEMY.

Heobxoaumo uMCHonb30BaTh MEpPhl MO OpPraHU3AMH JUIsl TOJIH30BATEIICH
3aMKHYTOM MOpPOrpaMMHOM Cpe/ibl, MCKIIOYAIOUIEH 3aIlyCK JIOObIX MPUII0KEHUH,
KpOMe MPUJI0KEHUH, 00ecIeUBaOIINX padOTy C 3alUIAEMbIMU JTAHHBIMU:

—  yJaJieHHe MOTEHI[MAIbHO OMACHBIX UCTIOJHSIEMBIX (PaiiiioB;

— ycranoBka NTFS-pa3pemienuii, 3anpeiarommx noJib30BaTeIsiM TEPMUHAIb-
HOTO CepBepa 3alyCK MOTEHIMAJIbHO OMACHBIX MPUIIOKEHUN, HEOOXOIUMBIX s
paboThl AIMUHUCTPATOPA, KOTOPHIE HEBO3MOKHO YAAJINUTh;

— TIPUMEHEHHE CIIMCKOB IMPOrpaMM, AOCTYMHBIX IS 3aIlyCKa MOJIb30BATEISM
TEPMUHAIBHOTO CEPBEPA.

5.3. Hacmpoliku cepeepa MSTS

Hactpoiiku cepBepa MSTS BkimtouaroT B cebsi HACTPONKU MOTUTHKU 0€30-
nacHoct OC Windows Server 2003. OcHoBHas 3ajava, pemaeMasi JaHHBIMA Ha-
CTPOMKAMM, COCTOUT B Pa3pelIEHUH BO3MOXKXHOCTH JOCTyla K pecypcaM TEpMH-
HaJIBbHOI'O CEpBEpa TOJIBKO JUJISl YUYETHBIX 3alUCEH, 3apEeruCTPUPOBAHHBIX B CO3/aH-
HOi o ymonuanuto rpymme «Remote Desktop Users». Kpome Toro, npumenstorcs
JOTIOJTHUTENBHBIE MEPBHI T10 3alpeTy TEPMUHAIBHOIO JOCTyNA JUIsl aIMUHUCTpaTOpa
U MOJIb30BaTesIeH, BXOJAIIUX B cocTaB rpymnmbl Administrators. ITu Mepsl TpeOy-
I0TCS JJI 3aIUThl YYETHBIX 3alKMCEeH aJMUHUCTPATOPOB OT MOAOOpA: Jaxe Mpu U3-
BECTHOM MapoJjie aJMHHHUCTPATOpa 3aperucTpUpOBATHCS C JAHHOM Y4YeTHOW 3amu-
CbIO Oy/IeT HEBO3MOKHO.

[To yMonuanuto mapamerp moauTuku Oe3omacHocTH «Allow log on through
Terminal Server» (paznen «Ha3znauenue npaB mojb30BaTens» OCHACTKU «Jlokanb-
Hasl TOJIMTHKA OE€30MacHOCTH») pa3pellaeT TePMUHAIBHBIN JOCTYN JIs TPYIIIbI
Administrators. HeoOxonuMo UCKITIOUUTH U3 MEPEYHS YUETHBIX 3aIUCEH, UMEIOIINX
JTAHHYIO0 TIPUBWJIETHIO, BCE Tpynmbl 3a uckitoueHueM «Remote Desktop Users»
(puc. 5.12).

[TapameTrp monutuku 6e3omacHoctu «Deny log on through Terminal Server»
(pa3nen «Ha3HaueHue npaB MOJIb30BaTENS» OCHACTKU «JIoKanbHas MOIUTHKA O€30-
MacHOCTU») MO0 YMOJYaHUIO HE ycTaHOBJIEeH. Heo0XoauMo yCTaHOBHUTH CHEIHAlb-
HBIN 3ampeT TePMUHAIBHOTO JOCTYyMa ajs rpynnsl Administrators, a Takxe Juist oc-
TaJbHBIX YUYETHBIX 3alUCEW, UMEIOLIMX MpaBa aJMUHUCTpATOpa, 100ABUB B Mepe-
4yeHb TpeOyemble yueTHble 3anucu (puc. 5.13).

Bce yuerHble 3anucu, KOTOpbIE MPEIHA3HAYEHBI AJISI TEPMUHAIBHOTO JOCTY-
na, TOJDKHBI ObITh BKJIIOYEHBI B cocTaB rpytibl «Remote Desktop Usersy», yuactue
ATUX YYETHBIX 3alUCeil B COCTAaBE MHBIX TPYII JOJKHO OBITH HCKIIOYEHO (pHC.
5.14).

Jlst cepBepa (cBoiicTBa 00BekTa «Moii KOMIIBIOTEPY, pasnen «Remotey) He-
00XOMMO YCTaHOBUTH BO3MOXXHOCTh TEPMHHAJIBHOTO JOCTyNa (BKJIIOYUTH Iapa-
meTp «Enable Remote Desktop on this computer»).



Allow log on through Terminal Services Properties Ed

Local Secunty Setting I

L. Allow log on thriough Terminal Services

&5

Remate Deskiop Usars

¢ AddUser or Group.., i Bemave

0k | Cancel Lpply |

Puc. 5.12. YcranoBka nmpaBa TEpMHUHAIBHOIO JIOCTYyTIa

Deny log on through Terminal Services Properties El B3

Local Secunty Setting |

.4 Deny log on through Terminal Services

=

SERVER“Adminiztrator

Add Lser or Group. . i Eemove

] 8 | Cancel | Apply |

Puc. 5.13. VYcraHoBKa celMaIbHOrO 3alpeTa TEPMUHAIBHOIO JOCTYTIA
JUJIs1 YY4ETHOM 3amucu A IMUHUCTPATOP



Userl Properties |

Fiemote contral | T erminal Services Profile I Diial-in
General bember OF | Profile I Ervironiment I Sezsiong
Member of:

E Remaote Desktop Users

=3
i1

T E

k. | Cancel Apply

Puc. 5.14. JloGaBneHue moib30BaTeNeii TEPMUHAIBHOTO JJOCTYIIA
B rpynmy «Remote Desktop Users»

5.4. Hacmpoliku npomokosna RDP

HacTtpoiika npotokona RDP ocymectisiercs B ocnactke «Terminal Services
Configuration» (puc. 5.15). OcHOBHas 11e7b JAHHBIX HACTPOEK COCTOUT B YCTAHOB-
Ke TpeOOBaHUsS BBOJA MAPOJIs MPU PETUCTPAIIMN U 3aIIPEIICHUH UCIIOJIb30BaHUS pe-

CypcoB paboueil cranuuu, BkiItovas 0ydep oOMeHa, IPUHTEPHI U HAKOITUTEIH.

Kak y»e orMeuanoch Bblllle, TEPMUHAIBHBIA CEPBEP MOAJIEPKUBACT MUPPO-
BaHue Tpaduka. 3a HACTpPOWKH ImMdppoBaHus orBeuaeT pasaen «General» (puc.

5.16), Bce HACTPOMKH B 3TOM pa3jieiie MOXKHO OCTaBUTh 110 YMOJIYAHUIO.

B35 tscc - [Terminal Services Configuration',Connections]

File Action Yiew Help

= | EE|XEE @

@ Terminal Services Configuration Conneckian Transport Comment

.43 Connections
----- [0 Server Settings

Puc. 5.15. ®parmeHT okHa HacTpoiku nporokona RDP




RDP-Tcp Properties 5 ﬂﬂ

Femate Control I Client Settings I Metwork, Adapter I Permizzions
General I Logon Settings I Sezzionz | E rmironment

Type: Microgzoft RODP 5.2
Tranzport; top

Comment: I|

— Security
Security layer: RDP Securty Layer LI

Communication between the server and the client will uze native
ROF encryption.

Encryption level: Client Compatible ;I

Al data zent between the client and the server is protected by
encryption bazed on the maximunm key strenath supported by the
client.

Certifizate:; £Nones Edit... I

b ore information. ..

[T Use standard Windows logon interface
Ok l Cancel Bpply I

Puc. 5.16. Pasnen «General»

B pasnene «Logon Settings» HE00X01uMO BKJIIOYUTH TpeOOBaHUE BBOJIA Ta-
pousa npu peructpanuu — «Always prompt for password». Ucxons u3 mpenrmoso-
JKEHUSI, YTO BCE IMOJIb30BaTeIN OyAyT paboTaTh CO CBOMMH YYETHBIMH 3alHCSIMHU,
BKiouaercs mapametp «Use client-provided logon informationy.

B cBsi3m ¢ Tem, 4TO HE MpeanoiaracTCsl OTPAaHUYCHHUI 10 JITUTEIIBHOCTH Ce-
aHCa TEPMUHAIBHOTO JOCTYIA, B pasneie «Sessionsy cleyeT OCTaBUTh OTKITIOYCH-
HbIE IO yMO4aHuIo mapameTpsl «Override user settings» (puc. 5.17).

JIJIsl Ka)K70T0 TOJIB30BaTENsl TEPMHHAIBHOTO JIOCTYIa BO3MOYKHA yYCTaHOBKA
COOCTBEHHOW MPOTPaMMBI JUISI aBTOMATHYECKOTO 3alycka. ITO MOXET OBbITh BHI-
MOJIHEHO IyTEM M3MEHCHHUs CBOMCTB MOJb30BaTelis B ocHacTke «llomp3oBarenu u
rpynmne». B Tex ciydasx, Korjia B CBOMCTBaxX MOJIb30BAaTENs Kakas-I1ubo orpee-
JIeHHasi IporpamMma He OyJeT Ha3HaueHa, B OKHE TepMHUHAaja IMO0Jb30BaTellt0 OyIeT
noctyneH ero Pabounii cron (Desktop). B paznene «Environment» pekomenayercs
ycTaHoBUTH MYHKT «Run initial program specified by user profile and Remote Desk-
top Connections or Terminal Services clienty.

B cBsi3u ¢ Tem, 4TO B OKHE TEPMHHAIIBHOTO JIOCTYIA HE TpeOyeTcsl yCTaHOBKA
JOTIOJTHUTEBHOTO KOHTPOJIS ICUCTBUI ToJIb30BaTels, B pazaene «Remote Control»
pEKOMEHyeTCs YCTaHOBUTH MyHKT «Do not allow remote controly.



RDP-Tcp Properties !

Femate Control I Client Settings ’ Metwork Adapter I Permizzionz
General i Logon Settingz Session: I E nvironmett

I1ze thiz tab ko zet Teminal Services timeout and reconnection settings.

[ ‘Owveride user settings

Endia dizeonnected seszion; I“t"ﬂ-" "I
Eative session limit: IH EET - I
|dle zezzian fimit: IMew—:r wl

[ Oweride user zettings
“WWhen sezzion imit iz reached or connechion iz broken;
£ Dizconnect from sezsion

£ End session

[T | Owenide user sethings
Allovs reconnection:
£ From any client

£ From previous client

k. I Cancel | Apply |

Puc. 5.17. PexomeHTyeMble YCTAaHOBKH pa3jienia «Sessionsy

B paznene «Client Settings» (puc. 5.18) 00s3aTeIbHO JOJDKHBI OBITH BKIIIO-
YeHbl 3alpeThl UCIOJb30BaHUSI PECYpPCOB pabouell CTaHIMM, TaK Kak MPU UX OT-
KJIIOYeHUH OyJleT HapyllleHa BCS HacTpauBaemasl IOJIMTUKa Oe3omacHocTH. Kpome
TOT0, MPU UX OTKJIFOUEHUH TMOSBISETCS] BO3MOXKHOCTh BHEJPEHHUS HAa CEpBEP BPEI0-
HOCHBIX ITporpaMM. O0s13aTeNIbHO TOJKHBI OBITh YCTaHOBJICHBI 3aIIPETHI HA:

—  HWCIONb30BaHHWE coBMecTHoro Oydepa oOmena (mapamerp «Clipboard
mappingy);

— TMOJKIIOYEHHUE JIOKAIBHBIX AHUCKOB pabouei cranuuu (mapametrp «Drive
mappingy);

—  UCIOJIb30BaHUE MPUHTEPOB pabouelt craniuu (rmapamerpbl « Windows printer
mapping» u «LPT port mappingy);

— HCHOJb30BAHHME 3BYKOBOM KapThl paboueil crtaHuuu (mapamerp «Audio
mapping») He BJIMUSET Ha MOJUTUKY O€30MacCHOCTH, OJHAKO MOXKET CYIIECTBEHHO
YBEJIMYUTh CETEBOM TpaduK U 3arpy>KEHHOCTh CepBepa MPU MPOCTYIIUBAHUU TOJIb-
30BaTesIMU 3BYKOBBIX (DalJIOB, IO3TOMY B ILIEJISX MOBBIIMICHUS TPOU3BOAUTEIHHO-
CTH CepBepa TEPMHMHAJIBHOTO JOCTYINA JAaHHBIM HapaMeTp TakkKe PEeKOMEHIYyeTcs
OTKJIFOUUTb.



RDP-Tcp Properties E l

General I Logon Settings i Sezzionz I E nvironment
Femate Control Clignt Settings i Metwork Adapter I Permissions
— Connection

[~ llze connection zettings from uzer setings:

T Eonnect client dives at logon
[T Connect client printers at logon

[ Default to main client printer

¥ Limit Maximum Color Depth

[ 16 bit |
Dizable the following:
¥ Diive mapping ¥ COM part mapping
V¥ ‘“wWindows printer mapping ¥ Clipboard mapping
¥ LPT port mapping ¥ Audio mapping

Cloze l [Cancel | Apply

Puc. 5.18. Pexomennayemsie yctaHoBkH pasnena «Client Settings»

JIOTIOJIHUTENBHO JOKEH OBITh OTKJIFOYEH MapaMeTp, NO3BOJISIOIUN KIUEHTY
TEPMHUHAIBHOIO JIOCTYIIa CaMOCTOATEIBHO HACTPAUBATh BO3MOYKHOCTH IOJKIIIOUE-
HUS JIOKAJIbHBIX MPUHTEPOB (AOKEH ObITh CHAT napameTp «Use connection seings
from user settings»).

B kauecTBe HOMOJIHUTEIBLHOM MEPHI, MOBBIMIAOIIECH MPOU3BOAUTEIBHOCT,
IpeajaraeTcsi OrpaHUYUTh MapaMeTpbl BHeou300pakeHus (mapamerp «Limit
Maxium Color Depthy) rmyOunoit 16 6ut.

[Ipn xonmyecTBe mosb30BaTeneu, He npepbimaromemM 30, mpuMeHseTcs Ma-
Jasi 4acTh IPOITyCKHOM CIIOCOOHOCTHM KaHaja, U C 3TOW TOYKH 3PEHHUS KOJIUYECTBO
pa3penieHHbIX MOAKIIOYEHU HE UMEET MPUHUMUIINAIBLHOrO 3HayeHust. OgHako moj
Ka)KJI0€ COEJIMHEHUE CHUCTEMA BBIJIETSIET HEKOTOPBIE PECYPChI, KPOME TOr0, CUCTEMA
JUISl YCKOPEHUS TIOJIKJIFOUEHHUSI M0JIb30BaTeIel K TEPMUHAIBHOMY CEpBEpY MOJAEp-
JKUBAET JIBa PE3EPBHBIX COEAMHEHNUS (T.€. MHULIMAJIU3UPOBaHHYO0 cpeny). [loaTomy
B LIEJIIX DKOHOMHMH CUCTEMHBIX PECYpPCOB JKEJATEIbHO YCTAHOBUTH MAKCUMAJIbHOE
KOJIMYECTBO MOJKIIOUYEHNN, pABHOE YMCIIY MAlllMH, C KOTOPBIX OCYIIECTBIISIETCS pa-
00oTa ¢ TEepMHMHAJIbHBIM CEpPBEPOM. DTO 3HAUECHHE YCTAHABIMBACTCS B pasjelne
«Network Adapter» (puc. 5.19).



RDP-Tcp Properties !

General I Logon Settings ! Sezsions I E nvironment I
Remate Control ] Client Settings Metwork Adapter i Permissions i

The following network. adapters are compatible with the zelected transport
twpe. Select the network, adapter you want to Lze.

Metwork adapter:

Al network, adapters configured with thiz pratocol ;I

% {Inlimited connections

£~ Maximum connections; ] ﬁ

Cloze l [Earcel Apply

Puc. 5.19. Pexomennyemsie yctaHOoBKH pasnena «Network Adapter»

VYCTaHOBIEHHBIE [0 YMOJYAaHHIO pa3pelleHus JOCTylla B  pasfene
«Permissions» (puc. 5.20), TO3BOISAIONTUE OCYIIECTBIATH JOCTYI K TEPMUHAIBHON
ciry>k0e JUIst TpyNIbl aIMUHUCTPATOPOB, HEOOXOAUMO U3MEHHUTD, Pa3peIIUB JOCTYI
ik ot rpynisl «Remote Desktop Users» ¢ mpaBom User access. B cimcke noc-
Tyma HeoOXOMMO YCTAaHOBUTH ABE 3anmucH: s rpymibl «Remote Desktop Users» u
s ydetnon 3amucu «SYSTEM» (puc. 5.21). Hdna rpynmel «Remote Desktop
Users» HE0OXOOUMO YCTaHOBUTh MHUHUMAIbHO HeoOxoaumble TmpaBa: Query
Information, Logon, Connect (puc. 5.22). lns yuetrnou 3anucu «SYSTEM» HeoO-
XOJIUMO YCTaHOBUTb MHUHHMMaJbHO HeoOxomumbie mpaBa: Query Information, Set
Information, Remote Control (puc. 5.23).



RDP-Tcp Properties ﬂ

General I Logon Settings I Sessions I E revironnment |
Remote Control | Client Settings | Metwork Adapter  Permissions

Group of User hames:
m Administrators [SERYER “WAdministratars)
€5 LOCAL SERVICE
ﬁE METWORE SERVICE
ﬁ Remate Desktop Users [SERVER\R emote Dezktop Uzers)
€7 SYSTEM

Add... I Bemove |

Permizsions for Administrators Allow Deny

Full Contral
Usger Access
Guest Access

0 EE &

O
O
O
O

Special Permizzions

Far special permiszions or for advanced settings,
click &dvanced.

Close | Earcel | Apply I

Puc. 5.20. YcranoBku pazzaena «Permissions» 1Mo yMoJI4aHUIO

RDP-Tcp Propetties ] ﬂﬁl

General I Logon Settings I Sezsiong I E nviranment |
Remate Contral I Client Settings I Metwork Adapter Permizsions

Group or uzer names;

€7 SvsTE

Add... | Bemove |
Permizzions for Remote Desktop zers Allow Deny
Full Contral
User fccess

Guest Access

OdEO
oOooao

Special Permizzions

For special permizsions or for advanced zettings, Advanced |
click Advanced. =
ok I Cancel | Apply |

Puc. 5.21. PekomeHayeMbIil CIUCOK AOCTyMa




Permission Entry for RDP-Tcp 2=l

Object |

[RET- E B S ERYE R 2R emate C

Apply anko: ITI-.is object anly ﬂ

Permizsions: Allow Deny
Guemy Information O
Set Infarmation O O
Fiemate Contral a O
Logan O
Logoff O O
Meszage O O
Cannect O
Dizcannect a O
Wirtual Channels O O

I Spplythese permissions boobjects anddor Clear &l |

cortaiers witkin this container anly

0K I Cancel |

Puc. 5.22. Paspemenus nocryna rpynmnsl «Remote Desktop Users»

Permission Entry for RDP-Tcp 2=l

Obiect |
Hame; LChange... |
Apply onta; IThis object only j
Permizsions: Allow Deny

Gluery Infarmation
Set Information
Femote Control
Logon

Logaff

Meszage
Connect
Dizconnect

O0O00000FREE
OOo00Oo0oooo

Virtual Channels

& Lpplythese permissions to objects and/or Clear All |

containers within this container only

ok I Cancel |

Puc. 5.23. Pazpemenus gocryna yuerHoit 3anucu «SYSTEM»




B paznene «Server Settings» ocHactku «Terminal Services Configurationy
PEKOMEHYeTCSl YCTaHOBUTH 3HAYEHHUS MapaMeTPOB, MpHUBEJIECHHBIC Ha puc. 5.24. B
YaCTHOCTH, PEKOMEHIYETCS OTPAHWYUTh KaXKIOTO IOJIH30BATENS €IUHCTBEHHBIM
ceancoMm paboThl, ycTaHoBHB mapameTp «Restrict each user to one session». Yka-
3aHHOE OTPAaHUYCHHE HE JACT BO3MOXKHOCTH TIOJKIIOYATHCS K CEpBEPY OT MMEHHU
y>ke pabOTaroIIero MOJIb30BaTEIIA.

B pocc - [Terminal Services Configuration’, Server Settings]
File  Action  Wiew Help

=N

@ Terminal Services Configuration Sektings I Aktribute |

----- [Z1 Connections Delete temporary Folders on exit e

423 Server Settings Use temparary Folders per sessian Yes
@Licensing Per Device
I_l_?b'j.ﬁ.ctive Deskkop Disable
@Permissien Cannpatibility Full Security
@Restrict gach user to one session Yes
@License server discovery mode Sukamatic

: on Direckory Disable

Puc. 5.24. PexomeHnayemble yCTaHOBKHU pasnena «Server Settingsy

- | ocal Area Connection - ceolcTEa

Ofwme MNposepk.a nogaMHHoCTI | JonoaHuTensHo

Mogk oyeHLe HEepes

BS IntellR] PROA00WE Mebwork Connection

QTME'-IE-'HHI:IE-' EQrANOHEHTEI HCNONESYHOTCA 3THR NOGEAKDYSHKHER!

% Client for Microsoft Netwarks R
.@"-J'M ware Bridge Protocol
.@ File and Printer Sharing for Microsoft Metworks

Jml 505 Packet Schedulsr b
£ >
[ HCTaHOBMTE. .. ] [ YHpnamime ] [ CEOHCTES
OnmcaHue

MosE0NAET 0aHHOMY KOMOBKITEDY NONYYETE LOCTYN K
pECyYpCatd B ceTH Microsaoft,

L] pu noakMoueHHM BEIBECTH SHAYOK, B OGACTH YEE00MAEHME

(] ] [ OTreHa

Puc. 5.25. OtkiaroueHne mUKTOrpaMMbl CBOMCTB CETEBOTO TOIKIIFOUCHHS



B cBs3u ¢ Tem, uyTo M300paxeHre OOHOBICHHOIO KpaHa MepeacTcsl cepBe-
pom MSTS kaxnplil pa3 mociie U3MEHEHUH CONEPKUMOTO OKOH M pabodero croja
I10JIB30BATENIEH, TO C paboyYero croia U U3 NaHENH 337a4 PEKOMEHIYETCs YIAIUTh
BCE MMHUKTOrPaMMbl, U300paKEHUE KOTOPBIX MEHSETCA C TEYEHHWEM BpeMeHH. B uya-
CTHOCTH, 00s3aTEIHHO HEOOXOAUMO YIAIHUTh IMUKTOTPaAMMYy, OTOOpa)aromryro Co-
CTOSIHME CETEBOTO MOAKIOUeHUs. [JJaHHas nuKTorpaMMa OOHOBIISIETCS MIPH MOJTyYe-
HUU/OTOPABKE CETEBbIX MakeToB. OTIpaBKa U3MEHEHUS COJAEPKUMOI0 SKpaHa, BbI-
nosisgemass MSTS, siBnsieTcss npUuunHOl OOHOBJIEHUS TAHHOW MUKTOTPaMMBbI, YTO, B
CBOIO OY€pelb, MPUBOJUT K OTIPABKE U3MEHEHUs COAEPKUMOro OkHa. Takum oOpa-
30M, HaJU4YUE JAHHON MUKTOIPAMMBI IPUBOJUT K F'€HEPALUU HEHYKHOI'O CETEBOrO
Tpaduka. /{15 ynaseHuss TUKTOrpaMMbl HEOOXOAMMO B CBOMCTBAaX MOJKIIOUYEHUS 110
JIOKAJIbHOM CETH OTKIIOUUTh napamerp «I[Ipu moakitoueHnn BHIBECTH 3HAYOK B 00-
JacTU yBeIoMieHu» (puc. 5.25).

BBIIIO/IHUTH!

1. HacTtpoutb BUpTyainbHYyIO CETh Mexk1y 0CHOBHOW OC M BUPTyaIbHON MAIIMHOM
Windows Server 2003 Takum 06pa3om, 9TOOBI CYyIIIECTBOBAIA BO3MOXKHOCTh Ce-
TeBOTro aocTymna kK pecypcam Windows Server 2003. [{s1 3TOTO B CBOICTBaX Ce-
TEBOr0 ajantepa BUPTYyAIbHOW MalllMHBbl YCTAHOBUTH BO3MOXKHOCTH IPSIMOTO
coenunenus (Bridged).

2. Jlo6aButs B OC Windows Server 2003 ciy:x0y MSTS. [lys 3TOro ycTaHOBUTh
koMmroHeHThl Terminal Server u Terminal Server Licensing (Control Panel =
Add or Remove Programs = Add/Remove Windows Components). B npotuec-
ce ycraHoBkH noHagoourcs auctpudytus OC Windows Server 2003.

3. Pazpemmuts cereBoit  goctyn kK Kataiory  «C:\Windows\System32\
clients\tsclient», comepkamemMy ycTaHOBOYHBIM KOMIUICKT kiueHTta MSTS. B
ocHOBHOM OC ycTaHOBUTH nporpaMmmy-kiavenTa MSTS u3 janHoro karasuora.

4. C uCnoJb30BaHUEM YCTAHOBJIEHHOTO KiMeHTa MSTS BBINOTHUTH MOAKIIOYE-
HUE K CEpBEPY TEPMHUHAJIBLHOTO JOCTYIIa, YKa3aB B MapamMeTpax MOIKIIOYEHUs
ero [P-agpec, Ms ¥ aposp yY4ETHOU 3alMCU aIMUHUCTPATOPA CEPBEpA.

5. OTKpBHITh B TEPMUHAIBLHOM OKHE MPOU3BOJIBHBIN TEKCTOBBIA OKYMEHT, yOe-
JIUTHCSI B BO3MOKHOCTH KOIUPOBAHUS €T0 COJAEPKUMOIO Ha AUCKH OCHOBHOW
OC.

6. Pa3opBarh TepMUHAIIBHOE COEAUHEHUE, BHIMIOJIHUB B TEPMUHAIBLHOM OKHE KO-
MaHny Start = Logoff...

7. BblnmonHUB KOMaH1y netstat -aon, MOJTY4YUTh NEPEYEHb OTKPBHITHIX CEPBEPOM Ce-
TEBBIX MOPTOB.

8. Bemonnute HacTpoiiku OC Windows Server 2003, mocnenoBaTenbHO OTKITO-
YUB CETEBbIC CIY>KObI, PYHKIIMOHUPYIOIIKUE MO yMoidaHuto (cM. 1. 5.2.1), 3a
uckItoueHueM ciyk0nl Terminal Services.

9. 1IoBTOpPHO BBINOJHUB KOMaHay netstat -aon, MNpOaHAIM3UPOBATH MEPEUYEHb OC-
TaBIIMXCSI OTKPBITHIX CETEBBIX MOPTOB.



10.

11.

12.

13.
14.
15.

16.

17.

18.

AxtuBm3upoBatb B OC Windows Server 2003 nmporpammy «bpanamaysp Win-
dows» (Windows Firewall). BeimomHuTs HacCTpoOiiKy, 3ampeniaronme Crnoib30-
BaHME Bcex nopToB 3a uckintouenuem TCP-nopra 3389 (cm. m. 5.2.1).

N3 ocnoBHoit OC ¢ uCHOIB30BaHUEM CETEBOTO CKaHepa nmap yOeIuThCs B He-
BO3MOKHOCTH TOAKIIOYeHHS K ceTeBbiM pecypcam OC Windows Server 2003
3a uckimouenneM TCP-nopta 3389.

B OC Windows Server 2003 co3aaTh y4e€THYIO 3allUCh IMOJIb30BATENsl TEPMHU-
HaJILHOT'O JIOCTYMa, BKJIIOUMB €ro B coctaB rpymmbl «Remote Desktop Users»
(cMm. 1. 5.3).

Breimonuuth HacTporiku cinyx0b61 MSTS B coorBeTcTBHM C 1. 5.3.

Brinonnutk HacTpoiiku npotokoia RDP B cooTBeTcTBUMM € 1. 5.4.

B ocHoBHOI OC BBINOJHUTE NONBITKY MOJIKIIOYEHUS K CEPBEPY TEPMUHAIBHO-
ro JIOCTyIa ¢ YYETHOW 3alHiChI0 aJMUHUCTpaTOpa. Y OeAUThCsI B HEBO3ZMOMKHO-
CTHU MOAKJIOUCHHUS.

BbINONHUTH MOJIKIIOYEHUE K CEPBEPY TEPMHUHAIBHOIO JIOCTyIa OT UMEHU CO3-
JTAHHOW YYETHOU 3amucH. Y OeIUThCS B HEBO3MOXKHOCTH KOMMPOBaHUST UHHOP-
MAalM1 U3 TEPMHUHAJIBHOTO OKHA Ha HOCUTENU OCHOBHOM OC.

C ucnonb30BaHUEM aHAM3aTOpa CETEBOTO TpaduKa BRISICHUTH 00BEM U COJEP-
AHUE CETEBBIX MAKETOB, NUPKYJIUPYIOIIUX MEXAY KIUEHTOM U CEPBEPOM B
peXKUME TEPMHUHAIBHOTO JOCTYTIA.

[Ipoananu3upoBaTh BBIUUCIUTEIbHBIE PECYypChl (00BEM ONMEPATUBHOM MaMSATH,
3arpyska mporeccopa, 3arpy3ka ceTu) cepBepa TEpMUHAIBHOTO AOCTYyIa, BbIje-
nsiemble MSTS 1ipy moAKIr0O4eHUN OTHOTO TEPMUHAIBHOTO KIIMEHTA.



6. CIIYXBbl KATAJIOIoB

6.1. Obwue ceedeHus o cnyxbax kamasnoz208

Ha 3ape xkommbroTepuzalu MNPEANPUATUN Harpy3ka Ha aJMHUHUCTPATOpPOB
KOMITBIOTEPHBIX CHCTEeM ObLTa HeBenuka. J[emo ObUTI0 HE CTOJIBKO B KOJUYECTBEH-
HBIX XapaKTePUCTHKaX (00Ilee YMCIO CepBEPOB, CETEBOTO 000PYI0BaHMS, pabounX
CTAHIUA M T.M. OBLIO 3HAYMUTENILHO HUXKE B T€ BPEMEHA), CKOJIbKO B KayeCTBEH-
HBIX — JI0 TIOSIBJICHUSI JOCTATOYHO MOIIHBIX U JIEHIEBBIX MEPCOHATBHBIX KOMIIbIO-
TEpOB paboTa B cucTeMe Benach uepe3 mepmunansl. C TOUKU 3peHHs] aIMUHHUCTpPA-
TOpa 3TO 03HAYAJIO, YTO BCE YIPABJIEHUE MOJIb30BATEISIMU CBOJAWIOCH K aIMUHHUCT-
PUPOBAaHHUIO OJHOTO €IUHCTBEHHOTO cepBepa. Co BpEMEHEM CHUTyalusl cTajla Me-
HSTHCS, BO-TIEPBBIX, MPEANPUATUS TPHUOOpeTaid Bce OO0Jblliee KOJIMYECTBO CepBe-
POB, BO-BTOPBIX, BOIIPOCaM 0€30MaCHOCTH CTAJIO YAENAThCS BCe 00Jibllie BHUMAaHUS,
4TO MOTPeOOBaIO OOJIBIIETO0 KOHTPOJISI KaXJAOro JEWCTBHS MOJb30BaTels (Kak
CJICJICTBHE, BBEJICHUS CTPOTrOi ayTeHTU(PUKAIUU I KaXKI0TO 3HAYUMOTO JJIs CUC-
TEMbI ICHUCTBUA).

Co BpeMeHeM 3TO MPUBENIO K TOMY, YTO aJIMUHUCTPATOP ObLI BHIHYXKIEH CO3-
JIaBaTh YYETHYIO 3alKCh MMOJb30BATENSl HA KaXKJIOM CEPBEpPE B CETH MPEINPUATHS, a
TaKKe Ha KaXJ0u pabouell CTaHIIMM, KOTOPON MMEET MPaBO MOJIb30BATHCA COTPY/I-
HuK. [lonb3oBaTenb, B CBOIO O4YEpE/lb, AOKEH ObUI MOCTOSIHHO MPEAOCTABIATh ay-
TEHTU(DULMPYIOLTYI0 HH(POPMAIHIO (KaXKJOMY CEPBUCY KOPIIOPATUBHOM CETH).

PemenueM 3Toil mpoOaeMbl CTall0 CO3/IaHUE TaK HA3bIBAEMBIX CAYH#O Kama-
/10206 — CHUCTEM UEHTPAIU30BAaHHOTO XpaHEHUS HH(POPMAIMU O TOIH30BATEIAX.
MexnayHnaponnas opranuzanus no crasaaptuszanuu (ISO) nmpeioxuna cranmapt
X.500, xoTopsIif onuckiBa)l (HYHKIIMOHUPOBAHUE Takoi cuctembl. OAHAKO MPOTO-
KOJI B3aMMOJICHCTBUS, ONMCAHHBIM B paMKaxX CTaHAapTa, OKa3aJICs CIMIIKOM Iepe-
rpyxeHHbiM 1715t ceteir TCP/IP. Tlo aTo# mpuumnHe Kakoe-TO BpeMs CIIy»Obl KaTa-
JIOTa CO3/1aBAJIMCh MPOU3BOJUTEISIMA C UCIIOJIB30BAaHUEM Pa3JIMYHBIX MPOTOKOJIOB
B3aumozeiicteus (NDS, NIS, NT4 domain). Takoe paznooOpazue peanusanuii npu-
BEJIO K TOMY, YTO HE3aBHCHMBbIE pa3pabOTUMKHN CETEBBIX CEPBUCOB JTMOO COBCEM HE
o0ecrieurnBaI COBMECTHMOCTH CO CIIy>)kOaMu KaTajoros, Ju00 oOecredynBaiu Co-
BMECTUMOCTB C KaKOW-TO KOHKPETHOU peanu3anneil. Kak cineacreue, Kaxaplid npo-
W3BOAUTENH CIIY>KObI KaTajora JI0/KeH ObLT 00eCTIeYnTh KJIMEHTOB U 0a30BbIM Ha-
06opoM ciyk0 (HarpumMep, COOCTBEHHBIM (paiiiI-CEpBEPOM).

Curyanusi U3MEHUJIaCh TOJBKO Torja, korga MHTepHeT-coo0I1ecTBO omyo-
JUKOBAJIO «OOJErdYeHHbl» BapuaHT craHaapra X.500 — mnporokon LDAP
(Lightweight Directory Access Protocol', RFC 4510). IIpotokou obecrieunBa mpo-
CTOM JOCTYyN K KaTtajory B paMkax TCP-coeauHeHus, kacajcsl TaKke BOIIPOCOB ay-
TeHTU(UKAMU U COOCTBEHHO CTPYKTYphl KaTtanora. [lo3xke cranmapTt mpereprien

! Hasanue Tak ¥ 1IepeBOUTCS: OONErYeHHBI MPOTOKOT JOCTYIA K KATAJIOTy.



HEKOTOPOE KOJIMYECTBO PEAAKIUi U B HACTOSIIEE BpEeMs MOAIEP)KUBACTCS MPAKTH-
YECKHU JIOOBIM CETEBBIM MPUIIOKEHUEM U PEAIM30BaH B JIFO00M cTyk0e Karajora.

Pa3BuTHe npoTOKOIa MPOJOIKACTCS U CETOIHS. YoKE UCIIOJIb3YeTCsl BepCcHs 3
JAHHOTO MPOTOKOJIA, a TAKXKe OIMyOJMKOBAH LEIBIA DS paclIupeHuid (Hampumep,
nojepxKa language tags, mo3BoJIsIONIasl XpaHUTh UMsI MTOJIB30BATENIS, 3aMCAHHOE
Ha HECKOJIBKUX SA3BIKaX, M OTIPABJIATH KIIMEHTY UMS Ha €T0 POTHOM SI3bIKE).

MHorue coBpeMeHHbIE CEeTeBbIe MPUIIOKEHHUS TakKe 00Jalat0T BCTPOCHHON
noaaepkkoit LDAP (moutoBble KIMEHTHI CIIOCOOHBI MPOU3BOAUTH IMOUCK aJpeca Mo
UMEHU Tosb30BaTensi, web-cepepsl 1 CYBJ] MoryT u3Biekarb CIMCOK MOJIb30Ba-
Teneit u3 karanora LDAP, pacnipeneneHnHble MPUIOKEHUS MOTYT XpPaHUTh CBOM Ha-
ctpoiiku B katajgore LDAP u T. 11.)

[Tocne Toro kak Bce JaHHBIE O TOJB30BATEISAX, IPYIIAX, B KOTOPbIE OHU
BXOJIAT, M MX TpaBax JOCTyIa MEPEeMECTHIUCh B IIEHTPAIM30BAHHOE XPAHUIIUIIIE,
Pa3pabOTUUKH CTAIIM 3aIyMBIBAThCS U O PEIICHUU JPYToi MpoOIeMbl COBPEMEHHBIX
KOMITBIOTEPHBIX CHUCTEM — O IMOCTOSIHHOW HEOOXOJMMOCTH TOJIb30BATENICH B ay-
teHTuukanuu. [I[pon3BoauTENH CTAM BBITYCKAaTh CUCTEMBI C KOHIIEIIIUEH €IHMHO-
ro BXOJia B ceTh (Tak Ha3biBaeMbie cucteMbl SSO — single sign on), T. €. MOJIH30Ba-
TEJb TPU OJTHOKPATHOM BBOJIE MApOJIsl MOTydan JOCTYI KO BCeM pecypcaM cetu. Ha
IPAKTUKE ATO pabOTalIo TOJBKO C CEPBHCAMHM CaMOI'0 MPOU3BOJUTENS, MOCKOIbKY
CIIMIIIKOM Pa3IuvaIiCh MPOTOKOJBI CETEBOW ayTCHTH(PUKANKA y Pa3IUYHBIX IMPHU-
noxxeHui. Te criocoObl pemeHust TPoOIEMbI, KOTOPBIC MBITAIUCH MPEII0KUTh KOH-
KpETHBbIE MPOU3BOJIUTENMN, HE ObUIH YHUBepcaibHbI. Pemenus ot Microsoft mo3so-
JISUTH XpaHUTh NIapoJIb M0JIb30BaTels HE B BUE Xd111a, 4 B BOCCTAHABIMBAEMOM BU/IE
(T. e. mpakTUYecku B OTKpbITOM), Novell mo3Bomisn XpaHuTh Naposiab pazIudHbIMUA
crocobamu (3ammpOBaHHBIN XAIIEM MapoJisi CEKPETHBIA KIIIOY JUIsl CEpBHCOB
Novell, NTLM-xam qist noctyna k cepBucam Microsoft). Takue pereHust mo3Bo-
JISUTH TIOJIb30BATEII0 HE BBOJUTH CBOM MApOJIb JUITHUHN pa3, HO HEe ObUIM HU 0e30-
MACHBIMH, H YHUBEPCATbHBIMH.

Curyarusi BHOBb W3MEHWIACH Oyaromaps OTKPBITEIM cranmaptam. C He-
OOJBIIM MPOMEKYTKOM BPEMEHU TOSBIJIMCH OMUCAHUS METOJIOB, MO3BOJISIOIINX
pa3AenuTh caM CETeBOW CEPBUC U MPOIECC ayTeHTU(HUKALUU IMOJIb30BATENS, UTO
MI03BOJISIJIO MCTIONB30BATh JIFOOOH CETEBOM CEPBHUC C HY)KHBIM METOJOM ayTEeHTH(H-
Kanuu. B HacTosmee BpeMs TpH ATUX METOJIa pacIpOCTPaHEHbI JOCTATOYHO IITHPO-
ko — 310 SASL (Simple Authentication and Security Layer, RFC 4422), GSSAPI
(Generic Security Service Application Program Interface, RFC 2743) u SPNEGO
(Simple and Protected GSSAPI Negotiation, RFC 2478). Bce nepeunciennbie me-
TOJIbl PEATU3YIOT MPUMEPHO OJIHY U TY K€ HJICI0 — CYIIECTBYET YETKUN UHTEpPeiic
B3aMMOJICHCTBHS CETEBOTO cepBUCa ¢ OUOIMOTEKOM, KOTOpas, KaK MpaBuio, SBJIs-
€TCsl pacUIupsieMO MPU TMOMOIIU MOJYJIeH (OMATh K€ CO CTPOTo 3auKCHPOBaH-
HBIM uHTEpdeiicom). [Ipu 3ToM B cTaHAApT 3aKIaJbIBACTCS MEXaHU3M COTJIacoBa-
HUS UCIIOJIB3yeMOTO MOJTYJIS JIJIsl ayTeHTU(PUKAIIUY KIIMEHTA U CepBepa.

[TomoOHBIE MEXaHW3MBI YACTO BCTPEUAIUCh B paMKaxX OJHOTO IPOTOKOJIA
(manpumep, coriacoBanue nuanekta SMB wnm merona ayrentudukanuu NFS),



OJTHAKO OHU ObUIM YHHMKAQJIBHBIMH JUIsI Ka)KJOTO MPOTOKOJIA, YTO YCJIOXKHSIIO BO3-
MO’KHOCTb MCHOJIb30BaHUS OJIHUX U T€X )K€ METOAO0B ayTeHTU(PHUKALUHU Ul Pa3HbIX
CETEBBIX CEPBUCOB.

Y 100cTBO 3aKiI04aeTcs TAaKKe€ B TOM, YTO YHHBEPCAJIBHBIE METOJbI ayTEH-
TU(UKALUKA MOXXHO BKJIAABIBATh IPYT B Apyra. IHbBIMHU ClI0BaMHU, €CIIU CEPBUC OBLIT
Hamucad ¢ nojaaepxkkoit Mexanuzma GSSAPI, a y npousBoauTens ciiyk0bl KaTajio-
ra ectb TOJIbKO Moayiau SASL, peanusyroniye He0OX0AUMbIE METO/bl ayTEeHTU(U-
Kaluu, TO JIID0OE 3aMHTEPECOBAHHOE JIUI0 MOXeT co3aaTth GSSAPI-mMonynb, KOTO-
phlIii peanu3yet ayreHTUudukanuio no mexanusmy SASL (puc. 6.1).

RS
Q
S
CepBep
c N i
alloccea bl ol Bubnunoteka SASL
Mogynb
ayTeHTUUKaLMK
MeTton BASIC
Metoa NTLMSSP
Y MeTton DIGEST
Bubnuoteka GSSAPI MeTtog KERBEROS
Mopyne
SASL

Puc. 6.1. IIpumep BII0’KEHHOCTH MEXaHU3MOB CETEBOM ayTEHTH(PHUKAIIUN

OnHako HMCIOJIb30BAHHE YHUBEPCAIBbHBIX MEXaHU3MOB JIUIb YaCTUYHO Pe-
maeT npolsieMy eAuMHOW ayTeHTH(HUKaAIlMu IMpU BXoje B ceTb. HeoOxomum Takxke
HEKOTOPBIM 0€30MacHbId MPOTOKOJ, KOTOPBIA ayTEeHTU(MUIIMPYET KIUEHTA Mepes
CepBEPOM (CEpBUCOM), C YYETOM TOI'O, UTO CaM CEpBEpP HUYETO O IMOJIb30BATENE HE
3HAET U JIOJIKEH MCIO0JIb30BaTh B KAUYECTBE MOCPEITHUKA CEPBEP CIY>KObI KATalIOIOB.

B kauecTBe yHUBEpCAJIbHOTO MPOTOKOJIA AyTEHTU(HUKALMU MOXKHO HCHOJIb-
30BaTh MH(MPACTPYKTYpPY OTKPBITBIX KItoued (Hampumep, Ha 0aze cepTudukaToB
X.509) wu nporokon Kerberos (cm. Hike).

B nmaHHOW TIIaBe paccMOTpeHa peanu3aiys CIyKObl KaTrajlora KOpIIOparuu
Microsoft — Active Directory (AD) Ha mpumepe UHTErpalyu €€ B Cpeay CTOPOH-
HUX CEPBUCOB. A HMMEHHO, pELICHUE 3aJauM ayTeHTU(UKAIMU IMOJIb30BaTeNeil Ha
web-cepBepe Apache mpu nomorniu npotokona Kerberos, a Takxke HacTpoiika Mexa-



HU3MOB ayTeHTU(UKALMKU U aBTOpU3AlMKM HAa pabodeil cTaHIMU MOJ yHpaBiICHUEM
OC Linux c nienpro mosiy4eHus aBTopusyronie napopmanuu u3z Active Directory.

Cnyx0a Active Directory cocTOUT U3 LIEJIOr0 Habopa CEPBUCOB, CBSI3aHHBIX
Mexay coboil. OcHoBoil Active Directory siBisieTcss cucTeMa pa3pelleHusi UMEH,
IpyU TOMOIIM KOTOPOH pabouyue CTaHIMHU CIOCOOHBI MPO3pPAvyHO OOHAPYKHUBATH
cepBepsl noMmeHa, HanpuMmep LDAP-cepBepsl. B cymiecTByronel peannsamnuu cep-
BHCa KaTajora B KauecTBE CIy»Obl pa3pelleHus umeH BbiOpaHa cucremMa DNS (B
OTIMYME OT TMPEABLAYIINX BEpCUl, KOTOpPBbIC HCIONB30BAIM CHUCTEMY HMEH
NetBIOS). [Ins xpanenus katanora LDAP, a taxxe 115 obecrieueHust ayTeHTUDU-
Kauuu 1o npotokoiy Kerberos B cetu Microsoft BbiaensitoTces criennaibHble cepBe-
pa, KOTOpbIE Ha3bIBAIOTCS KOHMpOLIEpamu 0oMend. B 1enoM KOHTpoJuiep AoMe-
Ha — O3TO BBIJCJICHHBIM cepBep, NpelHAa3HAYCHHBIH i1 00ECIedYeHUs CEpPBUCOB
LDAP u KDC (cm. HU*ke)

B kauecTBe nepBOro ynpaxxHeHHs MpeajaraeTcsi yCTaHOBUTh CIyxkO0y Active
Directory na OC Windows Server 2003. B kadecTBe MpOMEKYyTOYHOTO IIara Tpe-
OyeTcsl yCTaHOBUTh M HacTpouTh DNS-cepsep.

BBIIIO/THUTA!

1. 3anycturts BupryansHyto mamnHy Windows Server 2003 (manee DC).
2. YcranoBka u Hactpoiika DNS-cepBepa. ITOT miar COCTOUT U3 ABYX OCHOBHBIX
NEWCTBUI: HacTporika kinueHTa DNS u yctaHoBka u HacTporika cepBepa DNS.

a. Hactpouth mms kommproTepa (TIociie BHECCHHSI M3MEHEHUH MTOTpeOyeTCs
nepesarpyska): name: DC, DNS suffix: example.com.

b. YcranoButrs DNS-cepBep (Add/Remove programs = Windows components
= Network services = DNS).

c. 3anmyctuth OcHAcCTKy amMmunHuctpupoBanuss DNS (Start = Administrative
Tools = DNS).

d. Co3nath 30HY HNPSMOro MpocMoTpa. BeIOpaTh U3 KOHTEKCTHOTO MEHIO 00b-
ekta «Forward lookup zones» myHkr «New zone». BwiOpaTb TUMI 30HBI
«Primary», uMs 30HBI «example.com», pa3pemmuTh JUHAMHYECKHE OOHOB-
JICHHsI JUIS 30HBI. JTa 30HA OyJEeT XpaHUTh MH(POPMAIMIO O CO3/1aBaCMOM
Hamu nomeHe Active Directory. ms nomena Active Directory coBmamaer ¢
umeneM DNS nomeHna, B KOTopoM U OyzieT XpaHUTbCsI HHPOPMAIIHS O Cep-
Bepax u pabouunx cranmusx Active Directory.

e. Cozmath 30HY oOpaTHOro mpocmorpa. BpiOpaTh K3 KOHTEKCTHOTO MEHIO
oonekTa «Reverse lookup zones» mynkt «New zone». BriOparh Tum 30HbI
«Primary», network id 192.168.0.

f. Co3marp 3amuch mius pabodeit craHmmm ws-linux (3To MPUTOIUTCS TO3KE,
Korja OyJeT MpOM3BOJUTHCS HACTPOMKA COOTBETCTBYIOIIEH BHPTyalbHOU
MaivHbl). BpiOpaTh B CcOucKe 30H MPSMOrOo  MPOCMOTpPAa  30HY
«example.comy, BBIOpaTh U3 KOHTEKCTHOI'O MEHIO 30HBI MyHKT «New host
(A)», ykazath ums xocra «ws-linux», IP-aapec 192.168.0.2, BeiOpath or11-
uto «Create associated pointer (PTR) record.



3. [IloBblIeHHE poiM cepBepa A0 KOHTposuiepa AoMeHa. JlaHHas npoueaypa npak-
TUYECKH MOJHOCTHIO aBTOMAaTU3UPOBaHA, HEOOXOJUMO JIUIIb YKa3aTb HEKOTO-
PYIO BCIIOMOTaTeNbHYyI0 HH(OPMaLKIO (HallpUMep, O POJIM U MECTE HAIIeTo HO-
BOTO KOHTpOJUIEpA JOMEHA B CYLIECTBYIOIIEH MHPPACTPYKType). 31eCh MBI HE
Oyzaem nmoapoOHO paccMaTPUBAThH CIOXKHBIE CXEMbI IOCTPOEHUS 1oMeHOB AD.

a. 3anycTuTh yTUIUTYy dcpromo.

b. BeiObpathk nmyHkT «New domain controller in a new domainy.

. BoiOopatb nyHkt «New domain in a new forest».

. YKa3atb uMs 1omMeHa «example.comy.

. NetBIOS-ums 1 pacrionoxeHue Ciy>KeOHbIX (ailJIoB OCTaBUTh IO yMOJI4a-

HUIO.
YO6enuThbes, UTO TeCT TMHAMUYeCKuX o0HOBIeHUM Ha DNS-cepBepe mporen
YCHEIIHO.

g. Beibpats pexxum copmectumoctr Toiibko ¢ OC Windows 2000 u 2003.

h. Ykazate nmapoinb pexxuma BocctaHoBiieHUus «P@sswOrdy.

1. JloxaaTbCcsi OKOHYaHUs padOThI MacTepa U Mepe3arpy3UThCsl.

4. VYcraHOBKa ONOJHUTEIBHBIX HHCTPYMEHTOB aIMUHUCTPUPOBAHMUS.

a. YcranoButh makeT «adminpak.msi», pacmojoXeHHBIH B  Karajore
«WINDOWS\System32». JlaHHbI! MakeT COAEPKUTCA BO BCEX CEPBEPHBIX
Bepcusix OC Windows u coaepxkut Habop ocHactok MMC mjist aAMUHUCT-
pupoBanus paznnuHbix cepBucoB OC Windows.

b. YcranoButh maket «suptools.msi». [Taker Windows Support Tools moctas-
JSIeTCSL BMECTE C JUCTPUOYTUBOM OIEPAIMOHHON CUCTEMBbI (OOBIYHO pacrio-
naraetcs B katajgore SUPPORT ycranoBouHOTO HCKA).

c. YcraHoBuTh naket «rktools.exey.

o o0
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6.2. Cmpykmypa kamasnoz2a LDAP

Jns nanpHeime padotel ¢ karasorom LDAP HeoOxoaumo 6osiee moapoOHO
03HAKOMHUTBHCS C €r0 OCHOBHBIMH MOHATHSIMH U KOMIIOHEHTaMH, a TaKke ¢ HaOOpoM
YTHIIUT, KOTOPBIC MO3BOJISIOT MPOU3BOANT MAHUITYJISAIIAN C HHM.

6.2.1. Cxema LDAP

Karanor LDAP umeer apeBOBHUIHYIO CTPYKTYpPY. Y3Jbl I€PEBA HA3ZBIBAOTCS
oovekmamu. OOBEKTHI ACNATCA Ha Jucmvs U KoHmelinepvl. Kaxaplii o0bEKT co-
JIEPXKUT HAOOp ceolicme (pa3nuuHyr0 HMHOpMaluio 00 00BEKTE, HAMPUMEDP €ro
UMs, 1aTa co3[aHus U T. 11.). CIIMCOK CBOMCTB KaXX/10ro 00ObEKTa 3aBUCUT OT KI1AcCcd
sToro oowekra. [1o ananoruu ¢ 00bEKTHO-OPUEHTUPOBAHHBIM TPOrPAMMHUPOBAHUEM
KJIACCHI BBICTPAMBAIOTCSI B HEPAPXHUECKOE OTHOIIEHHE — MpeloK-moToMok. Kiacc-
MOTOMOK COJIEP’KUT CBOMCTBA CBOETO MpE/aKa, IPHU 3TOM IMOAJIEPKUBAETCS MHOMKE-
CTBEHHOE HacienoBanue. Onucanue BceX KJIACCOB U UX CBOMCTB XPAHUTCS B CAMOM
katasiore LDAP u Ha3bIBaeTCs cxemotl Karaiora.



Cxema COJEp>KUT OMHMCAHUA JIBYX THIIOB — OINHCaHUE aTpUOyTOB M OINHUCa-
HUE KJIAcCOB. Ampubym — ONHMCaHWE HEKOTOPOro CBOMCTBA, BKJIIOYAIOIIEE B ceOs
cunmakcuc (aHaJor THUIA JAHHBIX, HO KpoMe MH(GOPMALMU O THUIE OH COACPKHUT
TakKe (YHKIHMIO CPAaBHEHUS, HAIPUMEP €CTh CHHTAKCHUC JJIsl CTPOKH YyBCTBHUTEIb-
HOM M HEYyBCTBUTENILHOM K peructpy). Kpome cunTakcuca atpuOyT COAEpKUT UH-
dopMaIuio 0 CBOEM HMMEHH, a TaKK€ HEKOTOpbIE NOMOJHHUTENbHBIC TaHHBbIC (Ha-
pUMep, OTPAaHNYEHUS Ha CUHTAaKCUC WM YKa3aHHe, YTO aTpUOYT XPaHUT HECKOJIb-
KO 3HaueHui). Knaccet OBIBAIOT abCmpakmHuiMu, CMPYKMYPHbIMU U 8CHOMO2A-
menvHuIMu. JI7a Kakaoro kiacca 3ajgaercs Habop oOs3aTeNbHbIX (3HAYEHUE ATUX
aTpuOYyTOB HE MOXKET OBITh ITyCThIM) M HEOOS3aTEIIbHBIX (3HAUCHUE MOXKET OTCYTCT-
BOBaTh) aTpulyToB. KpoMme 3TOro y kiacca ykasplBaeTcsi CHMCOK BO3MOXKHBIX KOH-
TEHHEPOB JJI HETO, TAKUM 00pa3oM, OOBEKT SBJISIETCSI KOHTEHHEPOM, €CITU XOTsI Obl
OJIMH KJIacC YKa3bIBAa€T €ro B KAUECTBE CBOEI0 BO3MOKHOTO KOHTEWHEpa.

Cxema LDAP-kaTanora xpanutca B caMoM Kataiore. Jljisi onucaHus cXembl
Active Directory cymectByer aBa oObekra: attributeSchema nns arpulyTtoB u
classSchema s kmaccoB (00a 3T Kiacca, Kak M BCE UX aTpUOyThI TAK)KE OMHMCAHBI
BHYTPH CXEMBI).

6.2.2. Cucrema umen LDAP

Jnst Toro uro6sl LDAP-KIMEHT MMen BO3MOXHOCTbh MOJy4aTh JAHHBIE OT
LDAP-cepBepa, He0OX0UMO yKa3aTh KOHKPETHbIM OOBEKT B KaTanore. Jis 3Toro
CIIyXaT clelalIbHble aTpUOyThl, JIs1 KOTOPBIX CXEMOMW 3ajiaeTcs TpeOOBaHUE YHU-
KaJbHOCTU B IpejesiaX OJHOro KOHTelHepa. Takue aTpuOyThl Ha3bIBAIOTCS OMHO-
cumenvubiM paznuuumeim umenem (relative distinguished name, rdn). Tenepp s
TOr0, YTOOBl MACHTUPUIMPOBATh OOBEKT B Mpejeiax JepeBa, JOCTaTOUYHO YKa3aTb
OTHOCHTEJIbHBIE PA3IMUUMbIE UMEHA BCEX OOBEKTOB B LIETOYKE, HAUMHASL OT KOPHS
nepesa. [lomydeHHas nociie10BaTesIbHOCTh PA3IMUMMbIX UMEH HA3bIBACTCS NOJHbIM
paznuuumeim umerem (fully distinguished name, fdn). [{ns o6o3HaueHHs MOIHOTO
Pa3IMYUMOr0 UMEHH IPUHATA 3aIUCh

<uMda aTp.l>=<3Hau. aTp.l>,
<yMAa aTp.2>=<3Haud. aTp.2>,..,
<uMa aTp.N>=<3Hau. aTp.N>

Hampumep, koHTeiHep, xpaHsamuii cxemy katainora Active Directory (B n1o-
MeHe example.com), umeeT crenytoilee nojiHoe paznuuumoe ums: CN=Schema,
CN=Configuration, DC=example, DC=com. Kak BugHO 13 npumepa, aTpulyT, AB-
JISTFOIIAICS OTHOCUTENBHBIM Pa3InIMMbIM UMEHEM Y KaXI0T0 00BEKTa MOXKET OBIThH
cBori (3mecb CN — y obObekToB-kKoHTeHEpoB Schema u Configuration, DC — y
o0BeKTOB example u com). YkazaHue TOro, Kakoi aTpuOyT MOKET BBICTYNAaTh B
POJIU Pa3InYMMOr0 UMEHH, 33/1a€TCS B CXEMeE JUIs KaXKJI0ro Kiiacca.



6.2.3. Uucrpymentapuii 15 padorsl ¢ LDAP-kaTasorom

st pabotsl ¢ mpousBosbHbIMU LDAP-kaTanoramu cymecTByeT OrpoOMHOE
KOJIMYECTBO MPOrpaMM Kak OECIUIaTHBIX, TAK U KOMMEpUYECKUX. B naHHOM paznene
OyIlyT pacCMOTPEHHI JiBa OCHOBHBIX MHCTpyMeHTa: ocHactka MMC ADSI Edit (xo-
Topas obnagaet 6onpmMM (HyHKIMOHATIOM, eciii peub uaetT o LDAP-karanore Ac-
tive Directory), a Takxe yTuinuThl nakera ldap-utils (mpeumyiecTBo 3TUX yTHINT B
TOM, YTO OHU PeAIM30BaHbI MpakTUuyecku s Kaxaon OC).

Ocnactka ADSI Edit Bxoaut B maker Support Tools OC Windows Server
2003. Jlyist BbI30Ba 3TOM YTUIMTHI HEOOXOAMMO B okHe Start = Run Habpath «ad-
siedit.mscy». 3arpy3utcsi KOHCONb yrpaBieHus: Microsoft ¢ ocnactkoit ADSI Edit,
MOJKJIFOYCHHONW K TpeM paszfenam karanora (puc. 6.2): Domain (coOCTBeHHO maH-
Hele Kartanora Active Directory), Configuration (cmyxeOHast uHpOpManus) u
Schema (cxema karamnora). Ilpu HEOOXOAUMOCTH MOXKHO TOJKIIOYUTHCS U K JAPY-
MM pa3feliaM KaTajaora, BbIOpaB COOTBETCTBYIOLIMN MYHKT KOHTEKCTHOTO MEHIO
KOPHEBOTO y3J1a OCHACTKH.

st Toro 4To0bl MPOCMOTPETHh COAEPKUMOE paszelia, J0CTaTOYHO PACKPHI-
BaTb COOTBETCTBYIOLIME Yy3Jbl (B pOJM Y3JIOB OyAyT BBICTYNAaThb OOBEKTHI-
KOHTEHHEPHI, 00bIYHBIE 00BEKTHI OyAyT OTOOPAKATHCA B PABOM OKHE).

%, aDSI Edit =101 %
@ EoHcone  fJedcTeMe  BuA QkHO  CNpagka ;lilil
& = ||| =
A0ST Edit Mame | Class | Diskinguishe:
Domain [ca.example.com] = Domain [ca.example. com] domainDMS
Configuration [ca.example. com] B Configuration [ca.example.com]  configuration
Schema [ca. example. com] B Schema [ca.example. com] drD
« | i

|
Puc. 6.2. Ocuactka ADSI Edit

Jnst kaxnoro o0beKTa-KOHTEMHEpa U3 KOHTEKCTHOTO MEHIO JIOCTYINEH clie-
JTYIOIUA Ha0Op MEeUCTBUI: EPEMECTUTh 0OBEKT, IEPEUMEHOBATh OOBEKT, YAAIUTh
O00BEKT, BBI3BATh CBOWCTBA OOBEKTA, a TAKKE CO37aTh BHYTPH HOBBIM OOBEKT, J0-
MYCTUMBINA 1O cxeMme. Y OOBIYHBIX OOBEKTOB JIOCTYMHO TOJBKO MEpPEeMEIleHHE, U3-
MEHEHHE UMEHH, y/1aJIeHUE U BbI30B CBOMCTB.

[Tynkt mento «CBoiicTBa» (Properties) mo3BosisieT peakTUpOBaTh CBOMCTBA
00BEKTa TIPH MOMOIIH peAaKTopa aTpuOyToB (puc. 6.3), a Takke HACTpPaWBaTh pa3-
pElIeHHs] Ha MPAKTHYECKH JII000e AeCTBUE Haa aTpuOyTaMu, OOBEKTOM H €r0 CO-
JIEPKUMBIM (B CiIydae 00beKTa-KOHTEIHEpa).

Buemnui BUa penakropa mpas J0CTyna IpeACTaBIeH Ha puc. 6.4.

OcnoBuoe npumenenne ocaactku ADSI Edit — netanpHOE yripaBieHue mpa-
BaMHU I0JIb30BaTeNIed Ha 0OBEKTHI U aTpuOyThl KaTanora, Takxke ADSI Edit npume-



HSETCS JUIsl PSIaKTHPOBAHMS T€X aTpHOyTOB OOBEKTOB, KOTOPBIC HE PEIAKTHPYIOT-
Csl CTaHIAPTHBIMH CPEJICTBAMU aJMHHHUCTpHpoBaHUs Active Directory (B maHHOM
nocoOuu 310 OyayT aTpulyThl Unix moan30BaTens).

OU=Domain Controllers Properties ﬂﬂl
Attribute Editor | e el Multi-valued String Editor

¥ Show mandaton attibutes  Attibute: businessCategary

W Show optional attributes ‘alue to add:

[ Show only attibutes that b I
Attributes:

Walues:

x|
Add

Attribute | Sy
adminl'escription Ur Eemave |
adminDizplayM ame r
alloweddtnbutes Ok
alloweddtributesEffe..  OF
allowedChildClazzes Ok
allowedChildClazsesE... 0Ot
bridgeheadServerlist... D

buzineszCateqany

o r
canonicalf ame r
ch r
oo r
countruCode Tyls
il

Edit | k. I Cancel
0k, I OTreHa | I'IpHmEHHTbl

Puc. 6.3. Penakrop atpulyTtoB

[Taker ldap-utils Bkitouaet B ceOsi CeAYIOIINE OCHOBHBIE YTHIIMTHI:
— ldapsearch — ciyxuT /11 TOMCKa OOBEKTOB B KaTAJIOTe OT YKA3aHHOTO y3j1a
¥ Ha YKa3aHHYIO ITyOuHYy,
— ldapmodify — cmyxxut nis monudukanuu o6bextToB LDAP,
— ldapadd — To ke, uto u ldapmdify ¢ onmumeit -a (106aBneHUE),
— ldapdelete — yTunura ans ynanenus 0ObeKTOB U3 Karajora,
— ldapmodrdn — yTunura ans cMEHBI UMEHU O0BEKTA.
[Ipu 3amycke Kaxa0W yTUIUTHI MakeTa HeoOxonumas nHpopmanus Oepercs
U3 TPEX MCTOYHUKOB (KaXXIbIA MOCIEAYIONIUN NepEeKphIBACT MpeabIAyIuii): (aiina
«/etc/ldap/ldap.confh, daiina «~/.1dapre» u onuumit koManaHON CTpOKH. OCHOBHBIMU
napaMeTpaMH SBIISIOTCS:
— mnoab3oBarenb LDAP, or uMeHu KoToporo OyJieT MpOUCXOJIUTh MOAKIIYe-
HUe (BOOOIIIE TOBOPS, ’TO MOXKET OBITh JT1000H 0OBEKT KaTaiora),
— LDAP-cepBep, k KOTOpOMY OYyJ€T OCYLIECTBIATHCS MOAKIIOYSHHE,
—  METOJ] IPOBEPKHU MOJITMHHOCTH,



—  KOJIMYECTBO BHIBOJIUMOM OTJIAJOYHON MH(MOPMAIIHH,
—  YYETHBIC JJaHHBIE.

AIneredT paipewedsa ana Domain Controllers J_]El

DfwerT | Coocrsa |

(TR R N powequwie nposepiy Wanserams. .

MpureHaTE: | Toneko 3ToT offeeKT ﬂ

Paspewerin:

MonHesd gocTyn

Crucok cogepsamoro
UreHue BCex CEOICTE
Januct BCex CEONCTE

YnaneHue
YnanuTe NoLgepesD
UreHue paspelweHu
CragHa paspelweHi MNpemesars: | Tonsko 3ToT ofbekT j
Cmena snanencua
Pazpewenua: Pazpewwre 3anpeture
Bce npoEepeHHEe ONERELMA S3MHCH
BCe paciuMpeHHLIE Mpaea YreHue Boex cEONCTE O ﬂ
Cosnanie BOEK LONEPHUK OFBEKTOR Januce Boex CEONCTE O O
R e Urenue adminDescription O
r [IPHMEHRTE STH PEEPEILEHIAR I OfbeE! Jarmce adminD escrption O O
RO EMHEDET TONEhO BT = TON O Yrerue adminDizplayMame O
3anuck adminDisplayh ame O O
Yrerue allowedattnbutes O
3anmce allowedbttributes O a
Urenue allowedbttibutesE fective O
Januce alloweddttibutesE fective O O
Urerue alowedChildClasses O
Janvce allowedChildClasses O O
Ko i B o R S [ [ | m LI
= [IRHMEHATE STH PESHELEHHA K. OELERTSM | OMHCTHTE BCE |
KOHTEMHERaM TOnNeRG BRUTRH STard KoHT EMHER S

0K I OtraeHa |

Puc. 6.4. PenakTop npaB pocrymna

Kaxnast u3 yTunuT umeeT Takke COOCTBEHHBIE MapaMeTprl. B ciydae ¢ yTu-
mutamu ldapmodify u ldapadd — sto LDIF-daiin, koTopsiii onuckBacT HEOOXO0 M-
mbie m3mMeHenust. Madopmanus o popmate LDIF conepkutcs B RFC 2849. Vtunu-
ta ldapsearch oxxumaer napameTpsl QuiabTpa AJis 3aIIPOCOB, a TAKKE CIUCOK aTpHU-
OyTOB, KOTOpbIE BO3BPATUT CEPBEpP Al KaXJA0ro OOBEKTa, YAOBJIETBOPSIOLIETO
GbuiabTpy (IO YMOJIYAHUIO BO3BPAILIAIOTCS BCE aTPUOYTHI).

®unetpel LDAP onpenenensl B camoM mpotokose u onucansl B RFC 4515.
Hamnpumep, mycts HeoOxoaumo Hakitu B LDAP-karanore o0beKT-KOMITBIOTED, Y KO-



TOPOTrO MMsI HaYMHAETCs Ha win-. Torma cooTBETCTBYIOMUN PMIBTp OyJeT UMETh
Bz (&(objectClass=computer)(cn=win-*)).

[lonHOCTBIO 3ampoc mpuBeAeH Ha puc. 6.5. B maHHOM npumepe yTWiInTa
ldapsearch BrI3Bana ¢ Hanbonee yacto ynorpebasieMbiMu onuusMu: -h <server> —
3agaet LDAP-cepBep (o umenu mwnu [P-aapecy), -b <dn> — 3amaer paznuunmoe
uMsi 00bEKTa, ¢ KOTOPOTo HAdyHETCs MOMCK, -D <dn> — 3agaer pasnuymmoe uMsl
o0bekra LDAP, oT uMeHH KOTOPOro MPOU3BOASTCS 3alpOChl K cepBEPY (C TOUKH
3penus ctangapta LDAP 310 MoxeT ObITh a0COMOTHO Jt000H 00BeKT, B Active Di-
rectory TOJBKO TMOJIb30BATENb MU KOMIBIOTED), -X — 33Ja€T PEXKUM ayTeHTHU(HUKA-
nuu simple bind (mapons nmepegaeTcs OTKPBITBIM TEKCTOM), -W <password> — 3a-
JIaeT MapoJb.

Taxxe mpu BbBOBe ldapsearch ykazaHo, 4TO cepBep TOJKEH BO3BPATHUTH
TOJIBKO aTpUOYTHI Ch Y HAlJICHHBIX OOBEKTOB.

rootdws-linux:~# ldapsearch -h do -b de=sexample,do=com -D ch=Administrator,cn=us

ers, do=example, do=com —-x -w PAsswlird "(&(ChjectClass=user) (cn=win-*))" cn
# recquesting: cn
#

# win-test, Computers, example.com
dn: CN=win-test,CN=Cowputers,DC=example, DC=com
chn: win-test

# zearch reference
ref: ldap://ForestInsZones.example.comn/Di=ForestInsZones, C=example, DC=com

# zearch reference
ref: ldap://DomainDbnsZones.example.com/DC=DomainlnsZones, DC=example, DC=com

# search reference
ref: ldap://example.com/CN=Configuration, DC=example, DC=com

# search result
search: 2
result: 0 3uccess

# numBEesponses: &
# numEntries: 1

# numBeferences: 3
rootflws-linux:~# I

Puc. 6.5. Ucnonb3oBanue ytunuthl ldapsearch

Paccmotpum otBer LDAP-cepBepa (puc. 6.5). st ynoOocTBa yTeHuUs, a Tak-
e JanbHenmero ucnonb3oBanus ldapsearch otobpaxaer nndopmannio, HoIydeH-
HYI0 OT cepBepa, B Bujae LDIF-daiina (cTpoku, HauMHAIOUIUECS C «#», SIBISIOTCS
KoMMeHTapusiMu). CHayana nepequcisaioTcss OOBEKThl M UX aTpUOyThl, KOTOPHIE
BEpHYJI CepBep Ha IMOCIAaHHbIN 3ampoc. B Haliem npumepe 3TO KOMIBIOTEPHI Win-

! Baxuo OTMCTUTD, YTO HUCIIOJIBb30BaAHHUC MCTAaCUMBOJIOB B (I)I/IJIBTpC BO3MOXHO HE IJIs1 KaKJ01I0
atpubyTta (B Active Directory MeTacHMBOJIBI B 3aITpocax JOCTYITHBI IJIs aTpHOyTOB ¢ (iarom in-
dexed, KOTOpBIi 3a1a€TCs B CXEME).



wsl 1 win-ws2, 3aTeéM HUJET HECKOJIBKO 0COOBIX OTBETOB, KOTOPBIE HA3BIBAOTCS Te-
ferral unu external reference (BHEITHUE CCHUIKHM). ITH CCHUIKU COAEPk AT yKa3aTelu
Ha JIpyrue pasdensl Karajora (31ech pa3fesn — 3TO HEKOTOpasl 4yacTh KaTajiora, Ko-
TOpasi MOKET XPAHUTHCS Ha APYroM cepBepe). BHEmH s ccbulka pUBEIEHA B BUJIE
URL, umetromero dopmar ldap[s]://<cepep>/<dn>, rae ldap wiu ldaps oObranbIit
unu SSL-BapuaHT NpOTOKOJIA COOTBETCTBEHHO.

KoHeyHO! 1enbl0 NaHHOW TJaBbl SBISIETCS MHTErpalus padoyell CTaHIMU
nox ynpasienuem OC Linux B cpeny Active Directory, nannas onepauus tpeOyet
LEJIO0r0 psijia HACTPOEK, B YaCTHOCTH PACIIMPEHHUs CXEMBbI KaTajlora Jjsi XpaHeHUs
Unix-atpubytoB noib3oBaresnis. CyliecTByeT MHOMXECTBO T'OTOBBIX pPACIIMPEHUMN
Uit cxembl AD, MOCTaBISIONMXCS ¢ Pa3IMYHBIMKU MPOayKTaMu uHTerpanuu Unix
cuctem B cpeny AD.

Kpome Toro, st manpHelmeid paboThl CO3/1a UM CIIEUATLHOTO BCIIOMOTa-
TEJBHOIO MOJIb30BATENsl M TPYIIy s pabouux craHuui noj ynpaieHuem OC
Linux. /lexo B ToM, 4TO mpu aBTOpHU3aluu paboyasl CTaHIMS AOKHA UMETh BO3-
MOKHOCTh ONPEIEINUTh CIEAYIOIINE MapaMeTphl MOJb30BaTENs: €ro WACHTH(HUKA-
Top (uid), momMamHU{ KaTalor, KOMAaHIHBIM WHTEPIPETATOpP, & TAKXKE UYJICHCTBO B
rpynmnax. 9ta uHpopManus 1o yMOJIYaHHUIO HEJTOCTYNHA JUJIi aHOHUMHOTO I0JIb30-
Baress, IMOATOMY HEOOXOJUMO CO3[aTh CIELHATBHOIO HENPUBUIETUPOBAHHOTO
M0JIb30BATEJISI, OT UMEHU KOTOPOTO paboyre cTaHIMKU OyAYT OCYLIECTBIATh JOCTYIIL.

BBIIIOIHUTH!

5. 3anmycTtuTh BUpTyaiabHylo Mamuny DC.
6. JloOGaButh B cxeMy Katasiora aTpuOyThl A Unix-nosib3oBateneii. Pacmmpenue
cxeMbl B3sATO U3 naketa MS services for Unix:
a. 3amycTtuth 00010uKy cmd.exe
b. Ilpu momomm komanabl cd nepeiTu B kKaranor «\schemay
c. Cxema coxpanena B Buje ldif-¢baitra, 9ToObl ee 100aBUTH B KaTasor,
HEO0OXOJMMO BOCIIOJIB30BATHCA CTAHJIAPTHOM YTHUIIMTOM JIJIi MaHUITY-
nsmuu ¢ 1dif dadimamu — 1difde. [l aToro He0oOXOAMMO BBITTOTHHUTH
KOMaHIy (37ech omuus -1 0003Ha4yaeT, 4To OyIeT MPOMCXOAUTh HUM-
MOPT JAHHBIX, -k MMO3BOSET BHIMOTHATH UMIIOPT JIaXe TOCIE TOSIBIIC-
HUS HEKOTOPHIX HEKPUTHYECKUX OIIMOOK, omius -f ykaspIBaeT, 4To
JTaHHbIE HE0OX0IMMO OpaTh U3 Qaiina):

ldifde -1 -k —-f schema.ldf

7. Co3parh CeNMATIBHOTO MOJIH30BATEINS 1M1l pab0UYMX CTAHIIMM 10| yIIpaBIEHUEM
OC Linux:
a. 3amyCTUTh OCHACTKY YIIpaBJEHUs MoJib3oBareisiMu B Active Directory
(Start = Programs = Administrative tools = Active Directory Users
and Computers).
b. B kxoHTekcTHOM MeHI0 KOoHTelHepa «Users» BbIOpaTh MyHKT «Newy,
o0BekT «User».



c. B kauectBe «First name» u «Users logon name» ykazaTe «proxyuser»,
3anath napoib «P@sswOrd», cusars ommuio «User must change pass-
word at next logon» u BwicTaBuTh omiuu «User cannot change pass-
word» u «Password never expiresy.

d. B konTekctHOM MeHIO KoHTeiHepa «Users» BbIOpaTh MyHKT «Newy,
00beKT «Groupy.

€. YKa3aThb UMS IPYMIbl «ProXygroupy, OCTaJbHbIE ONIUU OCTABUTH IO
YMOJIYAHHUIO.

f. B okHe CBOMCTB Mmosib30BaTeNsl OTKPBITh 3aKknanky «Member Ofy», no-
0aBUTH TPYIITY «Proxygroupy, CAesaTh 3Ty IPYIIy OCHOBHOM (HaXKaTh
KHOIIKY «Set as primaryy), ynanutb rpymniy «Domain Users». Tem ca-
MBIM MbI IOOMJIUCH TOTO, YTO TMOJIb30BATENb «Proxyuser» He o0Jaaaet
HUKAKUMU ITpaBaMu Ha 0OBEKTHI KaTaJora.

8. Hactpouth orpaHnueHHbIE MpaBa MMOJIb30BATENS «ProxXyuser» Ha OObEKThI KaTa-
jora:

a. 3amyctuth ocHacTKy ADSI Edit (Start = Run adsiedit.msc).

b. Ilepeiitu Ha 3aknanky «Security» cBOMCTB KoHTelHepa «Users», Ha-
*KaThb KHOTIKY «Advancedy.

c. B nmosBuBmemcsi okHe Haxkath KHONKY «Add». Ykazarh «proxygroup»
B KauecTBE OOBEKTA.

d. B mosBuBmIeMcs okHe BBIOpaTh B paszaene «Apply onto» BapuaHT
«This object and all child objectsy.

¢. Hasnaumth npaBa «List contents» u «Read all propertiesy.

9. 3anmyctuth BUpTyanbHy0 MamHy WS-Linux.

10. ITomy4nTh CIKUCOK TPYII, WIEHOM KOTOPBIX SIBISIETCS MOJIb30BaTeNb «Adminis-
trator», 3apeructpupoBaBmuck Ha LDAP-cepBepe ¢ mpaBamu MOJb30BaTeNs
«proxyuser». [{is yero Ha BUpTyaibHON MamurHe WS-Linux 3anmyCTUTh KOMaH-
ay-:

ldapsearch —-h dc -b cn=Users,dc=example,dc=com -D
cn=proxyuser, cn=Users,dc=example,dc=com -w P@sswOrd

A\

-x “ (& (objectClass=user) (cn=Administrator))”
memberOf
11. YOenurtbcs, 4TO CIMCOK TPYIII IPUCYTCTBYET B BEIBOJUMOM Ha 3KpaH MHOOP-
MallyH.

6.3. Cucmema eduHo20 8xo0a 8 cemb Ha OCHO8e rpPomokKoJia
Kerberos
6.3.1. O6mme cBenenusi o nporokose Kerberos

[Tpotoxon Kerberos siBnsercs yHUBEpcaabHBIM MPOTOKOJIOM ayTE€HTH(HUKA-
LIMY, OCHOBAaHHBIM Ha PacHpeiesIeHn CUMMETPUYHBIX KItoUel Mu(poBaHus HEKO-



TOpPBIM J0BepeHHBIM cepBepoM. [IpoTokon Kerberos sBisieTcss OTKpBITBIM cTaHAAP-
ToM U onucal B fokymeHnTe RFC 1510.

C momomipio mpotokona Kerberos pacmpenenstorcs kpunrorpapuieckue
KITFOYX B HEKOTOPOU obacmu (realm), KoTopasi UMEET CTPOKOBBIN UACHTU(DUKATOD,
KaK MpaBwiio, coBnaaaronui ¢ umeneM DNS-nomena. Hanpumep, nis kommnbroTe-
poB DNS-momena example.com MoOxHO omnpeaeautb ob6bnacth Kerberos
EXAMPLE.COM (ums o6acTu Bcerja 3arjaBHbIMU OYKBaMH ).

Kaxxnas yuyetnas 3anuchk B cucteme Kerberos HaswiBaeTcs cywrocmoio (prin-
cipal), mpryeM ydeTHbIE 3alMCU CYIIECTBYIOT HE TOJBKO JJI MOJIb30BATENEH, HO U
UL Kaxaoro cepBuca. Mms ydeTHOW 3amucu  MMeeT CHEAYIOIMA  BUJ:
«user@REALM» (rme user — ums mosb3oBareniss, a RELAM — umsa oGnactn).
Hampumep, uMms yueTHOH 3amucu Mojab30BaTels root U3 JoMeHa «example.com» —
«root@EXAMPLE.COM».

VY4eTHbIE 3aMKMCH CEPBHCOB MMEIOT BUJ <namel>/<name2>@REALM, rue
namel — kak nmpaBuilo, UMs cepBHca, a name2 — nosHoe DNS-ums koMmnbroTepa.
Hanpumep, «HTTP/ws-linux.exampel.com@EXAMPLE.COM». BaxxHo oTMeTHUTb,
4TO UMEHa cylHocTel Kerberos 4yBCTBUTEIBHBI K PETUCTPY.

Kc - ponroBpeMeHHbIA
KNKY KNUeHTa

Ks - ponroBpemeHHbIn
KN4 cepeuca

S - KpaTKOBpEMEHHbIN
CeaHCOBLIN KINHY

E - cuMMeTpUYHbLIN
anropuT™ WupoBaHus

——FEks(S), 2anpoc Ha aytentudbnkaLm "{,‘:
o
-1 1L
pouenypa ayTeHTUdMKa %
KnunenT Cepsep

Puc. 6.6. Ayrentudukanms mo nmpotokory Kerberos

Nudopmaruss 000 BceX YUYETHBIX 3aMHCAX, a TAKKE UX 0071208peMeHHble
katouu (B Cydae MoJjb30BaTeNs 3TO, HAPUMED, X3III €0 Mapois, T. €. K04, KOTO-
pBIif OyJeT JCHCTBUTENICH HE MEHbIIIE MECSIA) XPAHITCS Ha CIEIMAIbHOM CepBepe,
Ha3bIBaeMoM yeumpom pacnpeoenenus kuoveu (Key Distribution Centre — KDC).
Korma y monbs3oBatenst mosiBIsIETCS HEOOXOIUMOCTh B MCTIOJIB30BAHUHM HEKOTOPOTO
cepBHca, TO OH oOpalaercss B IEHTP paclpeeleHHs KIII0Uel ¢ 3ampocoM KpaTKo-



BPEMEHHOIro ceancosozo kmoua. KDC Bo3BpalllaeT K4 B JBYX BapuUaHTax —
0JIvH 3amupoBaH JOJTOBPEMEHHBIM KIIIOUOM TOJIB30BATEINS, APYTron 3amudpoBan
JOJITOBpeMEHHBIM KitouoM cepBuca. Oteer KDC Ha3pIBaeTcs Ounenom, MOCKOIbKY
KpOME KJIH0Ya COJEPKUT M HEKOTOPYIO JIONOJIHUTENbHYI0 HH(opmanuto. [locne
3TOTO MOJIb30BATEb CAMOCTOSTENBHO MEPEChUIaEeT OUJIET CEPBUCA, U Y HUX MOSIBIIS-
€TCsl HEKOTOPbIM OOLIMN CEKPET, KOTOPBIA yKE MOXKHO HCIIONb30BaTh Kak IS ay-
TeHTU(UKAIUHU, TaK U JIJIs1 3allUThI KaHama (puc. 6.6).

[IpumeHeHne TOBEPEHHOr0 cepBepa, KOTOPbIM XPAHUT CEKPEThl BCEX CBOUX
[10JIb30BATENICH, AA€T BO3MOKHOCTH OOOMTHCH 0€3 aCMMMETPHUYHBIX aJIrOPUTMOB
mudpoBaHus, 4To nAenaeT npotokon Kerberos Oojee nerkuMm B peanu3aluud U
yIPaBJICHUH.

Ha npuBenenHoit cxeme BUIHO, YTO KaX bl CEPBUC TOJDKEH XPAHUTH COOCT-
BEHHBIN JTONTOBpeMEeHHBIM Kitod. B Unix-cucreMax KIIOYM CEPBUCOB XPAHATCS B
TaK Ha3bIBaeMOM keytab-daiine (MOHATHO, YTO JaHHBIN (aill He JOJKEH OBITH J0C-
TyHeH JJIsl 9TeHusi BceM moib3oBarensiM), B OC Windows kitod XpaHUTCS B JIO-
KallbHOUM 0ase ydeTHbhIX 3amuceil SAM (CTaHZapTHBIMHU CpPEIACTBAMU MPOCMOTPETH
UHGOPMAIUIO O KIII0U€ HEBO3MOXKHO).

JloJIrOBpeMEHHBIM KJII0Y T0JIb30BaTENsA, KaK YK€ YINOMHUHAJIOCh BBIIIE, —
3TO, HaNpUMep, HeKoTopas X3 II-PyHKIUs ero maposs. Takum oOpa3om, B mpuBe-
JIEHHOM BBIILIE CXEME MO0JIb30BaTeNIb BCE PABHO JIOJKEH BBOJUTH CBOW MapoJib MPHU
oOpamieHun K odepegHoMmy cepBucy. s obecneueHuss peanbHOM BO3MOMXKHOCTH
OJIHOKpPATHOM ayTeHTU(PHUKALUU CXeMa B3auMOJCUCTBUS KiMeHTa, cepBepa 1 KDC
peaJbHO HECKOJIBKO OTJIMYAETCSl OT MPUBEAECHHOM Ha puc. 6.6. B mporecce ayTeH-
TU(DUKAIUY TIPU BXOJIE B CETh MOJIb30BATENb MOTYUYAET CICIHATbHBIN OUJIET, HA3bI-
BaeMblil ticket granting ticket (TGT), vCHONB3YIONUHCA 171 ayTeHTU(PUKAIIIU
nons3oBaresis B KDC (puc. 6.7).

[Tonmy4yeHHbIe MONIB30BATENEM OUIIETHI COXPAHAIOTCS B CIEIMAIBLHOM 3alllu-
neHHoM ka1ie (B ciaydae Unix-cuctem 910 daiii, TOCTyI K KOTOPOMY UMEET TOJIBKO
MOJIb30BAaTENb, MOMYYUBIIMNA Ounet, B Windows — 3T0 3alIUIeHHOE XpaHWIUIIE
moxayJsis SSPI, 1. e. onepaTtuBHas namsTh). [Ipn HEOOXOAUMOCTH OWIIET MOXKET Tie-
PEMECTUTHCSI HA APYrol KOMIIbIOTEp (HapUMEDP, €CJIHM MOJIb30BATENIb OTKPBLI CEaHC
no SSH wiu RDP), HO nipu 3TOM ACHCTBUTENILHBIM OH OCTAHETCS TOJIBKO B TOM
cilydae, eclid B HEM MPUCYTCTBYET creluaibHbii (iar (coorBeTcTBeHHO, HAa KDC
MOXHO 3aJlaBaTh, KaKU€ W3 MOJb30BaTeIeH OyIyT mojaydars 3TOT ¢jiar B Ousere, a
KaKHe HET).

W3 u3noxxennoro Boilie Mexanusma cieayet, uto KDC He ayreHTudunmupyer
KJIMEHTa Tiepe]l caMuM cOo00M. AyTeHTU(PHUKALUS €CTh TOJIBKO HESIBHAsE — CMOT JIH
KJINEHT BOCIIOJIb30BATHCS TEM CEAHCOBBIM KJIOUOM, KOTOPBII OH MOJIYYWJ, WU HET.
DTO cO3/1aeT BE MPOOIEMBI: BO-TIEPBBIX, 3IIOYMBINIJICHHUK MOKET MOJTYYUTh OUJIET
MOJIb30BATEIISI M 32 KAKOE-TO BPEMSI M3BJIEUb CEAHCOBBIM KIIIOY (HAampuMeEp, €Ciu
MPUMEHSUICS CJIa0blil alirOpuT™M MUGPOBAHUS); BO-BTOPHIX, 3JI0YMBIIUICHHHK MO-
et 3anpocuTh TGT u mocne neITaTbCs B3JIOMATh JOJTOBPEMEHHBIM KIIFOY ITOJIB30-
BaTeJsl.



Kc - gonroBpeMeHHbIin
KMNKY KNWueHTa

Sigt — KPATKOBPEMEHHbIWA
knwo4 cepeuca TGT

Ks - gonroepemeHHbIin
KN4 cepBuca

S - KpaTKOBpeMeHHbIW
CEeaHCOBbLIN KoY

E - cuMmMeTpuYHbIN
anropuTMm WngpoBaHna
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Cepeep

KnuenT

Puc. 6.7. Mexanu3M 0JTHOKpaTHOH ayTeHTU(HUKAIIMK TPU TTOMOIIY BCTIOMOTaTeIbHOT0 OMieTa
TGT

[TepBoit mpoOemMbl Ha caMOM Jielie He CYIIECTBYET, MOCKONIbKY Omiet Kerbe-
r0S COJEPKUT MHGOPMAIMIO O CBOEM BPEMEHHU KM3HHU (M0 YMOJIYAHHUIO § 4acoB).
[TosToMy K TOMY BpPEMEHHM, KOTJIa 3JIOYMBIIUICHHUK CMOET M3BJIEUYb CEaHCOBBIN
KJIFOY, TTOCJIETHUM OKAXKETCS YK€ HECHCTBUTEIbHBIM.

Bropas mpobiiema penraercst mpu MOMOIIN MEXaHU3Ma npeaymeHmugprayuu.
Hanubiii mexanu3m He 3adukcupoBad B RFC 1510, T. e. kaxaplii mpou3BOIUTEH
MOXET J0OaBIATh CBOM MEXaHU3MbI, OJIHAKO MPHUBEICH OJUH BapUaHT, KOTOPBIN
HauOoJiee MIMPOKO PACTIPOCTPAHEH B HACTOSIIEE BpeMsl — ATO MpeayTeHTUPUKaIus
o METKaM BpeMeHHU. PaboTaeT naHHbI MEXaHU3M CIEAYIOIMM 00pa3oM: KIMEHT B
CBOEM 3arpoce, B crenualibHoOM pasnene nakera Kerberos, ornpasnser 3ammudpo-
BaHHYIO CBOUM JIOJITOBPEMEHHBIM KJIIOYOM METKY BPEMEHH, CepBep paciiu@poBbI-
BAET 3Ty METKY BPEMEHU U CBEPSIET €€ CO CBOMM TEKYIIUM BpeMmeHeM. Ecnu pa3Hu-
11a HE MPEBBIIIAET HEKOTOPOTO MOPOTrOBOIr0 3HAUEHUs (10 YMOJIYAHUIO 3 MHUHYTHI),
TO CYUTAETCS, YTO KIMEHT MPOIIeN MpeayTeHTU(KAINIO, © €My MOXHO BbIJIaBaTh



owrer. [ToHATHO, YTO JaHHBIA MEXaHU3M TPeOyeT CHHXPOHHU3AIIUH BPEMCHH MEKITY
Bcemu Kiimentamu Kerberos u Bcemu KDC.

6.3.2. Peanmsanusa Kerberos piasa Unix-cucrem

B Unix-cuctemax pacmpocTpaHEHBI JIBE CXOXKHE peaju3alud MPOTOKOJA
Kerberos — »to MIT Kerberos u Heimdal Kerberos. Peanuzaniuu Bo MHOTOM CXO-
KU, II0OOTOMY PaCCMOTPUM KaHOHUYECKUU BapI/IaHT1 ot MIT.

Bce 6ubnunoteku v yTWINTHI, UMelolue oTHoleHue k Kerberos, pacnpene-
JIEHBI 110 HECKOJIBKUM MakeTaMm, B ciiydae Debian Linux 370 cienyroiiue nakers:

— libkrb5 — Oubmmorexku Kerberos (opurunaneueii unrepdeiic MIT wu
GSSAPI unrepdeiic),

—  krb5-config — naGop npumepoB koHurypanmonusix ¢ainos Kerberos,

—  krb5-doc — nmoxymentarus no Kerberos,

—  krb5-user — nHabop yTUnuT /IS yripaBieHus OuieTaMu mojiab3oBaress (Mmoy-
YeHUe, YHUUYTOXKEHUE, IPOCMOTP),

—  krb5-clients — HekOTOpBIE KIMEHTHI KJIACCUYECKUX CETEBBIX CEPBHCOB: ftp,
telnet, rsh, rcp u T.11.,

—  krb5-servers — cepsep KDC, cepsuc kadmind mist yaaneHHoro ynpaBieHHs
6azoit KDC.

OcnoBoii Bceit cucteMsl MIT Kerberos siBisioTcst, KOHEUHO ke, OMOIHMOTEKH,
KOTOPBIE JOJDKHBI OBITh MPABWJIBHO HACTPOCHBI JJISI CBOETO (PYHKIIMOHHUPOBAHMSI
npu nomoiu KoH@urypanuonHoro ¢aina «krbS.conf». Jlanuslii Qaitn umeet
CTPYKTYpPY TUIIMYHOTO ini-(aiisa, T.€. OH MOJAEJICH Ha pa3/ienbl (KaX bl pa3aen Ha-
YHHAETCS] C UMEHH, 3aKJII0OYEHHOTO B MPsAMbIE CKOOKH), BHYTPH pa3jiena nepeuuncie-
HbI TIapbl <ommus> = <sHadeHue>. OCHOBHBIMU pazjesiamu ¢aiina krb5.conf sBis-
I0TCS:

— libdefaults — pa3nuunble 3HaUYEHUS 110 YMOTYAHHIO,

— realms — pa3zzgen, onuceiBaronmii nHpopManuo 06 odmactax Kerberos. Co-
CTOMUT M3 3amuced Buaa <ums oOsact™> = { HaAOOp omiui B B¢ <OIIHUS> = 3HA-
YeHue |,

— domain_realm — 3Ta ceKIus ONMUCHIBAET MPUHAIIICIKHOCTH y371a (MU EJI0TO
DNS-nomena) k obmactu Kerberos. Ona comepxut ctpoku Bujaa: name = REALM,
rJIc hame — MOXET OBITh MMS XOCTa WJIM MMS JJOMEHa, UMs JIOMEHA BBIJCISACTCS
BeIylIel TOYKOM (T.€., €Clu yKazaTh example.com, TO 3TO 0003HaYaeT OJHOUMEH-
HBIN y3el, a e — .example.com, To Becb DNS-noMen example.com). Ecinu ums
obnactu — 310 mpocto uMsi DNS-1oMeHa B BepXHEM perucTpe, ToO COOTBETCTBYIO-
YO 3aIIUCh MOKHO OIyCTHUTb.

Onuuu pazaena libdefaults:

— ticket lifetime — Bpems xu3HU OwiieTa B CeKyHIaX (HE MOXET MPEBBINIATH
MaKCUMaJIbHOT'O BPEMEHU KU3HU, pa3zpemieHHoro Ha KDC);

! Ileno B Tom, uto Kerberos 611 paspaGoran B Maccauycerckom TexHomormdeckom MHCTHTYTE
(MIT)



— default realm — umsa o6mactu Kerberos mo ymonyanuto;

— dns_lookup kdc — paspemmts mouck KDC npu nmomonu SRV-3ammceit dns
(Oymer mpomsBoauThCA TMOUCK 3amuck _kerberos. udp.<umsi nomeHa> wWiH
_kerberos. _tcp.<ums gomena>);

— default tgs enctype u default tkt enctype — xakue anroputmsbl muQpoBa-
HUs OyIyT 3allpaliuBaThCs sl OMJIETOB U KITIOUCH;

— kdc_timesync — ecnu 3Hauenue otauyHo ot 0, To 6ubnmnorexa Kerberos Oy-
JIET TBITaThCS CHHXPOHU3UPOBATh BPEMS JIOKAJIbHOM cUCTeMBI ¢ BpeMeHeM Ha KDC,
OJTHAKO €CJIA BpeMs OTJIMYAeTCsI CIIMIIKOM cuiibHO, 1 Ha KDC npumensiercs npeay-
TeHTU(DUKAIMS, TO CHHXPOHU3UPOBATH BPEMsI HE YIacCTCs;

— default keytab name — 3agaet umsa keytab-daiina (¢aiina, XxpaHsiiero a0J-
TOBpeMEHHBIE KIIF04YM cepBUCOB). [1o ymomuanuro ucnonbiyercs «/etc/krb5. keytaby.

Onuum pazzaena realms:

— kdc — IP-agpec nnu umst KDC (taxke pomyckaercs ykazanue nmopta KDC
4yepe3 JBOETOUHE, 0 yMoT4aHuto ucnoiibdyercs nopt 88 TCP unu UDP);

— admin_server — IP-ampec unu umsa cepBepa ¢ cepucoM kadmind, Taxxe
MOJKET COJIep>KaTh HOMEp MOPTa.

VYnpapnenue OuseTamMu IOJB30BATENh OCYIIECTBISET 4Yepe3 3 OCHOBHBIC
yTuiuThl: kinit — s monyuyenus o6uneros, klist — st mpocMoTtpa OUIIETOB B K3-
e u kdestroy — 11st yHUUTOKEHHS OUIIETOB.

VYrunura kinit, BeI3BaHHas 06e3 mapameTpoB, crapaercs nonyduts Ha KDC
TGT ans cynnoctn <ums nojis3oBateasi>@REALM, rne REALM 6epercs u3 na-
pametpa default realm ¢aiina «krb5.conf». KpoMe Toro, Bo3M0keH BBI30B yTHIIMTHI
kinit cnexyromum obpazom: kinit user@REALM. Takoil BbI30B MO3BOJISET 3a-
npocutb TGT st nmpousBonbHOM cymHocTH Kerberos. Onmus -k, ykassiBaeT, 4yTo
noJiy4yath OWUJIET JJI1 YKa3aHHOM CYHUIHOCTH HEOOXOIUMO MpHU MOMOIIU KII0Ya, CO-
xpanenHoro B keytab-(aiine, ommus -t mo3BosigeT 3amarh pacnoyioxeHue keytab-
daiina, ecnmu oHO OTJIMYAETCs OT 3aAaHHOTro B «krb5.conf.

VYrunura klist BRIBOJUT CIMCOK BCEX OMJICTOB, MOJTYYCHHBIX JTAHHBIM I10JIb-
30BaresieM, Wi nHpopmaiuio o coaepkuMoM keytab-gaiina. Onmus -e mo3BoIsIeT
MOCMOTPETh TUTBI MUGpPOBaHUS IS OuieTa W Kitoda, ommus -f BerBoaut Quaru
Kaxaoro omiera. [ mpocmotpa coaepxumoro keytab-gaiina mpuMeHseTcs Omius
-k, ecnmu no6aBuTh onuuio -K, To kpome uHbopmaluu o cymHocTsIx B keytab-gdaitne
OyIyT BBIBEJICHBI TAKXKE U CAaMH KJIIOYH.

VYrtunura kdestroy ouunmaer K31 TeKyIero mojib30BaTesl.

st Toro 4toObI B AaibHEHIIEM 00ecneyuTh ayTeHTU(PUKAIUIO MMOJIb30BaTe-
neit paboueit cranuu ws-linux B tomene AD, He00X0AMMO MPOU3BECTU HACTPONKY
kiuenta Kerberos.

BBIIIO/IHUTB!

12. Ha BuptyanbHoit mammae WS-Linux OTKpBITH TEKCTOBBIM pelakTopoM (aiin
«/etc/krb5.conty, ynanute uMmeronytocss B HeM HHGOPMAIMIO U BHECTH B HETO

CJIEIYIOITYTO:



[libdefaults]

ticket lifetime = 36000
default realm = EXAMPLE.COM
kdc timesync=1

[realms]

EXAMPLE.COM = {

kdec = 192.168.0.1:88

}

13. Ha Buptyanbnoii Mmamae DC 3amyctuth ocHacTKy «Active Directory Users &
Computersy» (Start = Programs = Administration Tools).

14. B xonTekcTHOM MeHIO KoHTeiHepa «Users» BbiOpath MyHKT «New = User».
Vkazath «First Name» u «User logon name» — «root», ykaszarh Mapoiib
«P@sswOrd», yoeauthcs, uro He oTMeueH MyHKT «User must change password
at next logony.

15. B xoHcoim BupTyaiapbHOH MamuHbl WS-Linux BbIMOTHUTHE KOMaHay kinit oT
MMEHHU TI0JIh30BaTENsl «rooty, Ha 3ampoc BBoja mapoisi BBecTH «P@sswirdy.
[Tocne vero BBecTn koMaHy klist u yOenuTbcsi, 9TO €€ BBIBOJI aHAJIOTHYEH BbI-
BOJIy, M300pakeHHOMY Ha puc. 6.8.

rootlws-linux:~# kinit

Password for root@EXAMPLE.COM:
rootlws-linux:~# klist

Ticket cache: FILE:/tmp/krhScc O
Default principal: rootfEXLAMPLE.COM

WMalid starting Expires= Service principal
01/22/07 18:34:43 01/23/07 04:35:32 Fkrbhtgt/EXLMPLE. COMEEXAMPLE. CON
renew until 01/23/07 18:34:43

Kerherozs 4 ticket cache: Stmp/tktl
klist: ¥Tou have no tickets cached
rootfws-linux: ~# I

Puc. 6.8. BeiBog Ouneros nosws3oBareis B OC Linux

6.3.3. Peaau3anusa Kerberos B OC Windows Server 2003

Knuent Kerberos Bctpoen Bo Bce OC Windows cemeiictBa NTS, a peanu3sa-
uusi KDC — Bo Bce cepBepHbie Bepcuu NTS. OnHako M3HAYalIbHO peaiv3aiius
Kerberos ne paccmarpuBanacs Microsoft kak caMoCTOSTENbHOE pelIeHUE (A JTUIIb
TOJIBKO KaK CpeJCTBO ayTeHTudukauuu B AD), Mo3TOMY B CTaHIapTHOM MOCTaBKE
Windows oTcyTCTBYIOT yTWIUTHI ajisi pabotsl ¢ Kerberos nHanpsamyro. Hekoropoie
BO3MOXHOCTH MPEOCTABIISIIOT MHCTPYMEHTHI U3 lakeToB Support Tools u Resource
Kit.

Cnyx6a KDC aktuBusupyercs B cepBepHoid OC TONBKO MPHU MOBBINICHUU
poJiu cepBepa 10 KoHTposuiepa fomeHa AD. Kak yxe oTMedanock, KOHTpOJIEp A0-



MeHa AD — 3to KDC u LDAP-cepBepsl, III0C HEKOTOPBIE YTHIUTBI aIMUHUCTPHU-
poBaHus 3TUX cepepoB. CymHocTh Kerberos cozmaercst mapamiensHo ¢ CO3JaHuEM
YYETHOMW 3aIMCH TOJB30BATENISA, TIPU ATOM MPOUCXOIUT MPSIMOE OTOOpaKCHHUE UMe-
HU TI0JIb30BaTens B cymHOCTh Kerberos (monp3oBarento user 1oMeHa example.com
Oynet conocTaniieHa cymHOCTh «user@EXAMPLE.COM»).

CrnoxxHee 0OCTOUT CUTyallMsi ¢ YYETHBIMHU 3aIlUCSIMH CEepBUCOB. [10CKOIBKY
uMs nojib3oBatesst Windows He MOXET CoJiepaTh CUMBOJI «/», TO MPSAMOTO COOT-
BETCTBHS OBITh HE MOXeET. JIJIsT pa3pernieHus Toi mpoOIeMbl B CXeMe KaTajora OIl-
pesesieH crnelralbHbli MHOrO3HAYHbIA aTpulyT — servicePrincipalName. Munyc
3aKJII0YAeTCs] B TOM, YTO BCE 3TH CyIIHOCTH Kerberos ucnonb3yroT oJuH U TOT ke
KJTIOY.

Jns obecnieuenust B3aumoierictBus ¢ Unix-cucremamu maker Windows Sup-
port tools comepXuT yTUIUTY I co3nanus cymuocTeit Kerberos u axcroptupoBa-
HUS WX Kiooued B Buue keytab-daiina. J[amnas ytunurta oOjamaer ITOCTaATOYHO
OOJIBIIMM KOJIMYECTBOM MapaMeTPOB, PACCMOTPUM T€ M3 HUX, KOTOPbIE HEOOXOIH-
MBI TIpU co3aaHuu keytab-daiina.

BbI30B yTUIHTHI Oy1€T UMETH BU/T;

ktpass —-princ <cymHOCTb> -crypto des-cbc-md5 +desOnly
—out <keytab-damn> +rndPass -mapuser <user> -mapop set

Huxe npuBeieHbl KOMMEHTAPUU MO KaXJA0MY U3 TapaMETPOB:
-princ <CymHOCTh> — 3a/aeT cymHoctb Kerberos;
-crypto — 3a/1aeT, JUisi KaKOM KPUIITOCUCTEMBI CIEAYET FreHepUpOBaTh KIItou (B Ha-
cTosiee BpeMs peanuzanuu oT Microsoft 1 MIT nepecekaroTcst TOIBKO MO PEKUMY
mudpoBanus des-cbc-mdS5);
+desOnly — yxka3sbiBaet, uto B 6aze KDC nomxeH reHepupoBaThCsi KIF0UY TOJIBKO
ns anroputma DES;
-out <keytab daiim> — ums keytab-daiina;
+rndPass — reneparus ciry4aitHOTO KJIH04a;
-mapuser <user> — yKa3bIBaeT, ¢ KAKUM IoJsib3oBaTesnieM AD cBs3aTh JaHHYIO CyII-
HocTh Kerberos;
-mapop set — yKa3bIBaeT, 4YTO HEOOXOAUMO 3aMEHHUTh CYIIHOCTh 110 YMOTYaHUIO (a
He 100aBUTh K ciiCcKy servicePrincipalName).

Jnst monutopunra kama ouneroB Kerberos ncnons3yercs yrunura kerbtray
u3 naketa Windows Resource Kit. Ilocie 3amycka 3ta yTuinTa pa3MmeniacT CBOIO
UKOHKY B CUCTEMHOM TpE€€, U M0 ABOMHOMY HA)XaTHIO JIEBOM KJIABUIIU MBIIIU BbI-
BOJMT HA SKPaH OKHO CO CIIUCKOM OWJIETOB MOJIb30BaTels U MH(OOPMAIUU B HUX.

6.3.4. Ilpumep peanuzauuu cucrembl SSO

[Ipumenenue npotokona Kerberos st ayTreHTHQUKAUKU JOCTATOYHO pac-
MPOCTPaHEHO Kak B cepBucax Microsoft, Tak U B cepBUCax APYTHX MPOU3BOIUTE-
neit. Hampumep, Kerberos ucmomnb3yercss misi ayTeHTU(GUKAIMM KIWEHTA TEpe/



web-cepBepoM. PaccMoTpum ee Ha mpumepe moxayis mod auth kerb mms web-
cepBepa Apache.

BrlinonHenue ciieyroniero 3ajianus co3/1acT 3allUIIEHHY0 Web-CTpaHuIly Ha

cepBepe Apache, mpu 3ToM ayTeHTHHKAIMSA A MOJb3oBaTeneit nomeHa AD Oy-
JIET IPOUCXOIUTH TMPO3PAUHO.

BBIIIO/THUTH!

16.

17.

18.

19.

Ha BuptyanbHoit mammae WS-Linux OTKpbITH TEKCTOBBIM pPENAKTOPOM (aiii
«/etc/apache?/sites-available/defaulty, B pasznene <Directory /var/www> yka-
3aTh CIIEAYIOUIUME JUPEKTUBBI (KOMMEHTApUH, YKA3aHHbBIE MOCIE CUMBOIA «#H»,
HaOupaTh HE HAJ0):

# nopxsounThs MomyJsib mod auth kerb
AuthType Kerberos

# pacnosioxeHmue keytab-darna
Krb5Keytab /etc/apache2/http.keytab

# pazpeumnTs ayTeHTUOMKALIMIO
# npu noMomM CeaHCOBOTO KJOUa
KrbMethodNegotiate on

# BanpeTuTb ayTeHTUOMKALMIO YPOBHS Basic
KrbMethodK5Passwd off

# paszpemnTb OOCTYIl TOJIBKO
# ayTeHTUMOMUMPOBAHHEIM I[10OJIb30BATEJSAM
Require valid-user

Ha BuptyanpHoit mamumue DC 3anyctuteh «Windows Support Tools Shell»
(Start = Programs = Windows Support tools = Command Prompt)

Coznmate cymHocTh Kerberos, cooTBETCTBYIONIYIO y4eTHYIO 3amuch u keytab-
daitn s web-cepBepa Apache. [Ins 3Toro co3garh MOdb30BATeNs WS-
linux_http npu momomm ocHactku «Active Directory Users and Computersy.
Coznats ¢aiin «keytaby mpu momMoIu ciieayrone KoMaH/ bl

ktpass —-princ HTTP/ws-linux.example.com@EXAMPLE .COM
—crypto des-cbc-md5 +desOnly

-ptype KRB5 NT PRINCIPAL

—out c:\http.keytab +rndPass

—-mapuser ws—-linux httplexample.com -mapop set

CxommpoBath (aitn «http.keytab» B karamor «/etc/apache2» BupTyanbHON Ma-
mHbl WS-Linux.

20. ITepesamyctuth Web-cepep Apache mpy moMoIIy KOMaH/IbI

/etc/init.d/apache?2 force-reload



21. Ha Buptyansnoit mammue DC 3amyctuTh ¥ HacTpouth o0o3peBarens Internet
Explorer. JIns aToro B meHto Tools = Internet Options BeIOpaTh 3aKiIaaxy «Se-
curity», BeiOpaTh 30HY «Local Intranet», Ha)kaTh KHOIKY «Sites», HaKaTh KHOII-
Ky «Advanced», 106aBUTh K CIHCKY CaMTOB CTPOKY «*.example.com». B pas-
nene «Security level for this zone» Haxkare kHOMKy «Custom level».
Yo6enuthes, uto B noapasnaene «logony pasmena «User authentication» BeiOpaH
nyHKT «Automatic logon only in Intranet zone». Ilepelitu Ha 3aknaaky «Ad-
vanced». Yoenutbcs, 4To B pasuerne «Security» aktuBu3upoBaHa omius «En-
able Integrated Windows Authentication». Eciiu ona He Opu1a BeIOpaHa, TO BbI-
Opathb U Tiepe3arpy3uTh BUPTYATbHYIO MAIIUHY.

22. 3anyctuth yrunuty kerbtray.exe (Start = Programs = Windows Resource Kit
Tools = Command Shell, Habpate B xoHconu kerbtray). IIpocmotpers Teky-
MU CIUCOK OWJIETOB TMOJH30BATENs, BHI3BAB OKHO YTHIWTHI MPH MOMOIIU
MKOHKHM B CUCTEMHOM Tpee (MKOHKA B BUJE OWJIeTa 3€JI€HOr0 1IBETA).

23. B aapecHoii ctpoke oOozpeBarenst HaOpath «http://ws-linux.example.comy.
Yo6enuthcs, uro B 0003peBarene OToOpa3wiach CTapTOBas CTpaHUIA web-
cepBepa Apache.

24. Y0enuThbcs, YTO B CIIUCKE OMIeTOB noab3oBarensd qooasuiics ouiaer « HTTP/ws-
linux.example.com@EXAMPLE.COM».

25. Ha pa6oueii craniuu WS-Linux BbINIOJHUTE KOMaHTy

tail /var/log/apache2/access.log

26. B BBIBOJIe KOMaHbl HANTH 3aIKCh, aHAJOTUYHYIO MPEJICTABICHHOMN Ha puc. 6.9.

192.168.0.1 - Admwinistrator@EXAMPLE.COM [2Z2/Jan/2007:18:58:43 +4+0500] "GET /apach
eZ-default/ HTTPSL1.1™ 403 326 "-" "Mpzilla/4.0 (compatible; M3IIE 6.0; Windows NT
5.2; 3vV1; .MET CLE 1.1.432Z2)"

Puc. 6.9. 3anmce B nor-gaitie web-cepsepa Apache o nocryne Kerberos-cymaoctn
«Administrator@EXAMPLE.COM»

27. IlommpoGoBaTh 3aiiTh Ha Web-CTpaHHIy ¢ OCHOBHOW paboueil cTaHIuu (MOXKET
NOHAI00UThCS MepeHacTpoiika [P-aapeca BUPTYalbHOIO CETEBOTO MOJKIIIOYE-
Hus VMWare VMNetl, anpec gomken ObiTh U3 cetu 192.168.0/24), ydeautncs,
4YTO B OKHE 0003peBatelns BbiBoauTCs coobuienre o0 ommbdke 401 (Unauthor-
1zed).

6.4. Co30aHue eOuHO20 npocmpaHcmea 6e3onacHocmu Ha 6a3se
Active Directory

PaccmoTpeHHbIE BBIIIE TEXHOJOTUHM MO3BOJSIOT CO3JaTh PACHpPENCIEHHYIO
CUCTEMY C €IMHOW 0a30i ayTeHTH(UKAIMOHHBIX W aBTOPHU3YIONINX JAaHHBIX. Ay-
TeHTU(UKAITMOHHBIE JaHHBIE — 3TO cymHocTu Kerberos, koTopsie cBsi3aHbl ¢ 00b-
ektamu LDAP, xpansumumu aBTropusymomiyo uHopmaiuioo (MaeHTUPUKATOPHI
MOJIb30BATEJIeH, YIEHCTBO B Ipynmnax M T. I.).



Omnepanuonnsie cucteMbl cemeiictBa Windows BcTpauBaroTcs B cpeny Ac-
tive Directory mpu oMo CTaHJapTHOTO HHCTPYMEHTApHs, IPU 3TOM Ha padbouei
CTaHIIMU 3aITyCKAIOTCS HEOOXOUMBIE CEPBUCHI, KOTOPBIE MIEPEATPECYIOT 3aMPOCHl K
JokanpHOM 0aze SAM Ha KOHTpoiiepsl AoMeHa (Tak ke aktuBusupyercs SSPI-
MOJyJib, OTBEYAIOIIMK 3a ayTeHTHu(uKauuo 1o mpotokory Kerberos). Jlns Toro
yTOOBI YBUAECTH 3TOT Ipoliecc 0osee MoapoOHO, pACCMOTPUM HHTErpAINI0 paboyeit
cranuuu nox ynpasienuem OC Linux B cpeny Active Directory.

6.4.1. Texuoaoruga PAM

B nepByto ouepeapr HEOOXOUMO CMEHUTh PEKUM ayTeHTHU(PUKALUKU padodeit
CTaHIIMKM C TpaaulMoHHOTO (uepe3 daiin «/etc/shadowy), Ha ayTeHTHUKAIIUIO 10
nporokoiy Kerberos.

Jlist penienust moAOOHBIX 3a7a4 YK€ AOBOJBHO JoJiroe Bpems B Linux (v He-
KoTOpbIX apyrux Unix-cucTemax) cucTeMa ayTeHTH(UKAIMKA OTACJICHAa OT YTUJIUT,
KOTOPBIM HEOOXOJMMO MPOU3BOANTH ayTeHTHuuKanuioo. Kaxmas Takas yTuiuTa
(mampumep, login) 3ampammuBaeT crenuaibHyr0 OnOmmoTeky libpam s mpoBene-
HUS ayTeHTU(UKAIMK ToNb30BaTeNs. Bee, 94To 1omkeH 00ecednTh CEPBHUC, — 3TO
0o0paTHyIO CBSI3b MEX]y IMOJIb30BaTEIeM U OMOIMOTEeKOM (7S 3ampoca maposis mpu
HEOOXOMMOCTH, BbIBOJIA CIY>KEOHBIX COOOIIEHUH, HAPUMEP C MPOCKOOW MPHUIIO-
KUTh CIIELIMAIbHOE YCTPOMCTBO K CUMTHIBATENIO U T. 1.). Cama 6ubnuoTeka libpam
TOXKE HE COACPNKUT KOHKPETHOro (PyHKLUHMOHANA MO ayTeHTU(UKALMH, BECh (PYHK-
LIMOHAJT COJEPXKUTCS B MOAysix PAM'. O Tom, Kakie MOLYIH HEoOX0IUMO 3arpy-
*KaTh, OMONIMOTEKa y3HaeT U3 (aioB KOH(PUTYpAIUH, PACIIOIOKEHHBIX B KaTajaore
«/etc/pam.d» (110 ¢aiiny KoHPUTyparuu Ha KaX bl CEPBUC).

®aiinn KOHPUTYypaLIK MOXKET COJIepKaTh 4 TUTIA 3aITHCE:

— auth — oTBeyaroT 3a MpoLEecC ayTeHTU(PUKALINH;

— account — OTBEYalOT 3a TO, YTO YUYETHAs 3alMCh aKTyaslbHa (He 3a0J0KHpO-
BaHa, HE UCTEK CPOK JCHCTBUS Maposis U T. I1.);

— password — OTBEUaroT 32 MAHUITYJISIUU C ayTEHTU(UKAITMOHHBIMU JIaHHBI-
MU (HampuMmep, CMEHa napoJs);

—  Session — BBIMOJHSIIOT HEKOTOPbIE ACUCTBUS, CBSI3aHHBIE C CEAHCOM IOJIb30-
BaTesns (YCTaHOBKA MEPEMEHHBIX OKPY)KEHHUS, YJaJIeHUE KA1Ia MPH BBIXOJAE MOJIb30-
BaTeNA U T. I.).

Monayne ayTeHTHUKAIMU 110 POTOKoIy Kerberos momkeH mpucyTcTBOBaTh
B pazjeinax auth u session (151 cO3/1aHMs Kd111a OUIETOB U €ro yaaneHus). st Toro
4TOOBI HE OBLIO HEOOXOIUMOCTH TEPEeNUChIBaTh KOHPUTYpalIMOHHBIC (Dailibl Juis
KaXKJI0OTO M3 CEPBHUCOB, B JIIOOOM AUCTpuOyTHBE Linux mpeaycMoTpeHsl oliue Ha-
ctpoiiku PAM miist Bcex cepBucoB. B nuctpubyruse Debian — 310 daiinasl comon-
auth, common-password, common-account ¥ common-session, B Ka)KJ[0M OMHCaHbI
yMOJIYaHUS I COOTBETCTBYIOIIMX pa3zesioB. MiMeHHo croga u Heobxoaumo ao0a-
BUTH MOAYJb «pam_krb5.so».

' PAM (Pluggable Authentication Modules) — mofx04aeMbie MOLY/IH ayTeHTH(DHKALIN.



BBIIIO/IHUTH!

28. Ha BuptyanbHoit mamunae WS-Linux 00s3aTeIbHO TPOU3BECTH BXOJ OT UMEHH
CYIIEpPIOIb30BaTelIs B IBE WK 00JIee BUPTYaTbHBIX KOHCOJIH.

29. OTKpBITH B TEKCTOBOM penaktope (aiin «/etc/pam.d/common-authy.

30. [locTaBUTh CHMBOJI «#» B Hauyajge CTPOKH, MOJKIIOYAKOIENH MOIYJIb
pam_unix.so  (TpaguUMOHHBIA  MEXaHU3M, OCHOBaHHbIM Ha  (ailmax
«/etc/passwd» u «/etc/shadowy).

31. lo6aButh cTpoky «auth required pam_krb5.so».

32. Ha BuptyansHoil MammmHe DC co3aats nosb3oBaTens «ws-linux_host» npu no-
moru ocHacTku «Active Directory Users and Computersy.

33. Cospnatb keytab-daiin mpu moMOIIM CIEAYIOIIeH KOMaHIbl:

ktpass —-princ host/ws-linux.example.com@EXAMPLE .COM
—crypto des-cbc-md5 +desOnly

-ptype KRB5 NT PRINCIPAL

-out c:\http.keytab +rndPass

-mapuser ws—-linux host@example.com -mapop set

34. CkonupoBath keytab-daiin Ha BupTyaibHyto mMamuHy WS-Linux mog umenem
«/etc/krb5 .keytaby.

35. Cmenuts npaBa goctyna Ha keytab-daitn komanoii:

chmod 400 /etc/krb5.keytab.

36. Ha ogHO# M3 BUPTYyaIBHBIX KOHCOJICH MPOU3BECTH BBIXOJ] U3 CHCTEMBI U BXOJ] B

Hee. YOeauThes npu nomouy komauasl klist, uto nmonas3oBatens nomyuun TGT.

[Tocne Toro kak Moaysb pam_ krb5 ObuT MOAKIIIOUEH K CUCTEME ayTeHTUDU-
KalllH, MOJTYYMIOCH CIEAYIOIIEE:

—  IOJb30BaTEb 100t CIOCOOEH OCYLIECTBUTH BXOJ B CUCTEMY;

— moJjb30oBarenb student He cOCOOEH BOWTH B CUCTEMY, IMOCKOJIbKY OH HE 00-
JajaeT ydeTHow 3anuchio Kerberos;

— moab3oBarens Administrator cnocoOeH mpoiTH ayTeHTU( UKo, HO OH OT-
BEPraeTcsi HIDKEISKAIUMHA MOAYJISIMUA, KOTOPhIE HE MOTYT MOJY4YUTh TIPO HETO aB-
TOPHU3YIONIYI0 WHPOPMANUIO (WICHCTBO B TPYIAX, UASHTU(UKATOP, TOMANTHUN
Karaior, login shell).

Jlst Toro 94ToOBI 00€CTIeunTh BXOA IS TOJIb30BaTens student TOCTaTOYHO
CO3/aTh JIJISI HETO COOTBETCTBYIOIIYIO YUETHYIO 3amuch B Active Directory. UToOsl
pa3peIuTh BXOJA aJIMHHHCTPATOPY, HAIO0 KAKUM-TO O0Opa3oM IepeHarpaBUTh OC-
TaJbHBIC MOIYJIM Ha TOJy4YeHHEe HHGPOpMAIMHM O TOJb30BaTele He u3 (aiiia
«/etc/passwd», a u3 LDAP karanora Active Directory.

6.4.2. Texuosorus NSS

C 1enpio0 YHUBEPCAIbHOTO U3MEHECHHSI HCTOYHUKOB Pa3IMYHBIX JAHHBIX IS
NPWIOKEHUH (MHGOPMAaIKs O IMOJIb30BaTE/IAX, IPYIMIaxX, KOMIBIOTEpPaX U T.11.) B
Unix-cucremax ucnoiib3yercs TexHosoruss Name Service Switch (NSS). Texnouo-



rust 3Ta noxoka Ha PAM, T.e. mpu BBINOJHEHUM ONPEICICHHBIX CTaHAAPTHBIX
dbyHKIMNA cnienuanbHas oubnmnoTeka (31eck 93To Oudbmmoreka s3pika C) mepeaapeco-
BBIBAET BBI30B HEKOTOPOMY CIELMAIBHOMY MOJYJIIO, KOTOPbIM YKa3bIBa€TCs B KOH-
¢durypaunonsHom ¢aiine.

Hactpoiika cuctremsr NSS mpousBogutcs yepes daitn «/etc/nsswitch.confh,
KOTOPBIN COAEPKUT MH(popMaIio 00 00bEeKTaxX U UCTOYHUKAX JaHHbIX 0 HUX. Ha-
npumep, B (aitne comepkutcs cTpoka hosts, kotopas 3agaeT noBeneHue GyHKIIMU
gethostbyname. B kauecTBe McTOUHMKA AaHHBIX 75 3TOM QyHKUMU yKa3aHsbl file u
dns, T. €. cHauana OyAeT Mpou3BeieH MOUCK B daiine «/etc/hostsy, a moToM Tpu 1Mo-
Moty cucteMsl DNS.

st Toro 4ToObl O0ecreyuTh MOJydeHUEe aBTOpHU3yrollell mHdopmanuu u3
Active Directory, He0OX0IMMO U3MEHUTh HACTPONKHU JI1 OOBEKTOB USETrs U groups,
yKa3aB B KadecTBe ncrounnka ldap. OHako COOTBETCTBYIOMIAs OMOIMOTEKA TAKKE
TpeOyeT onpeneeHHON HACTPONUKH, a UMEHHO €l He0OXOAMMO yKa3aTh, KaK UHTEp-
pPEeTHPOBaTh 00BEKTHI B Haiel cxeme LDAP.

BBIIIO/THUTA!

37. Hactpoiika moayns nss_ldap Ha BUpTyanbHOM MamuHe ws-linux
a. OTKpBITH B TEKCTOBOM penakTope (aiin «/etc/libnss-1dap.confH
b. Ykazath cineayomye napaMmeTpsl

# ampec ldap cepsBepa
host 192.168.0.1

# Gasza nowmucka
base dc=example,dc=com

# Bepcus npoTokoJa
ldap version 3

# yueTHadad BanMucCh IJIS COSOMHEHMUS C CepBEepOM
binddn cn=proxyuser,cn=users,dc=example,dc=com

# HmapoJsib yYeTHOM 3anucu
bindpw P@sswOrd

# rny®uHa nomcka
scope sub

# HacTpOMKM CXEMH :
# xoHTelHep Cc obBbekTaMu C MHbOOpPMALMEY O IOJIL30BaTeJie
nss base passwd CN=users,DC=example, DC=com

# xoHTelHep C mMHOOPMALMENW O TpPyIIax
nss base group CN=users,DC=example, DC=com

# ykasaTb aHajioT kjacca posixAccount

# (xjlacc posixAccount comepxmMTcs B CTAHOAPTHOM CXeMe,
# onpenenenHom B RFC 2307)

nss map objectclass posixAccount user

# anasor arpmbyra uid
nss map attribute uid sAMAccountName



38.

39.

40.

41.

42.

# anajor arpmbyra homeDirectory
nss map attribute homeDirectory msSFUHomeDirectory

# yxasaTb aHaJioT KJjacca posixGroup
nss map_ objectclass posixGroup group

# anasior aTpubyTra uniqueMember
nss map attribute uniqueMember member

OcranbHbIC mapamMeCTpbl OCTABUTH 110 YMOJIYAdHHUIO.

c. OTKpBITH TEKCTOBBIM pemakTopoMm (aitn «/etc/nsswitch.conf». [oba-
BUTH MeTo ldap B cTpokax passwd u group.

3anate atpuoyThl st Unix cucTeM moib30BaTeNs root.

a. 3amyctuth ocHacTKy ADSI Edit.

b. OTkpeITh penakTop arpuOyTOoB Mg rpynnel Domain Users. 3anate at-
pubyty gidNumber 3Hauenue 2000.

c. OTkpwITh pemakTop aTpuOyTOB AJs MOJIb30BaTess root. 3amarh cre-
nytomue 3Hadyenus arpudOyToB: uid — 0, gidNumber — 2000, login-
Shell — «/bin/bash», msSFUHomeDirectory — «/root».

C moMOIIBI0 TEKCTOBOTO PENaKTOpa yIaldHWTh 3allMCh O MOJb30BaTeNe root u3
daiina «/etc/passwdy.
[IpoBeputsb noxyuenue apropusyromieit nHbopmanuu u3 karaaora AD.

a. Beimonnuth koManay getent passwd u yOenuTbcsl, 4TO MOJIb30BATEIh
root MPUCYTCTBYET B BHIBOJIE.

b. BemonHnuTe KoMaHAy getent group u yOeauTHCS, YTO B BBIBOJE IPH-
cytctByeT rpynmna Domain Users.

c. Bwmomaauth KoMaHay id root u yOemUTHCS, YTO TaKOH IMOJIH30BATEIh
cyuiecTtByeT, ero uid — 0, ocHoBHast rpymnmna — Domain Users.

Kongurypauus PAM.

a. OTKpBITH B TEKCTOBOM peaaktope (aitn «/etc/pam.d/common-authy u
MIOCTAaBUTh CUMBOJI «#» B HAdaJle CTPOKH, OIUCHIBAIOIIEH MOIYJb
pam_unix.

b. IlepeiiTu B HOBYIO BUPTYaJIbHYIO KOHCOJb U YOEIUTHCS, YTO TOJIb30Ba-
TeJb 100t MO-MPEKHEMY CIIOCOOEH BOWTH B CUCTEMY.

Cnenatp Takxke yderHele 3anmucu student u  Administrator  Unix-
MOJIb30BaTeNIIMHU (YUTHTE, 4TO TMOJb30BaTen0 Administrator HE06X0IUMO CO3-
JaTh JIOMAITHUMA KaTajor).



7. AYOUT UHOOPMALIMOHHOW BE30OMNACHOCTU KOMMbIOTEPHbIX
CUCTEM

7.1. lToHsmue ayduma uHgopmayuoHHoli 6ezonacHocmu

Ayaut nunpopmannonnoit 6ezonacuoctu (Mb) npeacrasiser coboil ogHO U3
HauOoJiee aKTyalbHbIX M JUHAMHYHO Pa3BUBAIOIIMXCSA HAINpPABICHUN CTpaTeruye-
CKOTO U ONEPaTUBHOTO MeHeKMeHTa B obsactu OezonacHocT KC U BbI3bIBaET
NOCTOSIHHBIA MHTEpEC clienuanucToB. Ero ocHoBHas 3anaya — OOBEKTUBHO OIle-
HUTH TeKyliee coctossHue b opranmsanuu, a Takke €€ aJleKBaTHOCTh IOCTAaBJIEH-
HBIM LIEJISIM U 3aj1auaM Ou3Heca.

[Ton aynurom b moHuMMaeTcsi CUCTEMHBIN IMPOLIECC MONTyYEHUsI OOBEKTHUB-
HbIX KaYECTBEHHBIX M KOJMYECTBEHHBIX OIIEHOK TeKylero cocrosinuga Wb opranu-
3allMM B COOTBETCTBUU C OINPENEICHHBIMU KPUTEPUSIMHU U IMOKA3aTEIsIMU Ha BCEX
OCHOBHBIX YPOBHAX oOecredeHusi 6e301MacHOCTH: HOPMATUBHO-METOI0JIOTHYECKOM,
OpraHU3alMOHHO-YIIPABIEHYECKOM, IPOLEIYPHOM M MPOrpPaMMHO-TEXHUYECKOM
[19].

Pe3ynbpTarhl KBaMM(pUIMPOBAHHO BHINOJHEHHOrO aynuta Wb opranusauun
MO3BOJIAIOT TOCTPOUTH ONTUMAIBbHYIO MO 3((EKTUBHOCTH M 3aTpaTaM CHUCTEMY
obecneueHus: unpopmarmonHoit 6ezonacuoctu (COUB), npencrapisioilyo co0oi
KOMIUJIEKC TEXHUYECKHX CPEJICTB, a TaKXKe MPOLEIYypHbIX, OPraHU3allMOHHBIX U
IIPaBOBBIX MEpP, 00bEIUHEHHBIX HA OCHOBE Mojienu ynpasienus Ub.

B pesynbTaTe mpoBeneHUs ayauTa MOTYT ObITh MOJYYEHbl KaK KaueCTBEH-
HbIE, TaK M KOJIMYECTBEHHbIE OLECHKU. [Ipy KaueCTBEHHOM OLIEHWBAaHUU, HAIIPUMED,
MOKET OBbITh MPUBEJEH MEepeUYeHb yS3BUMOCTEH B MPOrpaMMHO-aNnapaTHoM obec-
NEYeHUH C UX KiaccuuKalMed Mo TPEeXypOBHEBOM IIKaJle OMAaCHOCTH: BBICOKAs,
cpeaHsis U Hu3Kas. KolnuecTBEHHbIE OLIEHKHU Yalle BCEro NPUMEHSIOTCA IIPU OLEH-
K€ pUCKa JUIsl akTUBOB OpraHM3alllK, CO3/1aBaeMOro yrposamu OezonacHoctu. B ka-
4eCTBE KOJIMYECTBEHHBIX OLIEHOK MOTYT BBICTYNATh, HAIIpUMEP, LIEHA pUCKa, BEPO-
ATHOCTb PHUCKA, pa3Mep pUcKa u T. II.

OOBEKTUBHOCTD ayauTa 00ECIEeUYnBAETCs, B YACTHOCTH, TEM, YTO OIIEHKA CO-
crosaus b mpou3BoANTCS crielMaiucTaMu Ha OCHOBE ONPEAECIEHHOW METOJIMKH,
NO3BOJISIIOLIEN OOBEKTHBHO MpOaHaNU3upoBaTh Bce cocrasirsttone COUb.

Aynut b MoXeT npencTaBisTh co00 yCiayry, KOTOPYIO MpeJjaratoT crie-
IUAIU3UPOBaHHbIE (PUPMBI, TEM HE MEHEE B OpPraHHU3alUU JOJIKEH MPOBOJUTHCS
BHyTpeHHUI ayauT Wb, BbImoNHAEMbIN, HaIpUMeEp, agMUHUCTpaTOpaMu Oe3omnac-
HOCTH.

TpaauMoOHHO BBIAEIAIOT TpU TUMA ayauTa b, KoTopble paznuyaroTcs Ie-
peuHeM aHanu3upyembix kKomnoHeHToB COUDB u nonyyaeMbiMu pe3yJibTaTamu:

—  aKTUBHBIN ayauT;
—  DKCIEpPTHBIW AyJINT;
— ayauT Ha cooTBeTcTBUE cTaHaapram Ub.



7.1.1. AKTUBHBIN ayaUT

AKTHUBHBIN ayJuT MpeJcTaBisieT co0oil 00cnea0BaHne COCTOSIHUS 3allUIICH-
HOCTHU OIpeNeleHHbIX nojacucteM uHpopmarmonnoi 6ezonacuoctu (I1MUB), otHo-
CALIMXCA K MPOrPaMMHO-TEXHHUYECKOMY YpOBHIO. Hampumep, BapuaHT aKTUBHOIO
aynuTa, Ha3bIBa€MbIl TeCTOM Ha npoHukHOBeHue (Penetration test), mpenmonaraet
oOclieToBaHKE MOACUCTEMBI 3alUThl CETEBBIX B3aUMOJICUCTBUNA. AKTUBHBIN ayauT
BKJIFOYAET:

—  aHAIM3 TEKyLIEH apXUTEKTYpbl U HACTPOEK deMeHTOB [1Mb;

—  MHTEpPBbIOMPOBAHUE OTBETCTBEHHBIX M 3aMHTEPECOBAHHBIX JIMII;

— TPOBEAECHUE MHCTPYMEHTAIBHBIX IPOBEPOK, OXBATHIBAIOUIUX OIPEACICHHBIC
[1Ub.

AHaJIM3 apXUTEKTypbl U HacTpoek 3ieMeHToB [IMb npoBoautcs cnenuanu-
CTaMHM, 00JIaJa0IIMMU 3HAHUSIMH IO KOHKPETHBIM MOJCUCTEMAaM, MPEACTaBICHHBIM
B o0cnenyemMoil cucreMe (Hampumep, MOTYT TpeOOBaThCsl CHELMAIUCTBI M0 aKTUB-
HOMY ceTreBoMy obopynoBanuio Gupmel Cisco nau o OC cemeiictBa Microsoft), a
TaK)K€ CUCTEMHBIMU aHAJIUTHUKAMHU, KOTOPBIE BBISBISIOT BO3MOKHBIE U3BSHBI B Op-
raHu3alyy NOJACHCTEM. Pe3ynbTaToM 3TOro aHanaus3a SBISETCS HAaOOp ONpPOCHBIX
JIMCTOB U HHCTPYMEHTAJIbHBIX TECTOB.

OnpocHbIe JTUCTBl UCIOJIB3YIOTCS B MPOLECCE UHTEPBBIOMPOBAHUS JIUII, OT-
Beyarolux 3a aaMuHucTpupoBanue AVC, nis nonyyeHus: cyObeKTUBHBIX XapaKTe-
puctuk AVC, nis yTOYHEHUs MOJYyYEHHBIX UCXOAHBIX JTAHHBIX U JJI UIEHTU(]UKA-
M1 HEKOTOPBIX Mep, peann3oBaHHbIX B pamkax COMb. Hanpumep, onpocHble nuc-
Thl MOTYT BKJIFOYaTh BOIIPOCHI, CBSI3AHHBIE C MOJIMUTHUKOM CMEHBI U HA3HAYCHHS Ta-
pouseil, xu3HEeHHbIM HMUKIOM AWC U CTENneHbl0 KPUTUYHOCTU OTIEIBHBIX €€ MOJ-
cuctem it AUC u OusHec-npo1eccoB OpraHu3aliy B 1IEJIOM.

[TapainienbHO ¢ MHTEPBBIOUPOBAHUEM IIPOBOAATCS MHCTPYMEHTAIbHBIE MPO-
BEPKH (TECTHI), KOTOPHIE MOTYT BKJIFOUATh CIEAYIOIINE MEPOIPUATHSL:

—  BU3YaJbHBIH OCMOTP NOMEIIEHHUH, 00CIe10BaHuE CUCTEMbI KOHTPOJIS JIOCTY-
1a B IOMEIICHMUS;

— [ojJy4yeHue KoHpurypauuii u Bepcuii ycrporicts u [10;

— TpOBEpPKa COOTBETCTBUS pEabHBIX KOH(MUTYpaluil MpeaoCTaBICHHBIM HC-
XOJIHBIM JIAHHbBIM;

—  MOJY4Y€HHUE KapThl CETH criennann3upoBanubiM [10;

—  HCMOJb30BAHME CKAHEPOB 3AILUIIEHHOCTH (KaK yHUBEPCAJIbHbBIX, TaK U CIIe-
LHAAJIM3UPOBAHHBIX );

—  MOJCIIMPOBAHUE aTaK, UCIOJIb3YIOIIUX YSI3BUMOCTH CUCTEMBI;

— MpOBEpKa HAJIUYMUS PEaKIMU Ha JICUCTBUS, BBISBIIIEMblE MEXaHU3MaMHU O0OHa-
PY>KEHUS U pEarupoBaHus HA ATAKU.

AyauTOp MOXKET UCXOIUTD U3 CIECIYIOUIUX MOJEJIEH, ONUCHIBAIOLIUX CTEIICHb
ero 3Ha"us uccieayemon ANC (moaenb 3HaHUS):

—  MOJEJb «UYEPHOro ALIMKa» — ayJAUTOp He 00J1aaeT HUKAKUMH alpUOPHBIMU
3HaHusIMU 00 uccienyemoin AVC. Hanpumep, npu npoBEeI€HUH BHEIIHETO aKTHB-



HOT'O ayJuTa (TO €CTh B CHUTyalluH, KOI/la MOAEIIUPYOTCS JEHCTBUS 3JI0yMBIIIEH-
HUKA, HAXOJAIIETOCs BHE HUCCIEAYEMON CETH), ayJUTOP MOJKET, 3Hasi TOJBKO KM
wiu [P-anpec web-cepBepa, mbITaTbCst HAUTH YA3BUMOCTHU B €T0 3aIIUTE;

—  MOJENb «0eNoro suKay — ayaAuTop o0J1aJaeT MOJIHbIM 3HAHUEM O CTPYKTYpE
uccienyeMoil cetu. Hanpumep, ayaurop MokeT 00J1ajaTh KapTaMyd U MarpaMma-
MU CErMEHTOB uccieayemon ceru, cnuckamu OC u npunoxenuid. [Ipumenenue
JAHHOM MOJIENIM HE B MOJHOM Mepe UMUTUPYET pealibHble NEUCTBUS 3710yMBIIILICH-
HUKA, HO TIO3BOJISIET, TEM HE MEHEe, MPEACTaBUTh «XYIIUN» CLUEHapHuil, Korja aTta-
KyIOLIUKA 00JafaeT MoiaHbIM 3HaHUEM O ceTH. Kpome Toro, 3To 1mo3BoJisieT mocTpo-
UTh CIIEHApHUM aKTUBHOTO ayJIMTa TaKUM 00pa3oM, YTOObI MHCTPYMEHTAJIbHbBIE TeC-
Thl UMENIM MUHUMAaJbHbIE nocaeAacTBus At AVC u He Hapymanu ee HOpMajlbHON
paboThI;

—  MOJEJb «CEpPOro SIIHUKa» WIA «XPYCTaJIbHOIO SAIIUKA» — ayAUTOP UMUTHPYET
JeNCTBUSA BHYTpEeHHETO nosb3oBatens AVC, obmanaromero y4eTHON 3aUChI0 J0C-
Tyla B CETh C OINPEACICHHBIM YPOBHEM IOJHOMOYMM. JlaHHAs MOJENb NMO3BOJISET
OLICHUTh PUCKH, CBA3AHHBIE C BHYTPEHHHMHM yIpO3aMHy, HapUMep OT HeOsiaroHa-
JEKHBIX COTPYIHUKOB KOMITAHUU.

AyIUTOpBI TOJKHBI COTJIACOBBIBATh KAXKIIbI TECT, MOJEIb 3HAHMS, PUME-
HSIEMYIO B TECTE, U BOBMOXKHbIE HEIaTHUBHBIE MOCIEACTBUS TECTA C JIMLAMU, 3aUHTE-
pecoBaHHbIMHU B HenpepbiBHOU pabote ANUC (pyKoBOAMTENAMH, aIMUHUCTPATOPA-
MU CUCTEMBI U JIp.).

[Io pe3ynprartaMm MHCTPYMEHTAJIBHOW MPOBEPKH MPOBOAUTCS MEPECMOTP pe-
3yJIbTaTOB MPEIBAPUTENBHOTO aHAIU3a U, BO3MOXHO, OPraHU3YyEeTCs JOMOIHUTEIb-
Hoe oOcnenoBanue (puc. 7.1).

A.
Habop || MHCTpyMeHTalIb-
recros Has IPOBEpKa \
Amnanuz Ananus dopmupoBa-
JlonoaHUTEIbHOE 00CIeI0BaHKE
HCXOHBIX JNAHHBIX (—p|{ HHUE
JAHHBIX AuB pe3yibTara
Habop B. /V
BOIIPOCHU- —» I/IHTepBLIOI/IpO-
kos BaHHE

Puc. 7.1. Cxema npoBeneHus akTuBHoro ayaura 1b

[To pe3ynpTaTtaM akTUBHOTO ayJuTa CO3HAETCSA AHAIUTUYECKUUA OTYET, CO-
CTOSIILIMI W3 OMMCAaHMS TEKYWIIEro coctosiHus TexHuueckod yactu COUD, cnucka
HaiiieHHbIX ysi3BUMOCTed ANC cO CTENEeHbI0 UX KPUTUYHOCTU U PE3YJIbTATOB YII-
POILLIEHHOW OLIEHKHA PHUCKOB, BKJIFOYAIOLIEH MOJEJb HAPYIIUTENSI U MOJENb YIPO3.



JIoTOTHUTENBHO MOKET OBITh pa3paboTaH IuIaH padboT MO MOJEPHU3ALUN TEXHUYE-
ckoii yactu COUB, cocrosmuii 3 nepeyHs pekoMeHaaui mo oopadboTKe PUCKOB.

7.1.2. DKCHIePTHBINA ayaUT

OKCHEpPTHBIN ayIUT MpeJHa3HA4YeH JiS OLUEHUBAHUSA TEKYIIEro COCTOSIHUS
b Ha HOpPMaTUBHO-METOJOJOTHUYECKOM, OPraHU3alMOHHO-YIPABICHYECKOM U
MPOIEAYPHOM YPOBHSIX. OKCIEPTHBIA ayJIUT MPOBOJUTCS MPEUMYIIECTBEHHO
BHEIIHUMU ayJIUTOPAMU, €r0 BBIMOIHSIIOT CHJIAMH CHEIUATUCTOB MO CUCTEMHOMY
yrpapyieHno. COTpyIHUKHN OpraHr3aluu-ayAuTOpPa COBMECTHO C MPEICTAaBUTEISIMU
3aKa34MKa MPOBOAT CIEAYIOIIUE BUIbI PaOOT:

— cOop ucxonnpix naHHbix 00 AUC, ee PyHKIUSIX U OCOOCHHOCTSX, UCIONb-
3yE€MbIX TEXHOJIOTHSIX aBTOMAaTHU3MPOBAHHON 00pabOTKU U mepenaur MHGOpMaIu
(c yueToM OnmKaMIIuX NEPCIIEKTUB Pa3BUTHS);

— cbop umHbOpMaMu 00 HMEIOIIMXCA OPraHU3AIMOHHO-PACIIOPSAUTEIbHBIX
JTOKyMeHTax 1o obecneuenuto b n nx ananms;

—  ompelesieHHE 3allMIIaeMbIX aKTUBOB, poJiei u npouneccoB COUB.

BaxueimmuM HHCTPYMEHTOM SKCIIEPTHON OLEHKU SIBISIETCS COOp JaHHBIX 00
AVC nyTeM HMHTEpPBBIOMPOBAHUSI TEXHUYECKHUX CIEIHAIMCTOB M PYKOBOJICTBA 3a-
Ka34HKa.

OCHOBHBIE LI€JIM THTEPBBIOMPOBAHUS PYKOBOJISIIIIETO COCTaBA OPraHU3alUu:

—  OompelesieHUe MOJIUTUKHU U CTPaTEruu PyKOBOJICTBA B BOMPOCAX OOECIeUeHUsI
Hb;

—  BBISIBIICHME LIeNiel, koTopsie cTaBsaTca nepeg COUB;

—  BBIICHEHHE TpeOoBaHUM, KOTophie npeabsaBisiorca k COUB;

—  MOJy4Y€HHE OLEHOK KPUTUYHOCTH TE€X WUJIU MHBIX MOJACUCTEM 00OpabOTKH WH-
dbopmanyu, OleHOK (PMHAHCOBBIX MOTEPh MPU BO3HUKHOBEHUM TEX WM WMHBIX HH-
LUJICHTOB.

OcCHOBHBIE 11€JI1 UHTEPBBIOUPOBAHUS TEXHUUECKUX CIIELUATIUCTOB:

—  cbop undopmanuu o pyakimonupoannu AVC;

— TOJIy4eHHue cxeMbl HH(pOpManMoHHBIX MTOTOKOB B AVIC;

— monydenue uHpopmarmu o rexauaeckoit uactu COUb;

— onenka 3¢ dexruBHocTH padoter COUB.

B pamkax »SKCHepTHOro ayauTa MPOBOJUTCS aHAJIN3 OPTraHU3alMOHHO-
pacropsAUTENbHBIX IOKYMEHTOB, TAKUX KaK MOJUTHKA 0€30MacHOCTH, TUIaH 3alllv-
Thl, pa3IMYHOTO poOJa TOJIOKEHUS U  HUHCTPpYyKHuu. OpraHu3airoHHO-
pacropsiAuTENbHbIE JOKYMEHTBl OLEHHUBAIOTCS HA MPEIMET JIOCTaTOYHOCTH U HE-
MIPOTUBOPEUYMBOCTH JACKIAPUPYEMBbIM LiesisiM U MepaMm Wb, a Takxke Ha ONpeIMeT co-
OTBETCTBUS CTPATErMUYECKOM MOJIUTUKE PYKOBOICTBa B Bornpocax U1b.

Pe3ynbTaThl 3KCIEPTHOTO ayauTa MOTYT COJEpKaTh PEKOMEHAAIMU IO CO-
BEPILIECHCTBOBAHUIO HOPMAaTUBHO-METOJI0JIOTUYECKUX, OpraHU3alMOHHO-
yIpaBJIE€HYECKUX U npoueaypHbix komnoHeHToB COUB.



7.1.3. Ayaurt Ha cooTBeTcTBHE cTanaaptam Ub

B psne ciyuaeB npoBoautcs ayaut Ha coorBeTcTBHe ctangapram Ub. Coe-
UAJIbHO YIOJIHOMOYEHHbIE OPraHU3aLlUU-ayIUTOPBI 110 PE3yJIbTaTaM ayJuTa Mpu-
HUMAIOT PELICHHE M BBIJAIOT JOKYMEHTAJbHOE IMOATBEP)KIEHUE O COOTBETCTBHHU
COUDB ToMy unm MHOMY 3TaJOHHOMY CTaHIAPTy (MpoBOAAT ceptudukanmio). Cep-
Tudukanus sBisercsa nokaszareneM kayectBa COMb u nogHuMaeT npecTux u ypo-
BEHb JIOBEPUS K OpraHU3aLIMH.

AyJIuT Ha COOTBETCTBME CTaHAApPTaM dYallle BCETO MOJAPa3yMEBAaeT MPOBEC-
HUE aKTUBHOI'O U 3KCNepTHOro aynura. [lo pesyiabraTtam mMoryT ObITh MOJITOTOBIIE-
HBI OTYETHI, COJIEpPKAILNUE CIAEAYIOIIYI0 HHPOPMALIUIO:

—  CTeNeHb cOOTBETCTBUSA MpoBepsiemoit IC BbIOpaHHBIM CTaHAApTaM;

—  KOJMYECTBO U KATETOPUU IOJTYUYECHHBIX HECOOTBETCTBUI U 3aMEYaHUN;

— peKoMeHJanuuu mo noctpoeHuro win moaudukanuu COUDB, no3pomsioniue
IPUBECTHU €€ B COOTBETCTBHE C TPEOOBAHUSIMH pacCMaTPHUBAEMOI'0 CTaHIaPTa.

7.2. Memoduka npoeedeHust UHCMPYMeHMasbHbIX MMPO8epPOK

HNuctpymentanshbie npoBepku (MII) BBIMOMHSAIOTCS B MPOLECCE aKTUBHOIO
aynuta Ub. Kak yxe 0bu1o ormeueno, U1 coctosT u3 Habopa 3apaHee coriacoBaH-
HBIX TE€CTOB, HANPABJICHHBIX HA MOJYyYEHHE XapaKTEPUCTHUK 00 YpOBHE 3alUIICH-
HocTh BbIOpaHHbIX [IWbB. [l nmpoBegeHUs: MHCTPYMEHTAJIbHBIX MPOBEPOK MOXKET
ObITh MpEIJIOKEHA ClIeylouas METOJUKA, Mpeanoiarampias TeCTUPOBAHUE BO3-
MOXXHOCTH HecaHkuuoHupoBaHHoro noctyna (HCJ) k undopmanuu, ob6padatsi-
BaeMoM i xpansueiics B AVC, kak U3HYTpU OpraHu3aliy, TaK U U3 BHEIIHUX
ceredl. MeTroauka BKIFOYAET TPH dTamna: aHanu3 cTpykrypel AVC, BHyTpeHHHH ay-
JUT, BHEILIHUM ayIUT.

Ha »tane ananuza ctpykrypsl AUC ¢ no3unuii Ub npou3BOaUTCS aHAIU3 U
MHBeHTapu3anus nHpopMalnoHHbIX pecypcoB U CBT: ¢popmupyercs nepeueHs 3a-
HIMIAEMBIX CBEICHUM; ONMUCHIBAIOTCS MH(POPMAIMOHHBIE TOTOKH, CTPYKTypa U CO-
ctaB AUC; npoBOAUTCS KATETOPUPOBAHUE PECYPCOB, MOUICKAIIUX 3ALIUTE.

Ha BTopoMm srtane ocymectisiercss BHyTpeHHUN ayauT AVC, BKIIOYarOmuii
ananu3 HacTpoek ANC ¢ touku 3penns b. Ha nanHOM 3Tarne ¢ y4eToM W3BECTHBIX
n3bsiHOB OC m cnenmanu3npoBaHHblXx C3M OCymecTBIIAETCS aHAIN3 3aLIUMIIEHHO-
CTU OT ONACHBIX BHYTPEHHUX BO3ICUCTBUHU. Mccnenyercss BO3MOKHOCTh HECAHK-
LIUOHUPOBAHHBIX JACHCTBUH JICTAJIBHBIX [10JIb30BATEIEH KOMIBIOTEPHOU CETH, KOTO-
pble MOTYT MPUBECTU K MOJAU(UKAIMHU, KOMUPOBAHUIO WM Pa3pyLICHUIO KOH()HU-
JEHIUAIbHBIX JAHHBIX. AHAJIN3 OCYILECTBIIAECTCS IIyTEM ACTAIBHOIO M3Y4YEHUs Ha-
CTpOEK 0€30IaCHOCTHU CPEJICTB 3aILUThI C UCIOJIb30BAHUEM KaK OOLIEYIOTPEONMBIX
(B TOM uucie BXOJAIIMX B apCceHaJl XaKepoB), TaK U CHELHAIBHO Pa3pabOTaHHBIX
aBTOMAaTU3UPOBAHHBIX CpeAcTB uccienoBanus ysa3sumoctn AVUC. Ananusupyrorcs
caenyromue komnoneHTsl AUC:



— cpexncrBa  3amuThl [IK — BO3MOXHOCTHD  OTKIIFOUEHUS [IpOrpamMMHO-
anmapaTHBIX CHCTEM 3alllUThI MPU (HU3UUYECKOM JOCTYIIEC K BBHIKIIOUEHHBIM CTAHIIH-
SIM; UCIIOJIb30BAHUE U HAJIEKHOCTh BCTPOEHHBIX CPEACTB NapoiabHOM 3ammTsl BIOS;

— COCTOSIHWE aHTHUBHUPYCHOM 3amuThl — Hanuuue B AMC BpenoHOCHBIX Mpo-
rpaMM, BO3MOKHOCTb UX BHEJPEHHS YEPE3 MAIMHHBIE HOCUTEINH, ceTh IHTEpHET;

— OC — Hanuuue TpeOdyeMbIX HacTpoeK 0€30MacHOCTH;

— mnapoibHas 3amuta B OC — BO3MOMKHOCTH HOJIy4eHHs (ailiioB ¢ 3amudpo-
BaHHBIMHU MapOJISIMU U UX MOCIEAYIOIIEro AP POBaHUS; BO3MOKHOCTh MOKIIIO-
YEeHUS C MMyCThIMU NapojsiMu, 0A00pa napoJsiei, B TOM YKCIIE TI0 CETH;

— cucTeMma pasrpaHudeHus noctymna noibs3oBareneir AUC k pecypcam — dop-
MHUPOBaHUE MaTPHUIIbl JOCTYyNA; aHAIU3 AyOJIMPOBAHUSA U M30BITOYHOCTH B MPEIOC-
TaBJICHWU TpaB JIOCTYIA; ONpeesieHre Hanbojee OCBEAOMIICHHBIX MOJIb30BaTeIe
¥ YPOBHEH 3alMIIIEHHOCTH KOHKPETHBIX PECYpPCOB; ONTUMAIILHOCTh (DOPMHUPOBAHHUS
pabouux rpym;

— ceTeBas HHPPACTPYKTYpa — BO3MOKHOCTH TOJIKIIIOUEHUS K CETEBOMY 000pY-
JIOBAHUIO JUISl MOJTYYEHUs 3allMIIAeMOil HH(pOpMallUK MyTEM MepexBaTa U aHaIu3a
CETEBOro Tpa(uKa; HACTPOUKHU CETEBBIX MPOTOKOJIOB U CITYXKO;

— ayauT cOOBITHI 0€30MacCHOCTH — HACTPOWKA U pean3alus MOJUTUKY ayInTa;

— npukiagHoe [I0 — HageXHOCTh 3JEMEHTOB 3aIIUTHI UCHOJIb3yeMbIX APM;
BO3MOYKHbI€ KaHaJIbl YTEUKH WMH(OpMaALMU; aHAIU3 BEPCUN HCHOJIB3YEMOIo Mpo-
IPaMMHOTO 00OEeCIieUeH s Ha HAJTMYKE YSI3BUMBIX MECT;

— C3U: HamexHOCTh U (PYHKIIMOHATBHOCTH Ucnonb3yeMbix C3U; Hanuuue ys3-
BUMBIX MECT B 3aiute; HacTporika C3U.

Ha tpethem sTame ocyiectBisercss BHemHUN ayauT AUWC, oneHuBaronumn
COCTOSIHHE 3alllMIEHHOCTH MH(GOPMAIMOHHBIX pecypcoB opranuzanuu or HC,
OCYILIECTBIISIEMOI0 U3 BHEIIHUX CEeTE, B TOM uunciie u3 Murepuer. IlocmenoBarens-
HO aHAIM3UPYIOTCA CIIEAYOLIME BO3MOKHOCTH IPOHUKHOBEHUS U3BHE:

— TIOJNly4€HHWE NaHHBIX O BHYyTpeHHed cTpyktype AUC — nHamuume Ha web-
cepepax HHPOpMAIMK KOHPUACHIIMAIHLHOTO XapaKTepa; BBISBICHHUE HACTPOEK
DNS- u no4ToBOro cepBepoB, MO3BOJISIIONIUX MOTYUYUTh UH()OPMALIMIO O BHYTPEH-
Hel ctpykrype AUC;

— BBISIBJICHUE KOMIIBIOTEPOB, MOJKIOUYECHHBIX K CETU U JTOCTHXKUMBIX U3 MHTEp-
HeT — ckanupoBanue no nporokonam ICMP, TCP, UDP; onpenenenue creneHu
noctynHoctd uHopmanuu o6 ucnoiaszyeMoMm B AVC T10 u ero Bepcusix; BbIsiBIIe-
HUE aKTUBHBIX CETEBbIX CIYyKO0; onpenenenue tuna U Bepcud OC, ceTeBbIX MPUIIO-
KEHUU U CITyXKO;

— moJiydeHre uHopManuu 00 yYeTHBIX 3aMucsx, 3apeructpupoBaHibix B AUC
C MPUMEHEHHEM YTUJIUT, CIeU(PUIHBIX 111 KOHKpeTHOU OC.

— IMOJKJIIOYECHHUE K JOCTYIHBIM CETEBBIM peECypcaM — OIPEACIICHUE HAIUYMS
JIOCTYITHBIX CETEBBIX PECYPCOB U BO3MOKHOCTH ITOJAKIIFOYEHHS K HUM;

— HCIOJIb30BaHUE U3BECTHBIX YSI3BHUMOCTEH B MporpaMMHOM obecrieueHun MO,
BEISIBJICHUE HEBEPHOU KOHpUTYyparuun MD.



— BbIsBIIeHUE Bepcril OC U CeTeBbIX MPUIIOKEHU, TOABEPKEHHBIX aTaKaM THIIA
«OTKa3 B 00CTyKUBaHUWNY,

— TECTUPOBAHME BO3MOXKHOCTU aTaK Ha CETEBbIC MPUIIOKEHUS — aHAIMU3 3alllu-
IIEHHOCTH Web-CepBepOB, TECTUPOBAHUE CTOMKOCTH CHUCTEM YIAJICHHOTO yIIpaBJie-
HUS, aHAJIN3 BO3MOXHOCTH MPOHUKHOBEHUS Ye€pe3 MUMEIOLIUECS MOJAEMHBIE COeu-
HEHUSI.

[1o pesynpTaram TeCTUpOBAHUS OPOPMIISIETCSI SKCIIEPTHOE 3aKITIOUCHHE, OTH-
CBIBAIOIIEE PEATbHOE COCTOsIHUE 3alnieHHOCTH AVIC OT BHYTPEHHUX U BHELIHHUX
yIpo3, cojieprKalee nepeueHb HalJICHHBIX U3BSHOB B HACTPOMKAX CUCTEM Oe3orac-
HOoCcTH. Ha OCHOBaHMM TMOJIy4EHHOTO 3aKJIIOUEHHsI pa3pabaThIBalOTCs pPeKOMEHa-
I[MU T10 MOBBIIMICHUIO cTeneHu 3amuieHHoctd AUC, mo aAMUHUCTPUPOBAHUIO CHC-
TeM, o npuMenenuro C3U.

Peanuzanust MmeToguku TpeOyeT MOCTOSIHHOTO OOHOBJICHHS 3HAHUN 00 OOHa-
PY’KMBaeMBbIX M3bsIHAX B CHCTEMax 3alluThl. He Bce ATambl METOIUKH MOTYT OBITh
aBTOMAaTU3UPOBaHbl. Bo MHOTHX ciyuasx TpeOyeTcsi ydacTue dKcmepra, o0aaro-
IIEr0 COOTBETCTBYIOLIEH KBATU(PUKALIMEH.

7.3. MocmaHoeka 3aday4u Ons1 NpoeedeHUsI UHCMPYMeHMaslbHbIX
npoeepok

[TpoBeneHre MHCTPYMEHTAIBLHOM MPOBEPKH IIpeaaraeTcst oTpadoTarh Ha Oc-
HOBE MOJIEJIM KOMITBIOTEPHOM CETU B PEXKHUME «UEPHOTO sllMKay. B Monenupyemoit
cetu (puc. 7.2) UCNONB3YIOTCS:

— cepep OC Windows Server 2003 ¢ pa3sepuyTbhiMu web-cepBepom IIS, kon-
TposuiepoM aomeHa u DNS-cepBepom,

— cepep OC Debian Linux ¢ ycraHoBieHHbIMH Web-cepBepoM Apache u nou-
TOBBIM CEPBEPOM,

— nBe paboune crannuu OC Windows XP,

— oaHa pabouas ctanuust OC Windows 2000.

Bce mporpammHoe obecrieueHue IpUMEHSETCS 0e3 JOMOJHUTEIbHBIX Ha-
cTpoek Oe3onacHocTU. [Ipy pa3BepThIBAHUM MOJIENN CETU B KOMIIBIOTEPHOM KJlacce
npumensitores aBa padounx mecta ¢ OC Windows XP, Ha 01MH U3 KOTOPBIX C MPU-
MEHEHHEM TEXHOJIOTUU BUPTYAIbHBIX MAIUH pa3BopaunBaroTcs oopassl OC Win-
dows Server 2003 u OC Windows 2000, na apyroit — o6pa3z OC Debian Linux.
DNS-cepgep, dhyHKIIMOHUPYIOIUKA Ha cepBepe, JoJDKeH paspemiath [P-agpeca Mo-
JEJIMPYEMOU CETH.

Takum oOpazom, moaenupyemas cetb (192.168.10.0/24) Oyner coumepaThb
IATh CETEBBIX Y3JI0B (Tab. 8.1).

Jlist ipoBeieHUs] POBEPKU ayIUTOPY Npeljiaraercs JuUana3oH, COCTOSIIHM
u3 [P-agpecoB y3noB Mmoaenupyemoit cetu — 192.168.10.0/24. Cuuraercs, 4TO KO-
JUYECTBO y370B, TUI U Bepcun OC U NpUI0KEHUN HE NU3BECTHBI.
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Puc. 7.2. Cxema moaenupyeMoi ceTu
Tabmmma 8.1
[Iepedenp ceTEBBIX y3JI0B MOJEIUPYEMOMN CETH
HanmenoBanmue ce- oC IP — anpec CeTeBbl€ CEPBUCHI U J10-
TEBOTO y371a MTOJTHATEIILHBIC YTUTUTHI
Cepsep Windows 192.168.10.1 | IIS, xoHTpOILIEp AOMEHA,
Server 2003 DNS-cepgep
PaGouas cranmusg 1 | Windows 2000 | 192.168.10.2
Professional

Cranmus ckanupo- | Debian GNU 192.168.10.3 | Apache, fping, icmpush,
BaHus Linux Linux hping3, arping, tethereal,
nmap, nessusd, u nikto

Cranmus ckanupo- | Windows XP | 192.168.10.4 | nessuswx, cgichk, AdRem
BaHuss Windows Netcrunch

PabGouas cranuus 2 | Windows XP 192.168.10.5

3amauell sABIETCS NOCTPOCHUE KapThl, MHBEHTapHU3alusi PECYypCOB HCCIe-
JlyeMOMW CETH, a TaK)KE€ BBISIBJICHUE YS3BUMOCTEN B MPOrpaMMHOM OOECIIEUEHHUH y3-



joB. B pesynbTate HEoOXoaumMo chopMupoBaTh JOKYMEHT TaOIUIHOU (HOPMBI, T
JOJKHBI OBITH MPUBENICHBI TOJIYYCHHBIC CBEACHHS W XapaKTEPUCTHKA CTEIICHU 3a-
HIUILEHHOCTHU CETH.

WNHcTpyMeHTanbHas NpOBEpPKAa MPOBOAMUTCS B JIBA 3Tala: Ha NEPBOM ITarle
BBITIOJTHICTCS UACHTU(PHUKAIUS CETEBBIX PECYpCOB, HA BTOPOM BBISBIISIFOTCS YSA3BH-
MocTH B 10 ceTeBbIX y3710B C NPUMEHEHHEM CKaHEPOB 0€30MMACHOCTH.

BrinosniHeHue 3Tana oOHApy>KEHUs U MOJy4YeHUus HHPOPMALIMHU O CETEBbIX Y3-
Jax MO3BOJISIET MOHATh, HACKOJBKO AKTYaJIbHbI JIAHHBIE O COCTOSIHUU CETH, IMOJIY-
YEHHbIE Ha 3Talle MPEBAPUTEIBLHOIO aHaN3a, a TAKXKE OIIEHUTh, HACKOJIBKO ObICT-
PO 3JIOYMBIIUIEHHUK CMOKET MPOU3BECTH aTaKH, HalpaBJIEHHbIE HAa MACHTHU(PUKA-
LUIO CETEBBIX pecypcoB. Ha naHHOM sTame ayauTop JOJDKEH MOJYyYHUTh CIEAYIO-
1Yo UHPOPMALIHIO:

— [P-ampeca ceTeBBIX y3J10B U ITOACETEM;

—  otkpbIThie TCP- u UDP-niopThl Ha 00HApYKEHHBIX y371aX;

— Bepcun OC U CeTeBBIX CEPBHUCOB, PA0OTAOIINX HA OOHAPYKEHHBIX CETEBBIX
y37ax.

Ota nHpopmanus MoKeT ObITh MOTy4YeHa MPOBEICHIEM MAaCCUBHOW M aKTHB-
HOM ceTeBOil pa3Benku. [laccuBHas pas3Beaka mperoiaraeT nojlydyeHue nHpopma-
MU U3 OOIEIOCTYTHBIX UCTOYHUKOB (Web-caliT opranu3zanuu U uHbie web-CalThl,
HOBOCTHBIE Tpynmbl, 6a3pl Whois U 7Ip.) U C MPUMEHEHHEM METOJOB COLMAIbHOM
WHKEHEpUH. AKTUBHAs pa3Be/ika BKIIIOYAET:

—  OoOHapy»XeHUe CETEBbIX y3JI0B;

— oOnapyxenue oTKpeIThIX TCP- 1 UDP-nmopToB Ha 00HapyKEHHBIX y3/1ax ITy-
TE€M CKaHUPOBAHHMS NIOPTOB;

— mnosyyeHue DNS-uMeH ceTeBbIX y3II0B;

— IIOJIy4Y€HHUE CIIMCKA CETEBBIX y3JI0B OpraHM3alllM, a Takxke MHpopMauuu o0
UX Ha3HAYEHUH C IPUMEHEHHEM NepeHoca 30Hbl DNS;

—  IIOCTPOEHHE KapThl CETH;

— unentuduxanusa OC u 110 nyrem nonyyenus «ormnedatkoB OCy.

Ha BTOpOM 3Tane mpuMeHsIIOTCs CKaHepbl 0€30MaCHOCTH, MO3BOJISIFOLIUE IO
U3BECTHOW MM 0a3e ysA3BUMOCTEH ONpPENENUTh CTENEHb NOJBEPKEHHOCTH HCCIe-
JyEMBIX Y3JIOB CETEBbIM aTaKaM.

PesynbraThl 00cinenoBanus oopMisitoTcs B BUe Tabuuil 8.2 u 8.3.

BBIIIO/THUTH!

1. BxirounTe Bce ceTeBble y3JIbl MOJEIUPYEMOU ceTh. YOeauTech B KOPPEKTHO-
ctu HacTpoiku [P-aapecoB u DNS-cepBepoB. [1o HeoOX01uMoCTH MPOU3BEINUTE
JOTIOJIHUTEJIbHYIO HACTPOMKY.

[Ipumeuanue: Jlnsa 3aganus ceTeBbiX nmapametrpoB uHtrepderico B OC Linux

MOYKHO BOCIIOJIb30BaThCsl KOMAHIOM:

ifconfig eth0 192.168.10.3 netmask 255.255.255.0 up



rae 192.168.10.3 — IP-agpec, koTopblit OyAeT yCTaHOBIIEH Ha CETEBOM MHTEPQEii-
ce, KJIIF0UEBOE CIIOBO netmask wcronb3yercs ais 3alaHusl MAaCKU CETH, KIIF0YEBOE
cioBo up npunyxaaer OC akruBusupoBath uHTEpPeiic. s 3ananus anpeca DNS-
cepBepa HEOOXOIMMO OTPENaKTHPOBATh Gaiin «/etc/resolvy (mapamerp search ycra-
HOBHTH B alpha.local, nameserver B 192.168.10.1)

Tabnuua 8.2
[lepedeHb ceTEeBBIX Y3JI0B UCCIEAYEMOM CETH
Ne | HammenoBanue BriBoguMsblie pe3ynbTaThl
1 | O6cnenyemslii cermeHT | Ckanupyemblil auanason [P-anpecos
CeTH
2 | Xapakrep obHapyxeH- | Pabouue cranimu, web-cepBepsl, KOHTPOJUIEPHI 10~
HBIX y3JI0B B CETMEHTE | MEHA U T.II.
3 | BosmoxHocTh uaeHTu- | Pe3ynbrarsl ucnosib3oBaHus Ping-pa3Benku.
(uKalK ceTeBbIX y3- | Pe3ynbpTaThl, MOIyYEHHBIE C UCIIOIB30BAHUEM JPYTHUX
JIOB ICMP cooOuieHui.
Pe3ynbraTel, IOIy4YEHHBIE IPU UCIIOJIB30BAHUU TIEpE-
Hoca 30HbI DNS.
4 | BoIsiBJICHHBIE Y3JIbI IP | Haznaue- | Tun u Bep- | [IpencraBieHHbie
Hue y3na | cusa OC CETEBBIE CEPBUCHI U
UX BEPCUHU, OTKPBI-
ThIE MIOPTHI
5 | Kapra cereBoro cer- Kapra cetu B rpaduueckoM uinu TabJIMYHOM BapHaHTE
MEHTa U €ro MOJIKJI0-
YEHUS K JPYTUM CETIM
2. Ha cranuuto ckanupoBanus Windows ycranosute [10 AdRem Netcrunch (ne-

MOHCTPAIIMOHHYI0 BEPCHIO IPOrpaMMbl MOXKHO 3arpy3uTh IO aapecy
«http://www.adremsoft.com/netcrunch/»). Ytunuter cgichk u nessuswx He
UMEIOT aBTOMATUYECKOTO YCTAaHOBINHMKA, MX HEOOXOIMMO CKOIMPOBAaTh B Ka-
KYI0-THOO0 TarnKy Ha KECTKUN JUCK CTAaHIIMK CKaHupoBaHus Windows.

7.4. O6Hapy)xeHue cemeebix y3/108

CranaapTHBIM CcIIOCOOOM OOHApy>KEHHSI CETEBBbIX Y3JIOB MpPHU 3aJJaHHOM JHa-
na3zoHe [P-agpecoB sBisieTcss npuMeHEHUe yTHINTHI Ping, KOTOpas BXOJAUT B COCTAB
npaktudecku J1roo6oit OC. Takoil crnocod oOHapy>KeHHs] aKTUBHBIX CETEBBIX Y3JI0B




Ha3biBaeTca Ping-pasBenkoit (Ping sweep). Yrunura Ping ucnonb3yeT mpoOTOKONT
ICMP piist npoBepKr JOCTYMMHOCTH CETEBOIO y3Jia: Ha MCCIEAYEMbId CETEBOM y3el
nocsutaercsi ICMP-3anpoc (tTun 8), B cilyyae JOCTYNHOCTH CETEBOIO y3jia OyAeT
nosiyueH ICMP-oteer (Tun 0). CymectByeT O0JbIIOE KOJIUYECTBO YTUIIUT, KOTO-
pbl€ MO3BOJIAIOT YCKOPUTh M aBTOMAaTU3MPOBATh 3TOT Ipoliecc, HampuMmep fping,
hping3 u IP-Tools.

CkaHUpOBaHME MOJICETH MOKHO BBINOJIHATH C MOMOIIBIO YTHINTHI fping, uc-
M0JIb3YsI KOMaHYy:

fping -g 192.168.10.0 192.168.10.254
2>/dev/null | grep ‘is alive’

I7le KJII0Y -g TI03BOJISET yKa3aTh CHHCOK TECTHPYEMBIX y370B. VMcmonp3oBaHue
2>/dev/null no3BOJSET HE BHIBOJIUTH HA KPaH CIY>KEOHbIE COOOIICHUS yTHIIN-
Tl fping. JlonoaHuTenpHass 00pabOTKa yTUIUTOM grep (IMOMCK TEKCTa C MCIOJIb30-
BaHHUEM DETYJSPHBIX BbIpakeHUi Perl) mo3BossieT BBIBECTHM HAa KOHCOJIb TOJIBKO
JIOCTYITHBIE CETEBBIC Y3JIbl, TaK KaK OYyyT BBIBEJIEHBI TOJIBKO CTPOKH, COACpIKaIIUe
MOJICTPOKY «is alivey:

192.168.10.1 is alive
192.168.10.2 is alive
192.168.10.3 1is alive
192.168.10.4 1is alive
192.168.10.5 1s alive

B npuBeneHHOM npuMepe B pe3ysbTaTe BBINOJIHEHUs] KOMaH bl fping, 3amy-
IIEHHOW CO CTAHIIMM CKaHUpPOBaHUs Linux, MOJydYeHbI CBEJIEHUS O TOM, YTO B 3a-
JAHHOM JIMafna30HE aJpecOB TECTUPOBAIUCh BCE BO3MOXKHBIE aJpeca y3JIOB CETH
192.168.10.0/24, m cpeam HHUX TOJABKO Y31bl ¢ aapecamu 192.168.10.1,...,
192.168.10.5 npucyTCTBYIOT B CETH M OTBEUYAIOT HA 3aMPOCHI.

Meron Ping-pa3zBenku sBisieTcsi HauOoJjiee YHUBEpPCAJIbHBIM METOJ0M OOHa-
pPY>KEHUSI CETEBBIX Y3JIOB, OJIHAKO MO Py NMPUYUH JAHHBIM METO] MOXKET OKa3aTh-
cs HeapdextuBHbIM. Hanmpumep, B ciayuae, korga obciemyemasi CeTh 3allulilieHa
MEXCETEBBIMH dKpaHaMu, Onokupyomumu [CMP-coobmenus, nim eciau moiabp30Ba-
TEJIU 3allUIIECHBI IEPCOHATBHBIMUA MEXKCETEBBIMU SKPaHaAMHU.

Kpome Ping-pa3Benku CymecTBYIOT APYyTHE€ METOJIbI MOJIYYEHHUs CIIMCKa ce-
TEBBIX Y3JI0B. PacCMOTpUM HEKOTOpBIE U3 HUX 0oJiee MOAPOOHO.

Hcnonvzosanue wupoxosewamenvrou nocwvliku ICMP-3anpoca. [JlanHblid
METO]1 3aKJIHOYAETCS B UCIOJIb30BAaHUU HIMPOKOBEIIATEIBHBIX apPECOB Ha3HAUYCHHUS
npu ocymectBieHnn Ping-passenku. [Iporokon ICMP npenmnonaraer, 4To npu mo-
Jy4eHUHM mnakera, coaepxkamero ICMP-3amnpoc ¢ mUpOKOBEMIATENbHBIM aIpPECOM
HazHaveHus, Tpedyercs oTBeT. OgHako, B coorBeTcTBUU ¢ RFC 1122, Ha npuxoms-
nmi [CMP-naker ¢ mMpoKoBeNaTENbHBIM aIpECOM Ha3HAYEHUs MOXKHO HE pearu-
pOBaTh, UTO U JenatoT MHOTHE coBpeMeHHbie OC B 1emsix 6€30MacHOCTH.



I[J'I?I HUCIIOJIBb30BaHHUA O3TOIr0 METOAAa MOKHO BOCIIOJIB30BaThCA CTaHHapTHOﬁ
yrwmrto# ping (B OC Linux He0oOX0AMMO JOMOTHUTEIBHO HCIOIB30BaTh KItOY -b)
[Ipumep mumpoxosemarensHon nocsbuiku ICMP-3anpoca:

[bvv@srv181 bvv]$ ping -b 10.110.18.255

WARNING: pinging broadcast address

PING 10.110.18.255 (10.110.18.255) 56(84) bytes of data.

64 bytes from 10.110.18.2: icmp seg=0 ttl=64 time=0.025 ms

64 bytes from 10.110.18.10: icmp seg=0 ttl=255 time=0.355 ms (DUP!)
64 bytes from 10.110.18.11: icmp seg=0 ttl=255 time=0.440 ms (DUP!)
64 bytes from 10.110.18.1: icmp seg=0 ttl=255 time=0.904 ms (DUP!)
64 bytes from 10.110.18.9: icmp seg=0 ttl=64 time=0.960 ms (DUP!)

64 bytes from 10.110.18.239: icmp seg=0 ttl=255 time=0.991 ms (DUP!)
64 bytes from 10.110.18.3: icmp seg=0 ttl=255 time=1.33 ms (DUP!)
---10.110.18.255 ping statistics ---

1 packets transmitted, 1 received, +6 duplicates, 0% packet loss,
time Oms

rtt min/avg/max/mdev = 0.025/0.716/1.337/0.420 ms, pipe 2

B npuBeaeHHOM npHMEpe MOKa3aHO, 4YTO NPH CKAHUPOBAHUU CETH
10.110.18.0/24 mmpoxoBemarenbasiMu ICMP-cooOmiennsiMu OTBETHI OBLIN TOJTY-
YeHbl OT ceMH y3J10B. ClieI0BaTENbHO, 3TH y3JIbl IPUCYTCTBYIOT B ceTH. Kpome To-
ro, MOXHO CJeJIaTh BBIBOJ, YTO yKa3aHHBIE y3ibl UCHOJB3YIOT OC, OTIUYHYIO OT
OC cemeiictBa Windows, Tak kak 3T OC He OTBEYalOT Ha MIMPOKOBELIATEIbHBIC
ICMP-3amnpocksl.

IIpumenenue ICMP-naxemos, omauunvix om ECHO-3anpocos. JlanHblil Me-
TOJ1 3aKJII0YAETCs TAKXKe B UCMOIb30BaHUU MpoTokoia ICMP, HO npuMeHstoTcs: He
ECHO-3anpocsl, a uable TUIBI nakeToB (Hanmpumep, tun 13 — TIMESTAMP unu
17— ADDRESS MASK REQUEST). ICMP-naker TIMESTAMP no3Bossier 3a-
[paliuBaTh METKY CHUCTEMHOIO BPEMEHM YNAJIEHHON CHUCTEMBI. 3ampoCc U OTBET
ADDRESS MASK npenHazHadeH ISl MOJYyYCHHUS CETeBOM MAacKu O€3UCKOBBIMHU
cucTeMaMu (TOHKMMH KJIMEHTaMH) B Ipoliecce 3arpy3ku. JlaHHbI TUIl 3ampoca
MOJKET OBITh UCTIOJB30BaH ISl MOJYYEHUsI CETEBONH MACKH KOHKPETHOTO yCTPOUCT-
Ba. MeTosi 0OHAapy>XEHHsI CETEBBIX y3J0B MOXET ObITh peain30BaH, HANPUMEP, C
NOMOIIBbIO YTWIHTHI icmpush. 3anmyck ytunutel icmpush ¢ kimouom -tstamp mo3Bo-
JsieT mocnaTh Ha BbIOpaHHbIi ceTeBoil y3en ICMP-coobmenne TIMESTAMP.

v-3:/home/bvv# icmpush -tstamp server.alpha.local
server.alpha.local -> 21:58:52

W3 npuBenaeHHOro mpuMmepa BUAHO, YTO CETeBOM y3en «server.alpha.local»
JIOCTYTIEH, KPOME TOT0, MOYKHO OIPEACIIUTh BPEeMsi, KOTOPOE MOKA3bIBAIOT CUCTEM-
HBIC Yachl HAa yAalleHHOH cucteme. [Ipu HeJOoCTYyTHOCTH CETEBOTO y3j1a WK MPU OT-
KITFOUEHHOHN Ha yJajieHHoM y3ie ¢yHkiuu otBera Ha 3anpockl TIMESTAMP ytu-
auTa icmpush OTBET HEe BO3BpaIlaerT.

HUcnonvzosanue mnocoaopecHuvix paccoliok IP-nakemos (IP Multicast). MHo-
roaJpecHbIC PACCHUIKU MPECTABISIOT COO0N TEXHOJOTHIO JOCTaBKH Tpaduka He-
CKOJIBKUM TIOTPEOUTENISIM C SKOHOMHUEW TOJIOCHI mpomyckanus. CymiecTByeT psia



MHOECTBEHHBIX aJPECOB, HA KOTOPBIE M0 YMOJIYAHUIO JIOJDKHBI OTBEYATh CETEBBIE
y3JIbl, KOTOpPBIE MOIACPKUBAIOT MHOTrOaJpecHble pacchuiku. Cpead HUX — ajpec
224.0.0.1 — Bce cucremsl B Tekyuien noacetu, 224.0.0.2 — Bce MapuIpyTU3aTOpbl
B TEKyIIEH NojAceTu. Jlpyrue MHTEPECHbIE MHOYKECTBEHHBIE apeca MOKHO HAUTHU
o anpecy «http://www.iana.org/assignments/multicast-addresses».

Metoa MOKHO MPUMEHUTH € TTIOMOIIBI0 KOMaH kI Ping.

[bvv@srv18l bvv]$S ping 224.0.0.1

PING 224.0.0.1 (224.0.0.1) 56(84) bytes of data.

64 bytes from 10.101.18.2: icmp seg=0 ttl=64 time=0.031 ms

64 bytes from 10.101.18.241: icmp seg=0 ttl=64 time=0.113 ms (DUP!)

64 bytes from 10.101.18.10: icmp seg=0 ttl=255 time=0.357 ms (DUP!)

64 bytes from 10.101.18.9: icmp seg=0 ttl=64 time=1.03 ms (DUP!)
-—— 224.0.0.1 ping statistics ---

1 packets transmitted, 1 received, +3 duplicates, 0% packet loss,

time Oms
rtt min/avg/max/mdev = 0.031/0.383/1.033/0.394 ms, pipe 2

B npuBeneHHOM npuMepe MoKa3aHo, YTO MPHU CKAaHUPOBAHUM CETH MHOTOa-
pecubiMu [CMP-coo0mmeHusiMi OTBETHI OBLITM MOJYYEHBI OT YETHIPEX Y3JIOB, MPHU-
CYTCTBYIOIIIMX B CETH U MOJJIEPKUBAIOIIMX MHOT'OQ/IPECHBIE PACCHUIKHU.

[Ipn OTCYTCTBHHM MHOTOAJPECHBIX aJPECOB B CUCTEMHOW TaOJIMIlE MapIIpy-
THU3aI[Md MOYKHO BOCIIOJIb30BaThCsl KJIFOYOM -1 YTWINTHI Ping miisi ykazaHusi UHTEp-
delica, ¢ KOTOPOro OyAeT NPOUCXOAUTH OTIPABKA MAKETOB.

ARP-pazeeoxa. Jlyis oOHapyKEHUSI CETEBBIX Y3JI0B, HAXOASIIMXCA B OJHOM
CETEBOM CErMEHTE (B OJIHOM IIMPOKOBEIIATEILHOM JIOMEHE), MOKHO MCHOJb30BATh
npotokosl ARP. Meron 3akmiouaercs B mocbuike ARP-3ampoca Ha momydeHue
MAC-anpeca y3na o uzsectuomy IP-anpecy. B ciydae JoCTyIHOCTH CETEBOIO y3-
ja OyJAeT Mojay4yeH OTBET.

PaccmoTpum peanuzanuio JaHHOTO METOJIa HA MPUMEpPE YTHIMTHI arping.
Hcnonb3ysa komanay arping —-i ethl -c 1 192.168.10.1, MOXKHO IIpO-
BEPUTH JIOCTYITHOCTh ceTeBoro y3ia ¢ [P-aapecom 192.168.10.1, w04 -1 103BOJIS-
eT yka3aTb cereBoil uHtepdeiic mansa BeinmonHeHus: ARP-3ampoca, kitou -c omnpee-
JISI€T KOJIMYECTBO MOCHUIAEMBIX 3aIIPOCOB.
v-3:/home/bvv# arping -i ethl -c 1 192.168.10.1
ARPING 192.168.10.1
60 bytes from 00:40:05:05:a24:0b (192.168.10.1): index=0
time=66.996 usec

-——192.168.10.1 statistics ---
1 packets transmitted, 1 packets received, 0% unanswered

N3 pe3ynbTaTa pabOTHl MPUBEACHHON KOMaHJIbI MOXHO CJEJNaTh BBIBOJ, YTO
y3en ¢ IP-aapecom 192.168.10.1 nocrynen u MAC-aapec COOTBETCTBYIOIIETO WH-
tepdetica umeet Bu 00:40:05:05:a4:0b.

C ucnonb3oBanueM yTwinThl tethereal, koTopas mpenHa3sHaueHa IJsl Tepe-
XBaTa CeTeBOTO Tpaduka (374eCh TEPMHUH MEPEXBAT CETEBOr0 TpaduKa MOHUMAETCS
KaK OTOOpaK€HWE WM KOMUPOBaHHWE Tpaduka, MPOXOJAIIEro 4epe3 CETEBON WH-



Tepdeiic), MOKHO OTCIICINTh COOTBETCTBYIOIIYIO CETEBYIO aKTUBHOCTh. B mpumepe
HCIIOJIB3YeTCSl KJII0Y -1 JUIS yKa3aHWsl CETeBOro HMHTepdeiica, ¢ KoToporo OyaeT
MPOUCXOJIUTH MepexBat Tpaduka. KimroueBoe clioBO arp yka3blBaeT Ha TO, YTO OyIyT
CHHUMATBCS TOJIBKO JIaHHbIE TpoTOKOJa ARP.

v-3:/home/bvv# tethereal -iethl arp 2>/dev/null

0.000000 192.168.10.3-> Broadcast ARP Who has
192.168.10.1? Tell 10.0.0.4
0.000249 server.alpha.local -> 192.168.10.3 ARP 192.168.10.1

is at 00:40:05:05:a4:0b

W3 mnpuBepeHHoro mnpumepa BUAHO, 4TO C uHTepdeiica ¢ [P-ampecom
192.168.10.3 Obu10 MOCHaHO HIKMpoKoBemareabHoe ARP-coobiienre ¢ 1enpo on-
penenenuss MAC-ampeca y3na 192.168.10.1 u Obul TMOJIyYeH OTBET OT Yy3Ja
server.alpha.local.

JIaHHBIM METOI MOYKHO HCIOJIb30BaTh HE TOJIBKO IIPYU HAXOXKIECHUU B OJHOM
CEerMEHTE ¢ 00CTeyeMbIMU CETEBBIMU y3JIaMH, HO M MPHU BKIIIOYEHHOW HA TpaHWY-
HOM MapIIpyTU3aTOpPE CETEBOTO cerMeHTa GyHKIIUU Proxy-arp.

TCP- u UDP-pa3zeedka TIpEACTaBISIOT COOOW METOJbI, MPU KOTOPHIX JOC-
TYIIHOCTh CETEBOTO Yy3JIa ONPEACISIETCS HAa OCHOBAHWUU JIOCTYIIHOCTH COOTBETCT-
Bytomux TCP- mubo UDP-noproB. 3ameTum, 4TO JaHHBIA METOJ OTJIMYAETCS OT
CKaHUPOBAHUS TIOPTOB, TaK KaK JOCTATOYHO IOJYYUThH JIFOOOW OTBET OT JIFOOOM
CITy>kObI 00CIIEyeMOro CETEBOr0 y3Ia.

s peanuzanuu 3TOro METoAa 0OHAPYKEHHUSI MOKHO BOCIIOJIb30BaThCs yTH-
mutoi hping3. VkazaHHas yTuiIuTa MpeacTaBisieT co00i MHOro(yHKIIMOHATBHBIN
CETEeBOM OTJIAAYUK, U, B YACTHOCTH, MOKET UCIIOJIb30BATHCS Ui pPEAIN3ALMU OIU-
CaHHOro meroja. Jljis 3alyckKa yTUIIMTBI BOCIIOJB3yeMCs KOMaHAoM hping3 -p
81 192.168.10.1 -c 3, KJIIOY -p YKa3bIBAET HA HOMEP IOPTA, HA KOTOPHIN
Oynet mocnad 3anpoc (1mo ymosyanuto ucnoinsdyercs TCP-nopt), kitou -¢ onpeze-
JII€T KOJIMYECTBO OTIPABIISEMBIX [TAKETOB.

# hping3 -p 81 192.168.10.1 -c 3

HPING 192.168.10.1 (eth0O 192.168.10.1): NO FLAGS are set, 40
headers + 0 data bytes

len=46 ip=192.168.10.1 ttl=128 id=17590 sport=81 flags=RA seg=0
win=0 rtt=0.8 ms

len=46 ip=192.168.10.1 ttl=128 1d=17591 sport=81 flags=RA seg=1
win=0 rtt=0.5 ms

len=46 ip=192.168.10.1 ttl=128 1id=17592 sport=81 flags=RA seqg=2
win=0 rtt=0.6 ms

---192.168.10.1 hping statistic ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.5/0.6/0.8 ms

B nmpuBeneHHOM npuMepe B pe3ysibTare BhIMOJIHEHHUsI KoMaH bl hping3 mytem
nocbutki TCP-makera Ha mopt 81 (6e3 ycTaHOBIEHHBIX (Py1aroB) M aHajM3a OTBET-
Horo maketa (ycraHosnensl ¢uaru RST u ACK) nomydensl cBegeHUs O TOM, YTO



cereBoit yzen 192.168.10.1 mpucyrcrByet B cetu. [locne 3aBepiienus: paboThl yTu-

auta hping3 BBIBOJUT CTATUCTUKY — KOJUYECTBO OTOCIAHHBIX M MOJYYEHHBIX Ta-

KETOB, & TAKKE€ MUHUMAJIbHOE, CPEJIHEE U MAKCUMAJIBbHOE BPEMS TIOCTABKH MMAKETOB.
C NOMOIIBIO 3TOM K€ YTHIIUTHI MOYKHO PEAIN30BaTh ONMCAHHBIA METOJ C HC-

nonp3oBanueM Tmpotokosa UDP. s 3TOro MOXHO MCIOJIB30BaTh KOMAaHIY

hping3 -2 -n -p 81 192.168.10.1 -c 3, K04 -2 yKa3bIBaeT HA UC-

noJib3oBanue nporokosna UDP, -n otkirouaer pazpemienne DNS-umMeHu.

# hping3 -2 -n -p 81 192.168.10.1 -c 3

HPING 192.168.10.1 (eth0O 192.168.10.1): udp mode set, 28 headers

+ 0 data bytes

ICMP Port Unreachable from i1ip=192.168.10.1

ICMP Port Unreachable from ip=192.168.10.1
ICMP Port Unreachable from ip=192.168.10.1

-——192.168.10.1 hping statistic ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 0.0/0.0/0.0 ms

B npuBenenHoM npumMepe B pe3yJibTaTe BBITOJIHEHH KOMaH bl hping3 mouy-
YEHbI CBEJEHUA O TOM, 4TO cereBoi y3en 192.168.10.1 npucyrcrByet B cetu. [laH-
Hast nHGopmanus Obuta momydeHa mytem orcbuiku UDP-nakera Ha 81 mopt u aHa-
Jau3a 0TBETHOTro makera (0b110 moaydeHo ICMP-coo0mienne «mmopt He JOCTYIICHY).
OOparure BHHUMaHHE, 4yTO eciiu cooTBeTcTBYyromMi UDP-nopt Oyaer OTKpBIT, TO
MeTOJ GYHKIIMOHUPOBATH HE OyeT.

AyauTOp MOXKET MOJIYIUTh HHPOPMAIHIO 00 UMEIOIIHUXCS B CETH YCTPOUCT-
Bax 3 ARP-xsmieil cepBepoB M akTUBHOIO cereBoro obopynaoBanus. Ilomyuenue
3TOW MHPOPMALMK BO3MOXKHO, €CJIH ayJUTOP HAXOJUTCS B paMKax MOJENH «0eraoro
AamuKa». OOBIYHO JUIsl 3TOT0 HEOOXOMMO BBIMOJIHUTH KOMaHAbl arp —a Ha cep-
Bepe U show arp B KOHCOJM aKTUBHOI'O CETEBOT0 YCTpOMCTBA (Ha mpumepe 00o-
pyaoBanus Cisco).

CDP-pa3zgeoka. JIaHHBII METOJ] MO3BOJISIET OOHAPYKUTh U MOIYYUTh UHPOP-
Marui 00 ycTporcTBax, padotatomux no nporokoiay CDP (Cisco Discovery Proto-
col — mporokon o6HapyxkeHus Cisco) U HaXOAIIMXCS B OJTHOM CETEBOM CEIrMEHTE.
Uudopmaruio o CDP-y31ax MOXKHO MOJIy4aTh, HEMOCPEJACTBEHHO MOAKIIOYAsICH K
KOHCOJIM aKTMBHOT'O CETEBOTO yCTporcTBa mpousBojactBa ¢upmbel Cisco Systems
mn60o mnepexBarbiBas CDP-00bsiBieHuss (Hampumep, ¢ MCIOIb30BAHUEM YTHIIMTHI
cdpr or MonkeyMental.com).

llpocnywusanue cemu. JlaHHBIA METOJ 3aKJIFOYAETCS B IEPEXBATE CETEBBIX
[IAKETOB M3 HEKOTOPOI'0 CETEBOIO CErMEHTA W B MOCIEAYIOIIEM aHAIU3€E HCIOJb-
3yembIx [P-aapecoB. [lns peanuzanuu JaHHOTO METOJa MOXKHO HUCIOJb30BaTh yTH-
nuty Ethereal.

BBIIIO/THUTH!

3. BrnigBute ceTeBbIC Y3JIbl B JIOKAJIbHOM CE€TCBOM CCTMCHTC C UCIIOJIb30BAHUCM:



—  ytwiaThl fping;

—  YTWJIUTHI ping u mupokosemareabHot [CMP-niochuiky;

—  yruutsl icmpush (tun ICMP-nakeros13 u 17);

—  YTWIMTBI ping U MHOTOAJPECHON PACCHLIKH;

—  YTWIMTHI arping;

—  yruutsl hping3 u merogos TCP- u UDP-pa3Benku;

—  yTuauThl arp u Meroga ARP-kama;

— yruiutsl Ethereal u Meroma mpocnymmBanus ceru. Hanummre cuenapwuid,
BBIBOJSIIMKA cricoK [P-aipecoB ceTeBbIX y3710B, U3BJICUEHHBIX U3 MEPEXBAYCHHBIX
C CEeTeBOro MHTepdeiica MakeToB (PEKOMEHAYETCSl BOCIIOJIb30BATHCA KOHCOJIBHBIM
BapuaHTtoM yTuiuThl Ethereal — tethereal).

4. Ilo pe3ynbraraM cjejlaiiTe BbIBOJ O BO3MOYKHOCTHU WICHTU(PHUKAIIMU CETEBBIX
y3JI0B B UCCIIElyEMOI CETH Pa3INYHBIMU METOJaMH, 3all0JIHUTE CTPOKY 3 Tald-
auuel 8.2.

7.5. CkaHupoeaHue nopmoes u uédeHmugukayusi OC

Jlnst ckanupoBaHusa NopToB U JUIs uaeHTUu(ukanuu Bepcuidi OC U cepBUCOB
MOKHO HCIOJIB30BaTh YTHJIUTY hmap, KOTOpas peaau3yeT OOJbIIoe KOIHMYECTBO
METOJIOB U TEXHHK CKaHHPOBAHHS MOPTOB W HICHTHU(PUKALUU PECYpPCOB. Y THIUTA
nmap 1o3BoJIsIET GOpMUPOBaATh pe3yJbTaThl cKaHupoBaHus B Gopmare XML s
npocMoTpa web-0603peBarenieM ¢ ucnosibzoBanueM XSL-mpeoOpa3zoBaHus.

st pemienus 3agaun ooHapyxenusi oTkpbIThix TCP- u UDP-nopToB, a Tax-
xe OC, cepBUCOB M UX BEpPCUM Ha yAajieHHOM ceTeBoM y3iie 192.168.10.1 MoxxHO

BOCITIOJIb30BaTbCA KOMaHAOM nmap -sS —-sU -sV -0 ——0sscan—-guess
192.168.10.1, BeIMOJHIEMO# Ha cTaHIMU ckaHupoBaHus Linux. Koy -sS yka-
3piBaeT Ha ckanupoBanue TCP-moprtoB, kimtou -sU — Ha ckanupoBanue UDP-

MIOPTOB, KJIFOY -8V yKa3bIBaeT Ha HICHTU(PUKAIIUIO CETEBBIX CEPBHUCOB, KoY -O —
Ha wuiaeHTHuKanuio OC, UCHOIB30BaHUE KIFOYA -0SSCCan-guess Mpearoiaract
«arpeccuBnyto» uaentudukamnuo OC.

[To ymom4aHuIO MPUMEHSETCS TEXHHUKA CIy4alHOTO CKaHUPOBAHMS, TO €CTh
TECTUPOBAHUE TIOPTOB MPOUCXOJIUT B CITyUYaWHOM TOPSJIKE.

# nmap -sS -sU -sV -O --osscan-guess 192.168.10.1

Starting Nmap 4.20RC1 ( http://insecure.org ) at 2006-12-01 22:16 YEKT
Interesting ports on 192.168.10.1:

Not shown: 3144 closed ports

PORT STATE SERVICE VERSION
21/tcp open tcpwrapped
25/tcp open smtp Microsoft ESMTP
6.0.3790.1830
53/tcp open domain Microsoft DNS
80/tcp open http Microsoft IIS webserver 6.0
88/tcp open kerberos-sec Microsoft Windows kerberos-sec
110/tcp open pop3 Microsoft Windows 2003 POP3 Service 1.0
135/tcp open msrpc Microsoft Windows RPC
139/tcp open netbios-ssn
389/tcp open ldap Microsoft LDAP server

443 /tcp open ssl/http Microsoft IIS webserver 6.0



445/tcp open microsoft-ds Microsoft Windows 2003 microsoft-ds

464/tcp open kpasswd5?

593/tcp open ncacn_ http Microsoft Windows RPC over HTTP 1.0
636/tcp open ssl/ldap Microsoft LDAP server

1026/tcp open msrpc Microsoft Windows RPC

1027/tcp open ncacn_http Microsoft Windows RPC over HTTP 1.0
1248/tcp open msrpc Microsoft Windows RPC

1723/tcp open pptp?

3268/tcp open ldap Microsoft LDAP server

3269/tcp open ssl/1ldap Microsoft LDAP server

53/udp open domain?

67/udp open|filtered dhcps

68/udp open|filtered dhcpc

88/udp open|filtered kerberos-sec

123/udp open ntp NTP v3

137/udp open netbios-ns Microsoft Windows NT netbios-ssn
(workgroup:ALPHA)

138/udp open|filtered netbios-dgm

389/udp open|filtered ldap

445/udp open|filtered microsoft-ds

464/udp open|filtered kpasswd5

500/udp open|filtered isakmp

1701 /udp open|filtered L2TP

3456/udp open|filtered IISrpc-or-vat

4500/udp open|filtered sae-urn

1 service unrecognized despite returning data. If you know the ser-

vice/version, please submit the following fingerprint at

http://www.insecure.org/cgi-bin/servicefp-submit.cgi

SEF-Port53-UDP:V=4.20 .. (4acTb BHBOIa BHpe3aHa)

MAC Address: 00:0C:29:37:7B:86 (VMware)

Device type: general purpose

Running (JUST GUESSING) : Microsoft Windows 2003 |XP|2000 (94%)

Aggressive OS guesses: Microsoft Windows 2003 Server SP1 (94%), Microsoft

Windows XP SP2 (92%), Microsoft Windows XP SP2 (firewall disabled) (91%),

Microsoft Windows 2000 Server SP4 (90%), Microsoft Windows 2000 SP3 (90%),

Microsoft Windows 2000, SPO, SP1l, or SP2 (89%), Microsoft Windows 2000 SP4

(88%), Microsoft Windows Server 2003 Enterprise Edition 64-Bit SP1l (87%)

No exact OS matches for host (If you know what OS is running on it, see

http://insecure.org/nmap/submit/) .

TCP/IP fingerprint:

OS:SCAN (V=4.20RC1%D=12/1%0T=21%CT=1%CU=1%PV=Y%DS=1%G=Y%M=000C29%...%DLI=S)

(uacTer BHIBOIA yIaJieHa)

Network Distance: 1 hop

Service Info: Host: server.alpha.local; 0Ss: Windows, Windows 2000

0OS and Service detection performed. Please report any incorrect results at

http://insecure.org/nmap/submit/

Nmap finished: 1 IP address (1 host up) scanned in 151.541 seconds

W3 mpuBeIeHHBIX pe3yJbTaTOB pabOThl YTUIMTHI NMap MOXKHO CJIeJaTh BbI-

BOJI, uTO Ha y3ne 192.168.10.1 otkpsitel TCP-nopthl 21, 25, 53, 80, 88, 110 u T.1.,
npudéM ObUIM HACHTU(UIIMPOBAHBI CIICIYIOIMIME CEPBUCHI, HUCIOIB3YIOIIUE ITHU
MOPTHI:

— 1opt 25 — noutoBsii ceppep ESMTP, npousBoautens Microsoft;

— 1nopt 53 — DNS-cepgep, npousBoautens Microsoft;

— nopt 80 — web-cepsep IIS, Bepcus 6.0, npouzBoauTens Microsoft;

— mnopt 88 — cepBep Kerberos mms Microsoft Windows, mnpousBoauTens
Microsoft;



— mopT 110 — mouroBsiii cepep POP3 mnsa Microsoft Windows 2003, mpowus-

BoauTels Microsoft

UDP-noptser 53, 67, 68 u np. OTKPBITHL, IPUYEM €CJIM YKa3aHO COCTOSIHHE
«open», TO TOPT SBHO OTKPHIT. Ecnmu cocrosiaue «open|filtered», To mopt Moxker
OBITh OTKPBIT, & MOKET OBITh OTPUIBTPOBAH MEKCETEBLIM SKpAaHOM. Paznuuuth 3TH
COCTOSIHUS HE NPEACTaBIIAECTCS BO3MOXHBIM BCJIEACTBUE OCOOEHHOCTEH peanuso-
BaHHoro meroaa UDP-ckanupoBanus (Mpu TE€CTUPOBAHUM MOPTA HE OBLIO MOJTyYe-
HO [CMP-coo01ieHue «mopT HeIOCTYIICH» ).

bruna uaenTudunupoBaHa O0oJblIas YacTh CEPBUCOB, UCIOJIB3YIOIIUX TEpe-
yuciiennble UDP-noptel. OaHako uaeHTUUKAIMS cepBuca, GYyHKIIMOHUPYIOIIETO
Ha UDP-nopty 53, He mpoiia KOppeKTHO BCIEACTBUE OOJIBIIOTO KOJUYECTBa 3a-
IIPOCOB K cepBepy. TeM He MeHee, €ClId ITPOBECTH NTOBTOPHOE CKAHUPOBAHUE C I10-
MOILBIO KOMaHApl nmap —-sU -p U:53 -sV 192.168.10.1, rme onuud -p
U:53 ykasbiBaet, 4To 00CieIoBaThCs N0KEeH Tolbko oauH UDP-nopt 53, To MOX-
HO MJICHTU(HUIIMPOBATH BEPCUIO CEPBHCA.

# nmap -sU -p U:53 -sV 192.168.10.1

Interesting ports on 192.168.10.1:
PORT STATE SERVICE VERSION
53/udp open domain Microsoft DNS

[Tocne mepedHs OTKPHITHIX MOPTOB NMap BO3BPAIIAET CIEAYIONIYI0 HH(OP-
MallHIo:

—  MAC-aapec mpou3BOAMTENS CETEBOTO aaantepa (B COOTBETCTBUU C MpedUK-
com MAC-aapeca). OOpaTuTe BHUMaHUE, YTO €CJIM Obl CTaHIUS CKAaHUPOBAHMS
Linux u cereBoit y3en 192.168.10.3 maxoamnuch B pa3audabix [P-ceTsx (Obutn cBs-
3aHBI Yepe3 MapIIPyTU3aTOP), TO ITOT aApec ObLIT Obl HEM3BECTEH, TaK KaK JIsl €T
OIpeJeNIeHHs UCTIOJIb3yeTcs MpoTokoa ARP:

MAC Address: 00:0C:29:37:7B:86 (VMware)

—  BBIBJICHHBIN THUI 00CJIEIyEeMOro YCTPOICTBA, B JTaHHOM ClIy4ae yKa3aHo, 4To
3TO YCTPOMCTBO OOLIEro Ha3HauyeHus (Apyrue BO3MOKHBIE 3HaYEHUs router — Map-
mIpyTH3aTOp, SWitch — koMMmyTaTOp, game console — UrpoBast KOHCOIb U JIp.):

Device type: general purpose

YTunura nmap B pUMepe He CMOrjia TOYHO WACHTU()UIHUPOBATH TUI U BEp-
cuto OC. TeM HEe MEHee yKazaHO, YTO BEpOsiTHEM Bcero (¢ ypoBHeM jaoBepus 94 %)
s10 Bepeus Microsoft Windows 2003, XP nu6o 2000. [IpoananusupoBaB THI MOY-
ToBOro cepsuca POP3, MOXHO caenarb BBIBOJ, YTO Ha 0OCIELyeMOW CHCTEME 3a-
nymena OC Windows Server 2003. B BbIBOie TaKK€ YKa3bIBaIOTCSI CTEIIEHH JJOBE-
pust otHocutenbHO Apyrux OC, moydeHHbIe MyTEM «arpecCUBHONY HIIEHTHU(UKA-
muu OC.



Jlanee B BBIBOJIC YKa3bIBaeTCs «ceTeBOe paccTostHue» (network distance), To
€CTh KOJIMYECTBO MPOMEXKYTOUHBIX [P-cereit. B nmpuBeaéHHOM npumepe 3TOT napa-
METp paBeH €JIWHMIIEC, TaK KaK CTaHIUsA CKaHUpoBaHUs Linux u cereBoil y3en
192.168.10.1 Haxonsarcs B ognou [P-noaceru:

Network Distance: 1 hop

Service Info: Host: server.alpha.local;
0Ss: Windows, Windows 2000

[Tapametp «Service Info» conepkut kpaTkyto nHpopmanmo 006 UMEHH y3Ia,
a Takke npeamnonaraemelii Tun u Bepcuro OC.

B xoHI1e BbIBO/Ia KOMaH/bl IPUBOAUTCA MH(MOPMAIUS O KOJIMYECTBE IPOCKa-
HUPOBaHHBIX [P-afpecoB U 0 cyMMapHOM BpEMEHH CKaHUPOBAHMUS.

C ucnonp3oBanueM kKioua -0X <ums xml-aitna> pe3ynbrarsl CKaHUPOBa-
HUSL MOXKHO coXpaHuTh B popmare XML st nanpHeiero yno06HOro u3y4eHus ¢
nomMolbto web-o0o3peBarens win i JajbHENHIEH aBToMaTHIEeCKONH 00pabOTKy.

BBIIIOJIHUTH!

5. C nmoMoup yTUIMTE map IPOBEAUTE CKAHUPOBAHUE MTOPTOB CETEBBIX Y3JIOB,
HalJIeHHBIX Ha npeabiaymemM mare. Chopmupyiite ciicku OTKpeIThIX TCP- n
UDP-noptoB, uaeatuduiupyiite sepcur OC u 3amymieHHbIx cepBucos. [1o pe-
3yJbTaTaM CJellaiiTe BHIBOJ O BO3MOKHOCTH OOHAPYKEHHSI OTKPBITHIX MTOPTOB U
uaeHTugukanuu tuna u Bepcun OC, a TakkKe CEeTEeBbIX CEPBUCOB HA CETEBBIX
y3J1aX HCCIEyEeMOU CETH, 3all0JIHUTE CTPOKY 4 Tadun. 8.2.

7.6. Ucnonb3oeaHue DNS st o6HapyXeHuUs U 8bISICHEHUS
Ha3HayeHuUs1 cemes8bIX y3/108

Hcnonw3oBanue DNS-cepBepoB mo3BojigseT ayauTopy (B paMKax MoJenu
«YEPHOTO SIIIMKa») MOJYy4YUTh MHPOPMALIMIO O HA3HAYEHUHU CETEBBIX Y3JI0B UCCIIE-
nyembix cermeHToB JIBC M BHELIHUX CETEBBIX y3JI0B opranu3anuu. Hanpumep, Ha-
auune B 6a3e DNS 3anucu tuna MX st y3na «smtp.example.ru» gaetr ayauTopy
uH(GOPMAIMIO O TOM, YTO YKa3aHHBIN y3el SBIJISIETCS MOYTOBBIM cepBepoM. OOpart-
bt DNS (3amucu tuna PTR) mo3BosiseT moiayduth OJHO U3 UMEH CETEBOIO y3Jja
o IP-anmpecy.

st B3aumoneiictBusi ¢ DNS-cepBepoM MOTYT OBITh HCIIOJIB30BaHbI CTaH-
naptabie cucteMuble yTuiuThl nslookup (OC Windows u UNIX), host unu dig (OC
UNIX).

HenpepriBablii Habop mpoctpancTBa mMeH DNS HaspiBaetcst 30nH0i1 DNS.
s monyuenust 3061 DNS M0KHO HCTOJIB30BaTh MPOTOKOJ NepeHoca 30Hbl DNS
(DNS zone transfer uzBecren tak xe, kak AXFR).

PaccMmoTpum npumep nepenoca 306l DNS ¢ ncnonbs3oBanuem yTwiuThl dig.
Jl71s1 5TOr0 HEOOXO0AMMO YKa3aTh THUII 3ampoca — axfr u mapameTp «@uMs_cepBepay,
yKa3bIBaIOIIUI Ha cepBep, C KOTOPOTO OyIeT Npou3BeieH nepeHoc 30061 DNS.



$ dig axfr exampl.si.ru @ns.exampl.si.ru

; <<>> DiG 9.2.4 <<>> axfr exampl.si.ru @ns.exampl.si.ru

;7 global options: printcmd

exampl.si.ru. 86400 IN SOA exampl.si.ru.
n.exampl.si.ru. 2006102601 86400 7200

2419200 604800

exampl.si.ru. 86400 IN NS exl.pp.ru.
exampl.si.ru. 86400 IN NS ns.secondary.net.ua.
exampl.si.ru. 86400 IN A 145.23.211.2
exampl.si.ru. 86400 IN MX 10 ex.miti.ru.
icg.exampl.si.ru. 86400 IN CNAME exampl.si.ru.
deltaplan.exampl.si.ru. 86400 IN A 232.44.22.77
deltaplan.exampl.si.ru. 86400 IN MX 10 maill.delta-plan.ru.
webcam.exampl.si.ru. 86400 IN A 195.64.22.33
home.exampl.si.ru. 86400 IN A 83.44.44.44
exl.exampl.si.ru. 86400 IN A 34.12.34.22
conference.exampl.si.ru. 86400 IN CNAME exampl.si.ru.
squish.exampl.si.ru. 86400 IN MX 10 squish.exampl.si.ru.
squish.exampl.si.ru. 86400 IN A 230.252.141.7
vijud.exampl.si.ru. 86400 IN CNAME exampl.si.ru.
exampl.si.ru. 86400 IN SOA exampl.si.ru.

n.exampl.si.ru. 2006102601 86400 7200

2419200 604800
;7 Query time: 5 msec

;; SERVER: 127.0.0.1#53(localhost)

;; WHEN: Thu Nov 2 13:01:11 2006

;7 XFR size: 19 records

B npuBenenHom npumepe ¢ moMoIbl0 yTUiauThl dig ObuT MPOU3BENIEH Tepe-
Hoc 30H6I DNS ¢ DNS-cepBepa «ns.exampl.si.ru.

BrIBO7T KOMaHIbI MpECTaBISETCS B TaOMIUYHOUN (opMe, KOTopasi MMOBTOPSET
cTpykTypy 6a3pl DNS. TlepBas crpoka Tabmuipl sBisieTcss 3amuchio Thnma SOA
(Start of Authority) koTopasi, B 4aCTHOCTH, HUICHTU(DUIIMPYET UM JTOMEHA W 30-
Hbl DNS: «exampl.si.ru.n.exampl.si.ru». Bce uMeHa, KOTOpble HE 3aKaHYMBAIOTCS
TOYKOM, JOIMOJIHSIOTCA UMEHeM JomeHa Ui 30Hbl DNS. Hampumep, ecnu Obl B
npUMepe BCTPETUIIOCh UMsI «example.ruy (0e3 3aKITI0YUTENTbHOM TOYKHM), TO OHO OBI
TpaHcopMupoBasioch B uMs «example.ru.examplel.si.ru». 3arem ykazaH cepuii-
HBII HOMEp, UHTEPBAJl BPEMEHH, Yepe3 KOTOPbIN MPOUCXOAUT OOHOBJIEHUE MEPBUY-
Horo DNS-cepBepa, u UHTEpBa, 4epe3 KOTOPbIH HEOOXOAUMO MPOBOJAUTH OOHOB-
JICHUE, €CIIM MIepBasi MONbITKAa OOHOBJIEHUS ObliIa HEYTaYHOM.

JIBe mocnenyrouye CTpoKkH yKas3blBatoT Ha uMeHa DNS-cepBepoB «ex1.pp.ru»
u «ns.secondary.net.ua», KOTOpbIE SBJISIOTCS aBTOPUTETHBIMU I JAHHOTO JJOMEHA
(tro ectb Takumu DNS-cepBepamu, KOTOpbIe cofepKaT UHPOpMaALUO 00 ITOU 30-
HE).

Crnenyrommast 3anuch Tuma A 0ToOpakaeT UMs CETeBOro y3iia exampl.si.ru Ha
ero [P-ampec 145.23.211.2.

3amuchk Tuna MX uaeHTHQHUIHMpPYET MOYTOBBIM cepBep. OCHOBBIBAsCH Ha
IIPOBEICHHOM JINCTHHI€ MOKHO CJEJIaTh BBIBOJ, YTO JJIs JAOMEHa «exampl.si.ruy
MOYTOBBIM CEPBEPOM SIBISIETCA «eX.miti.ru» ¢ yucioM npeanoyreHus 10 (Mcmomb-
3yeMbIM JIJIsI BIOOpA TOro JIMO0 MHOTO CepBepa MpH MapIIpyTU3aluu nouThl). py-



TUMU  CJIOBaMH, €CJIM ajJpec Tojydarenss mnuchbMa OylIeT WMEThb BUJ
«user@examl.si.ru», TO OHO Oy/IET MepeaaHo Ha MOYTOBBIN CEPBEP «eX.miti.ruy.

3anuce Tina CNAME oToOpa)xaeT NCeBJOHUM CETEBOr0 y3ja Ha €ro KaHo-
Hudyeckoe uMs. OCHOBBIBasICh Ha JIMCTHHIE, MOKHO CHEJaTh BbBIBOJ, YTO
«icq.exampl.si.ru» sBJISETCS MCEBIOHUMOM I «exampl.sl.ru» U, Cle10BaTeIbHO,
COOTBETCTBYET cepBepy ¢ [P-anpecom 145.23.211.2.

[Tocnegueit 3amuchio B TabIuIE ABIsACTCS 3anuch TUIIa SOA, 4TO COOTBETCT-
ByeT cTporoMy omnpeaeseHuto 3086l DNS: 30Ha DNS — 310 cepus 3anuceit DNS,
HauuHaromasca ¢ 3anucu tuna SOA [ 3anpalimMBacMoOro MMEHH, MPOJOJHKaro-
iasicsi JTI0ObIM KOJIMYECTBOM 3amucei, oTnuHbiX oT SOA, 3akaHuMBaromascs mo-
BTOPHBIM BXOkAeHUEM 3anucu SOA.

[IpuBeneHHass KOMaH/1a BO3BPALIAET TAK)KE€ BPEMs BBIIIOJIHEHUS 3ampoca, aj-
pec DNS-cepBepa, k KOTopoMy OBLIT IPOU3BE/IEH 3aIIPOC, BPEMsI, KOT/1a ObLT MPOU3-
BEJICH 3alpoc, M KOJIMYECTBO 3aluceid, KOTOopble ObLIM Bo3BpalieHbl. KitoueBoe
cnoBo «IN» B cTpokax BbIBOAA YKa3blBaeT HA TO, YTO MCIOJIB3YETCA aapecauus U
cxeMma UMEHOBaHUs, NpuMeHsemas B IHTepHeT.

OnHoli 13 BO3MOXXHBIX 3amuceil B Tabmuiie DNS mokeT ObITh 3amuch THIA
SRV. 3anucu tuma SRV npeanasHauens! 15 UISHTU(PUKALNN CETEBBIX Y3JIOB, Ha
KOTOPBIX MPUCYTCTBYET 3aJIaHHbII CepBHC. DTa 3aMKCh MO3BOJISET MOJb30BATEIISAM,
3Hasi UMl IOMEHA U UM HYKHOT'O CepBHCa, MOIy4YaTh UMs y3J1a U MOPT, HA KOTOPOM
3TOT CEPBUC 3aITyILIEH.

Hanpumep, nammume 3ammcu «_ http. tcp.example.com. IN SRV 0 5 80
www.example.com.» yka3biBaeT Ha TO, uto cepBuc HTTP ucnonszyer mopt 80
cepBepa «www.example.com». DnemeHT «_http» yka3plBaeT Ha TUI CEpBUCA —
HTTP. Dnementsl «_ftp» u « ldap» — npyrue dacto BcTpevarouiuecs 3Ha4eHUS,
yKka3zbiBarome coorBerctBeHHO Ha FTP- u LDAP-cepBuchl. DneMeHT «_tcp» yka-
3bIBAET, YTO B KAYECTBE TPAHCIIOPTHOI'O IPOTOKOJIA JUISI 3TOrO CEPBHCA MCHOJB3Y-
ercst TCP. 3nauenus 0, 5 u 80 yka3pIBalOT COOTBETCTBEHHO Ha MPUOPUTET, BEC U
HOMEp MOPTA, KOTOPBIM UCIOJIb3YETCSI CEPBUCOM.

Taxum 00pa3om, OCYIIECTBIISIS aHAIN3 HHPOPMAIINH, TOJTYYSHHON yTeM Iie-
peHoca 30HbI DNS, MOXHO NOJy4uTh MOAPOOHYI0 HMH(OPMALUIO O CUCTEMHOM
nanamadre (T.€. 0 COCTaBE U HA3HAYEHUU CEPBEPOB) OPraHU3ALIMH.

B uensix 3aTpyJHEHUsT MHBEHTAPU3ALMKU PECYpCOB CUCTEMHOrO jJaHamadra
3JI0YMBIIIUIEHHUKOM BO3MOXHOCTh nepeHoca 30Hbl DNS Ha HenoBepeHHbIE Y3IIb
JIOJIKHA OBITh 3ampenieHa.

BBIIIO/IHUTH!

6. YOenurtech, uto HacTpoiiku DNS-cepBepa, (QpyHKIMOHHMPYIOIIETO Ha Y3JIe
«CepBep», pazpewmaroT nepegauy 30561 DNS. Jl11s1 TpoBEPKU U BKJIFOYEHUS 3TO-
ro MmapaMmeTpa BBINOJHUTE KOMaHAy dnsmgmt.msc /s (MOXHO 4epe3 MEHIO
[Iyck = AnmunuctpupoBanue = DNS), B JieBOM NaHeIH MOSBUBIIETOCS OKHA
packpoiite cnucok «Forward Lookup Zones», U3 KOHTEKCTHOTO MEHIO 30HBI
alpha.local BeiGeputTe nmynkT CBoiicTBa (Properties), mepeiaute B 3aKiIagKy



«Ilepenaya 30ub (Zone Transfers), yoenurech uTo MyHKT «Pa3pemmurs nepe-
nady 30HbD (Allow zone transfers) BkmtoueH. B ciyuae, ecnu mapamerp BbI-

KJIFOYEH, €ro HEO0X0IUMO BKIIIOUUTH (puUc. 7.3).

C nmomotnpio yTHUIUTH dig, yCTAaHOBIEHHOW Ha CTAaHIMU CKaHUpoBaHus Linux,

nosyuute onucanue 30HbI DNS. ITlpoananu3upyiite NOJyYEHHBIE IaHHBIE.
Crenaiite BBIBOJBI O TOM, KAKYyI0 HHPOPMALIMIO O CETH MOKHO TOJYYUTh C HC-

noJib30BaHueM nepeaaduu 3061 DNS. JlononHuTe cTpoKy 3 Tadmauibl 8.2.

= dnsmgmt - [DNS',SERYERForward i m] 4]
o .| . " . el
File  Action  Wiew  Window - |E| bt

= = = e alpha.local Properties el | =
& = | | %

3 oo General I Start of Autharity [504] | MHame Servers

e Zone Transfers i

El@, SERVER WINS Security

ElD Forward Lookup Zones

- A zone transfer zends a copy of the zone to reguesting servers,
% _msdes, alpha,local
g

alpha.local
_msdcs
E]--% sites & To any server
-2 tep = Only to zervers listed on the Mame Servers tab
-0 _udp " Only to the following servers
EID DormainDnsZone
D _sites IP address:
xR ) Aidd
I:I--CI ForestDnsZones

{21 Reverse Lookup Zones
EI--@ Event Viewsr
i 4] DMS Events

Hemowve |

To specify zecondary servers to be notified of zone updates, click

Matify,
Matify.. |

0k I Cancel | Apply

rver.alpha.local., ho...
slpha.local,

1001

200, 1

mlpha.local,

A0

200,1

slpha.local,

102

slpha.local,

Puc. 7.3. Pa3zpemenue nepenauu 30061 DNS

7.7. Co30aHue kapm cemu

Kapra cetu mo3BoJiIeT NOJYyYUTh MPEJICTABICHUE 00 apXUTEKTYpEe U CTPYK-
Type cetu. OOBIUHO KapTa CETU MPEACTaBIsAET H300paKEHNE CETEBOM TOMOJIOTUH B
paMkax (u3nYecKOro ((pu3nYecKoe pacloNoKEHHE CETEBBIX y3JI0B M KaHAJIOB, PHUC.
7.4), kaHaIbHOTO (CITOCOO KOMMYTAIIUU CETEBBIX Y3JIOB, PUC. 7.5) U ceTeBOro (cxe-
Ma B3auMoJiecTBus Mexay IP-moacersimu, puc. 7.6) ypoBHeit mogenu OSI.

CymiecTBytOT crnocoObl aBTOMAaTUYECKOI0 MOJy4eHUsl KapTel ceTd. Hampu-
Mmep, nporpamMmmbl LAN MapShot u NetCrunch 1mo3BoJislFOT MOCTPOUTH KapThl CETH

KaHaJIbHOT'O U CCTCBOTI'O yp0BHeI‘/’I.
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Puc. 7.5. Kapra cetu Ha KaHaJIbHOM YPOBHE
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Puc. 7.6. Kapra cetu Ha CE€T€BOM YpOBHE

PaccmoTpum nipumep KapThl CETH, IIOCTPOEHHOM € MCIIOJIb30BAHUEM YTUIIATHI

NetCrunch (puc. 7.7). Bce HaiiieHHBIE CeTEeBBIC y3JIbl COSTMHCHBI JIMHUEH, 0003Ha-
YaloIIeH, YTO OHM HaXOJSATCS B OJTHOM CETEBOM CETMCHTE.

I[J'I?I IMOCTPOCHUA KapThbl CCTH HAa CCTCBOM YPOBHC MOKHO BOCIIOJIB30BATLCA

yrwmton traceroute (tracert B OC Windows). YkazanHasi yTuiInTa MO3BOJISIET OTI-
penenuTh MyTh, MPOUIEHHBIA MAKETOM OT OTIpPAaBUTENS K mosydarento. KomOuHu-
pyst 3Ty HHPOpMaLIKIO, MOXKHO co31aTh KapTy cetu. YTuiuthl NetCrunch u Visual
Route ncmonb3yroT yka3aHHbBIH METOA JIJIsl aBTOMAaTHYECKOTO MMOCTPOCHHSI KapT CETH
Ha CETEBOM YPOBHE.

BBIIIO/IHUTH!

8.

C nomMomuipio 1eMOHCTpalmoHHoU Bepcun mporpammbl NetCrunch, ycranosien-
HOM Ha cTaHIMU cKaHupoBaHUs « Windowsy, OCTpONTE KapTy MOAEIUPYEMO
ceTd. /[[ns mocTpoeHus KapThl CETH BOCIOJIB3YMTECH MAacTEPOM ITOCTPOEHUS
kapThl «Create New Atlas», KOTOpOTO MOXHO 3aIlyCTUTh [IPH CTAPTE YTHIUTHI
NetCrunch. BriGepute «Yes» B OKHE MOATBEPKIACHHSI aBTOMATHYECKOTO MOUC-
Ka ycTpoucTB. B kauecTBe aapeca cetm n macku ykaxure 192.168.10.0 u
255.255.255.0 cootBercTBeHHO. BBIOepuTe aBTOMaTHYECKUH CIOCOO OOHapy-
KEHHsI CeTEBBIX y3510B. HaxkmuTe KHOMKY «next», BeiOepuTe myHKT «Bce cere-
Bbie y3ibD» (All nodes). ITociie oOHapykeHHsI CETEBBIX Y3JIOB KapTy CETH MOXK-
HO TIPOCMOTPETh, BbIOpaB aapec cetu B nyHkre IP Networks = Local neBoii
nanenu. C nomoiupto koMauael File = Export = Export Map xapty cetu
MOKHO COXPaHUTh B Irpaduueckom daitie.
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Puc. 7.7. Tlpumep KapThl, MOCTPOEHHOU ¢ TOMOIIBI yTuiHThl NetCrunch

7.8. Ucnonb3oeaHue ckaHepa 6e3onacHocmu Nessus

Ckanep 0€30MaCHOCTH — 3TO MPOrPaMMHOE WIJIM MPOrpaMMHO-aNNapaTHoe
CPEACTBO, IPEAHA3HAYCHHOE JUI1 AaBTOMATU3alMU IPOLEAYPI BbIABICHUS YSI3BUMO-
CTEll KOMIBIOTEPHBIX cucTeM. Ero riaBHOM (pyHKIMEHN SBISETCS BBIACHEHUE BEPCHIA
YCTaHOBJIEHHOI'O NPOTrPAMMHOI0 obOecreyeHus: U OomMUOOK KOH(Urypaluu, B TOM
Yucae B MapojbHOW monuTuke. (st 3Toro ckanep 0e30MacHOCTH OOHApYyKUBAeT
JIOCTYIHbIE HA y3JI€ CETEBbIE CIYXObl, MbITAETCS MOAKIIOUUTHCS K HUM, a IOCIE
3TOr0 — MPOU3BECTU COOTBETCTBYIOIIUN HAOOP TECTOB.

Anroput™m paboThl ckaHepa 0€30MaCHOCTH 3aKI0YAeTCs B CIEAYIOUIEM: OIle-
paTop 3amaet HeKoTopbiit Habop [P-anpecoB winm DNS-uMeH y310B, KOTOpbIe HE00-
XOIMMO ITPOCKaHMpoBarh. [locime 3TOro ckaHep NMpom3BOAUT NMPOBEPKY AOCTYITHO-
CTH JTaHHOTO Y3714, 3aTeM UIACHTHU(PHUIPYET OTKPBITHIE MOPTHI M ONPEICIIET 3aIly-
LICHHBIE CETEBBIE CCPBUCHI.

OCHOBHBIM KOMIIOHEHTOM CKaHepa 0e30MacHOCTH sIBisieTcsl 0a3a ysS3BUMO-
crei. Mcnone3ys ee, CKaHep NbITaeTCsl IPOBEPUTH YSI3BUMOCTHU CETEBBIX CEPBUCOB,
MOOYEPEHO MPUMEHASI TECThl, MOAXOIALIME ISl JAHHOTO BBIOPAHHOIO CEpBHCA.
CkaHepsl 6€30I1aCHOCTH MOTYT ITPOBOJUTH OOHAPYKEHUE YSI3BUMOCTEN HE TOJIBKO B
CeTeBbIX cepBucax, HO U B OC, B JOKaNbHBIX CepBUCax U npuioxeHusx. [locne 3a-
BEpILEHUSI CKaHUPOBAaHUS BCce COOpaHHbIE JAaHHbIE OOBEIUHSIOTCS B OTYETHI pas-
JUYHON (OpMBL. AyAUTOP MOXKET BKIKOYATh JaHHBIE OTYETHI B JOKYMEHTBI, OIIUCHI-
BAIOLIUE PE3YJIbTAThl MHCTPYMEHTAIBHOM IIPOBEPKH.



[Tpu ucnonab30BaHUM CKaHEPOB OE30MACHOCTH ayAUTOP JOJKEH COOJI0/IaTh
MOBBIIICHHYIO OCTOPO’KHOCTb, TaK KaK MPH TECTUPOBAHUM OHU MOTYT pPEaNU30BbI-
BaTh aTaKy Ha YA3BUMBIE CUCTEMBI, YTO MOKET CIPOBOIMPOBATH HApyIIEHUE HOP-
MaJIbHON pab0TOCTIOCOOHOCTH CUCTEMBI.

Ckanep 0€30MaCHOCTH HE MBITACTCS «B3JIOMATh» OOCIEAYEMBIi y3€ll, TeM He
MeHEe MPOU3BOAUMBIE TECThI MOTYT OBITh OMACHBIMH B TOM IUIaHE, YTO CIIOCOOHBI
BBI3BAaTh OTKa3 B OOCIykuBaHHH. KpoMme TOro, HEKOTOpbIE CKaHEpHl, TaKHe Kak
LANguard Network Security Scanner, TO3BOJISIIOT BBIIOJHATh aTaKy «yAaJ€HHBIM
noAOoOp mapoiisi» s Joctyna kK obmuM daiinam u nmankam (B OC cemelicTBa
Windows NT 3To 5KBMBaJIEHTHO aTake Ha YYETHYIO 3alKCh MOJIb30BATEs).

B kadecTBe WIUIIOCTpALIMK PACCMOTPUM LIMPOKO M3BECTHBIN W MOMYJISAPHBIM
ckanep Nessus. I[Iporpammuast yactb Nessus Bepcuu 3.0 siBisieTcss CBOOOJHO pac-
IPOCTPaHsAEMOI, HO Ul MOJIb30BaTeNe, KOTOpble HE MPHOOpPEIH JUIEH3UI0, 00-
HOBJIEHHE 0a3 JaHHBIX YSI3BUMOCTEW MPOU3BOJIUTCS TOJBKO 4Y€pe3 HENENI0 C MO-
MeHTa MX Bblllycka. Kpome Toro, cBoOOIHO pacrpocTpaHseMas BEpCUsS MOXKET
NPUMEHATHCA JIUIIb 11 CKAHUPOBAHMS Y3JI0B B mojceTsax kiacca C.

CrpykrypHO Nessus COCTOMT U3 CEpBEPHOU YaCTH, KIIMEHTCKOW YacTH U Ha-
O6opa moakmouaeMbix mMoxyien (plug-ins). CepBepHas 4acTh oOecrednMBaeT B3au-
MOJICMCTBUE C CETEBOM CPEAOM, 3aIyCK BHIOPAHHBIX TECTOB, a TAKXKE MOJIyYEHUE U
NEepBUYHYI0 00pabOTKy UX pe3ynbTaToB. [loakitouaeMble MOAYIU — 3TO CLUEHAPHUU
TECTOB, HAllMCaHHbIE HA CIELHAIBLHO Pa3pabOTaHHOM MJisi ATOTO MHTEPIPETUpPYe-
MoM si3bike NASL (Nessus Attack Scripting Language). Knmnentckas gactb ooecrie-
YUBAET B3aUMOJICHCTBUE MOJI30BATEINS C CEPBEPOM, BBHIOOP M HACTPOUMKY TECTOB, a
TaK)Ke TeHepaIuio OTYETOB O CKaHUpOoBaHUU. OOMEH MEXy KIIMEHTCKOU U cepBep-
HOM dacTsMu BeaeTcss 1o mnpukiagHomy mpotokoidy NTP (Nessus Transport
Protocol) u MoxkeT OBITH Kak OTKPHITHIM (0€3 mudpoBaHus nepenaBaemMoro Tpadu-
Ka), TaK U 3aKpBITHIM (C mudpoBaHuEeM 1Mo 0JHOMY U3 TpoTokonoB SSL umm TLS).
[To ymosuaHuio cepBep ucoib3zyer nopt 1241.

['maBHOI OCOOEHHOCTHIO CKaHepa 0e30macHOCTH Nessus SBISETCS OTKPBI-
TOCTb CIICHAPUEB TECTUPOBAHUSA M BO3MOXKHOCTH HAMMCAHUS MOJIH30BATEIIEM CBOUX
COOCTBEHHBIX CLEHApUEB WM JOPAOOTKU CYLIECTBYIOIIMX. JTUM Nessus Kapau-
HaJIbHO OTJIMYAETCA OT MOJABJSAIOIIET0 OOJBIIMHCTBA KOMMEPYECKUX CKaHEPOB,
IIPOTrpaMMHBIN KO KOTOpbIX siBisieTcs Ha 100 % 3aKkpbIThIM.

PaccMoTpum npuMeHeHue ckanepa Oe3omacHocTd Nessus Ha IpUMepe Bep-
cun 3.0.3 s OC cemeiictBa Microsoft Windows. YcraHoBka aHHOTO CkaHepa
MPOU3BOAMUTCS CTaHJIAPTHBIM 00pa3oM. O0s3aTeNbHBIM YCIOBUEM €TI0 HOPMAaJIbHOM
paboTHI ABISACTCS HaIMUUEe @yHkyuonupyowet ciyxonl Tenable Nessus (puc. 7.8),
KOTOpasi yCTaHABIUBAETCS BMECTE CO CKAaHEPOM.

YroOsl HavaTh CKaHMPOBAaHME, HEOOXOIMMO HaXKaTh KHOMKY «Start Scan
Task» B mento mporpammbl. UCXOMHBIMU JAHHBIMH JIJII CKAHUPOBAHUS Y3J1a SBJIS-
torcs ero IP-anpec (puc. 7.9), a Takke COBOKYITHOCTh TECTOB, KOTOPBIE HEOOXO 1~
MO BBINOJIHUTS (puc. 7.10).
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Puc. 7.8. Cmyx6a Tenable Nessus B nepeute ciryx0

UtoObl BBIOpaTh BCE TECTHI, 32 UCKIIOUEHHUEM «OIMACHBIX» (T€X, YTO MOTYT
BBIBECTH y3€J1 U3 pabOTOCIOCOOHOTO COCTOSIHHUS), U MCIOJB30BaTh MpPU ATOM Ha-
CTPOMKHU «I10 YMOJTYaHHIO», He0OX0IMMO BhIOpaTh MyHKT «Enable all but dangerous
plugins with default settings». [Ipu Hanmuuuu yBEpEeHHOCTH B TOM, YTO BPEMEHHBIN
BBIXOJ] y3JIa U3 CTPOSl HE HAHECET HUKAKOro yiiepda, MOXHO BhIOpaTh MyHKT «En-
able all plugins with default settings». [Ipu HEOOX0AMMOCTH ONpEEeTUTh KOHKPET-
HBI CNHCOK MPOBOJAMMBIX TECTOB, a TaKXe€ MOTPEOHOCTH W3MEHUTH HACTPOWKH
IPOrpaMMbl HYKHO BeIOUpaTh MyHKT «Define my policy». Ciaemyer 3aMeTuTh, 4TO B
ATOM CJIy4ae ClIeJTaHHbIE HACTPOUKHU M BHIOPAHHBIA CITUCOK TECTOB OYIyT JEHCTBO-
BaTh JIMIIb B XOJI€ OJHOU orepainuu ckaHupoBanus. [loaromy Gosiee pa3yMHBIM SB-
JSIeTCs TIPEABAPUTENBHOE CO3/IJaHUE COOCTBEHHOM MOJUTHKU CKaHHUPOBAHUS C HC-
NOJIb30BaHUEM JTMATOroBOro okHa «Manage Policies» (puc. 7.11), koTopoe OTKpHbI-
BaeTCsl M3 MEHIO mporpaMMmsbl. [log moiauTukol MmoHMMaeTcs Habop TECTOB U Ha-
CTPOEK POrPaMMBI.

UToO0BI cO31aTh HOBYIO NOJUTUKY, HEOOXOMMO HaxkaTh KHONKY «Add a new
policy», a 3aTem BBecTH ee UMs. {151 M3MEHEHHUS HACTPOEK HEOOXOAMMO HaXKaTh
«Edit Settings», a 1151 BeIOOpa crincka TectoB — «Edit Pluginsy. /IluamoroBoe okHO
C HACTpOMKaMH MPOTrpaMMBbl ITOKa3aHO Ha puc. 7.12.



ﬂ Tenable Nessus Yulneral ¥ Scanner

Nessus

@ Welcome

Please enter the target you want to scan

You can specify a single hostihostname or IP), a list of hosts separated by comma, an IP

(3 start Scan Task range, or a network address, (See Examples)

For frequently used addresses, Address Book can help you to manage them (address

&% view Reports book entries will show up in the drop down list below),
Other Options If you want to import target from a file instead, click Here,
1% address Book
[192.168.10.1 [-]
T Manage Policies
‘@ Update Plugins B mext
See Also
@ Help

O sbout Nessus

Copyright & 2003-2006 Tenable Network 5ecurity, All rights resanved.

Puc. 7.9. VYka3zanue IP-agpeca ckanupyemoro ysia

E Tenable Nessus Yulnerability Scanner

NessL

Please choose the plugins set you want to use
@ Welcome Messus uses plugins to do security checks, Most plugins are implemented in nasl (Messus
Attack Scripting Language) and perform a particular security check, By selecting plugins,

03 start Scan Task you can define a security check to fit yvour own needs,

& view Reports

Enable all but dangerous plugins with default settings (Recommended)

Other Options o
i} Address Book

Enable all plugins with default settings (Even dangerous plugins are enabled)

" Choose a predefined policy (You should use Manage Policies to create one first)
‘E" Manage Policies

- ) " Define my policy (For advanced user)
Update Plugins

Mote: Dangeraus plugins may cause Denial of Service to the host(s) being scanned,

See Also
@ Help g] Back EJ MNext

@ shout Messus

Copyright @ 2003-2008 Tenable Metwork Security, All rights reserved.

Puc. 7.10. OTkiroueHne OnacHbIX TECTOB



ﬂ Tenable Nessus ¥ulnerability Scanner

Manage Policies

@ Welcome Freguently used policies can be managed here, You can select a predefined policies when
starting a new scan.

B view Repaorts [T MyPolicy Edit Settings  Edit Plugins

[@ 5tart Scan Task

Other Options %1 Add a new policy x Delete selected policy(s)
i) Address Book

2" Manage Policies

'@’ Update Plugins

See Also
@ Help

@ shout Messus

Copyright @ 2003-2006 Tenable Metwork Security, All rights reserved.

Puc. 7.11. Co3nanue moJIMTUKU CKaHUPOBAHUS

&5 Tenable Nessus ¥ulnerability Scanner

View or Change Settings

& welcome General | |P|ng| I Services | | Credentials | IWebI | Caompliance | |Others I
Global configuration parameters for Nessus

@ start Scan Task

) |7 Safe Check
B Wiew Reports
Max nurnber of hosts 20

Max number of security checks |4
|5

Other Options

5 address Book
Checks read timeout {in seconds)
7 Manage Policies

Plugins timeout {in seconds) 120
¥ Update Plugins Report verbosity Im
See Also Report paranaia |Marmal =]
@ Help Port range to scan |default
@ About Nessus Non simult ports [139,445

¥ &uto enable dependencies
¥ Silent dependencies

[¥ Cptimize test

& pack B save MyPolicy'

Copyright @ 2003-2006 Tenabla Netwot Sacurity, All rights resenved.

Puc. 7.12. MI3meHeHME HACTPOEK MOJIUTUKNA CKAaHUPOBAHHUS



Bce HacTpoiiku cHaOXeHbl MOSCHEHUSMH, MOATOMY JIETAIBHO paccMaTpu-
BaThCsi He OyayT. UToObl BbI3BaTh COOTBETCTBYIOLIEE IOSICHEHHE, HEOOXOIUMO
HIEJIKHYTh HAa HAa3BaHUM HACTPOMKH (Kypcop MpHU 3TOM NPUMET (POPMY CTPEIKHU C
BOIIPOCUTEIBHBIM 3HAKOM). TeM He MeHee CJeayeT OTAEIbHO OCTAHOBHUTHCS HA Ha-
crpoiike «Safe Check». Bxirouenne nanHO# OMIMKM OTMEHSET MCIIONIb30BAHHUE TEC-
TOB, KOTOPbIE MOTYT BbI3BaTh OTKa3 y3Jia, [TOJABEPrarolIerocsi CKaHUpoBaHuUt0. B He-
3apeructpupoBanHoi Bepcuu Nessus 3.0.3 mns Windows 3Ta onius He I€UCTBYET,
U «OMAaCHBIE» TECThI BOOOIIE HE MPOBOAATCS.

JlnanoroBoe OKHO, B KOTOPOM OCYILIECTBJISIETCSI BEIOOP TECTOB OE30MaCHOCTH
(moaxiro4aeMbIX MOAYJEH), mpeacTaBieHo Ha puc. 7.13. B neBoil yactu skpaHa
0TOOpaXaroTCsl TPYIIIbI, HA KOTOPBIE IIOJIEIEHbI BCE TECTHI, @ B IPABOM, IIpU BbIOOpE
COOTBETCTBYIOLIEH I'PyIIbl, — COOCTBEHHO CIUCOK TecToB. [loakntouaemble MoTy-
JU CTPYNIUPOBAHBI 10 THUIAM YS3BHUMOCTEH M HCIIOJIb3yeMOMY Ha CKaHHUPYEMOM
y3j1€ IpOrpaMMHOMY OO€CIEeUeHHUIO (TUI ONEePallMOHHON CHUCTEMbI, Haauuue web-
cepsepa, FTP-cepsepa u mp.).

Ecnu u3BeCTHO, Kakas ONepalMOHHAs CUCTEMAa YCTAHOBJIEHA Ha CKaHHUpYe-
MOM Y3JI€, TO MOYXHO YCKOPUTb IPOLENYPY CKaHUPOBAHUS BBIOOPOM TOJBKO aKTy-
QJIBHBIX JUUIS1 3TOM CUCTEMBI TECTOB. B OCTalIbHBIX CilydasXx pEKOMEHIYETCs BBINOJ-
HSATh MAKCUMAaJIbHOE YHUCIIO TeCTOB. Eciu co3nana moiMTuKa CKaHMPOBAaHUS C HEOO-
XOJAMMBIMU HACTPOWKaMHU, TO MPH 3aMyCKe CKAHUPOBAHMUS MOXKHO BHIOpPATh MYHKT
«Use a predefined policy» u nanee — tpeOyemyro NOJUTHUKY.

E Tenable Nessus Yulnerability Scanner

Select plugins to use
@ welcome v Families = Plugins’ Name -
O alx Local Security Checks Fl+ 4+ + ATHO rmodern hangup
E Start Scan Task Oeackdoors F3com RAS 1500 DoS
O cal abuses Flabyss httpd crash
[% iew Reports O CGI abuses : %55 Mabyss httpd Dos
Ocisco Flallegro Software RomPager 2,10 Denial of Service
Other Dptions O Cebian Local Security Checks [ analogx denial of service
O Default Unix Accounts Manalog® denial of service by long CGI narme
0 Address Book Denial of Service Fanalogs SimpleServer:wi'n Do
- OFTP Flannex Dos
Eﬂ Manage Policies OFedora Local Security Checks @ Apache Input Header Folding and mod_ssl
. ) OFinger abuses ssl_io_filter_cleanup Do% Wulnerabilities
é Update Plugins OFirewalls HMpac:he mod_ssl Error Docurnent Denial of Service
O FreeBSD Local Security Checks Vulnerability )
See Also O Gain a shell remotely Apac:_he Torncat Remote Malformed Request Denial Of
O Gain roat remately _ | Service Yulnerability
@ Help ® General FappSocket Dos
O Gentoo Local Security Checks MArgosoft Dos
@ Ahout Messus Ol HP-UX Local Security Checks FlarGoSoft FTP Server XCWD Overflow
Mascend Kill

O Mac0S = Local Security Checks

- 7] !
O Mandrake Local Security Checks Wl Axent Raptor's D_DS X .
Misc MEBadBlue Connections Denial of Service

FEBadBlue invalid GET DoS

Onis

O Hetware MEFTelnet Dos

O Peer-To-Feer File Sharing SIND_ Ua\l;diator ?jelli Checking Rermote Denial Of

M Prrt cranners LI | =Ervice Vuinerapllity LI
Back Save 'MyPolicy’
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Puc. 7.13. BwiGop moakitouaeMbIX MOTYJICH



HuanoroBoe okHO Nessus B Mpoliecce CKaHMPOBAaHUS MTOKa3aHO Ha puc. 7.14.
Cuenapuii Tecta i KaxJa0W ysI3BUMOCTH B 00IIIeM cirydae yHukaneH. MHoraa 3To
JUIIb MOJKIIIOYEHUE K COOTBETCTBYIOLIEMY IMOPTY W MOJy4YEHUE MEPBUYHOM WH-
dopmauu 0 MPOrpaMMHOM OOECIIEUEHUHU CepBEpa, B JAPYTUX CIydyasx TOTMOIHH-
TEIHHO BBITIONHSACTCS PSIT 3aIIPOCOB, YTOOBI YCTAHOBUTD, TOCTYIHBI JIn (yHKIIUHU, B
peanu3anuax KOTOPbIX CYIIECTBYIOT ys3BUMOCTH. CyllecTBYeT OT/AENIbHAsI KaTero-
pHsl «OMACHBIX» TECTOB, KOTOPbIE MPEACTABIISIIOT COO0M peann3aluuy aTak Ha OTKa3
B 00ciy)kuBaHuM (KiaaccuyeckuM rpumepom sisisiercss WinNuke). B Bepcun Nessus
st Windows ckaHMpoOBaHHUE MOPTOB M OOHAPYKEHHE Y3JI0B B CETU — 3TO TECThI
rpymisl «Port scanners», KOTOpbIe MOYKHO BKJIFOUUTD UIIN BBIKJIFOYUTb.

Pesynbrarel paboThl CKaHepa MPEACTaBISIOTCA MOJIb30BATENI0 B BUJE OTUETA,
KOTOPBIM MOXKHO IKCIIOPTUPOBaTh B JoKyMeHTHl ¢opmata PDF, HTML wiu B Tek-
croBeie (aitnel. [Ipumep okna Internet Explorer ¢ dparmenTom otuera o CKaHHPO-
BaHWM MOKa3aH Ha puc. 7.15. B kaduecTBe CKaHUPYEMOro y3ja HCI0JIb30Bajach pa-
Ooyasi cTaHIMsI C YCTAaHOBJICHHOM onepannoHHoi cuctemoit Windows 2000 Profes-
sional Service Pack 4.

E Tenable Nessus ¥ulnerability Scanner o |EI|1|

S|

Nessus

@ welcome

Scan in progress, 0 of 1 host(s) done.,

[@ Start Scan Task

@& view Reports R .
Host being scanned Progress Open Ports MNotes Warnings Holes

. 192.168.10.2 76% 8 26 z g
Other Options

W Address Boaok
T2 Manage Policies

% Update Plugins

See Also
@ Help

& 2bout Nessus

@ Pause o Stop
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Puc. 7.14. JlnanoroBoe okHO Nessus B IPOLECCE CKAHUPOBAHUS

PaccmoTpum, Kak ciaeayeT MHTEpHpPETUPOBATh PE3YyJIbTaThl CKAHWPOBAHUS.
JIjig KaXI0ro y37a B OTYETe MPHUCYTCTBYET 3aIUCh ¢ OOOOIICHHBIMU pPe3yJIbTaTaMu
ckaHupoBaHus (puc. 7.16), B KOTOpOi MPUBEAEHO KOJUYECTBO OTKPBITHIX MOPTOB (8
Open Ports), npumeuanuii ¢ nonoiHUTeNbHON uHpopManueit (27 Notes), npeny-
npexenuid (2 Warnings) u cepbe3nbix ys3pumocteit (10 Holes).



Jlist ka0t 0OHAPYKEHHOM YSI3BUMOCTHU U JIJISl K&KIOTO YCIENIHOTO TeCTa B
OTYETE TMPUCYTCTBYET 3allUCh CO CICAYIOIMUMHU 3jaeMeHTamMu (puc. 7.17):
«Synopsis» — KpaTkuii 0030p ysa3BuUMocTH, «Description» — ee onucanue, «Solu-
tion» — cchulka Ha Web-CTpaHUuIly ¢ JIeTaJbHBIM ONMUCAHHEM YSI3BUMOCTH U Mep,
KOTOpBIE HEOOXOANMO MPEANPUHSATE s ee ycTpanenus, «Risk Factor» — undop-
Malus O CTENEHH OMACHOCTH JAHHOW YSI3BUMOCTH M CCBUIKM Ha 3TY YSI3BHUMOCTbH B
pa3nuYHbIX 0a3axX JaHHBIX YSA3BUMOCTEM.

®dakTop pucka Beluucisercs B cooTrBercTBuM co cranpaptrom CVSS (Com-
mon Vulnerability Scoping System) u npeacTaBisieT co00il YUCIOBYIO BEJIMYUHY OT
0 no 10, rae 10 — MakCUMaJIbHBIN YPOBEHb OMACHOCTH, COOTBETCTBYIOIIUNA KPUTHU-
yeckoil ys3BUMOCTH. CVSS — OTKpBITBINM CTaHIApT JUIsl MOjcUYeTa «0a30BOro ypos-
HS1», KOTOPBIA KOJIMYECTBEHHO MPEJCTABISET BEJIMYMHY YIPO3bl OT YS3BUMOCTH.
«ba30BbIil YPOBEHb» HE YUUTHIBAET KOJIMYECTBO UHIIUIAEHTOB U MMOTEPb, CBA3AHHBIX
C YSI3BUMOCTBIO. DTOT CTaHJAPT TaKXe MPEAYyCMaTPpUBAET BO3MOXKHOCTH MOJCYETA
TaKuX ypOBHEH, KaK «BPEMEHHBIN yPOBEHb» (CBSI3aH CO CTENEHbID MU3BECTHOCTH U
KOJMYECTBOM MCHOJb30BAHMS YSI3BUMOCTH) U «YypPOBEHb, 3aBUCALIUMN OT OKpYyXke-
HUS» (BbIUMCsieTcs Ha 0a3e nH(OpMAaLUK O CUCTEME, HA KOTOPOH HAXOIUTCS yA3-
BHMOCTb).

/3 Tenable Nessus Security Report - Microsoft Internet Explorer - 10l x|
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23192.168.10.2 2 Open Ports, 27 Motes, 2 Warnings, 10 Holes,

| Return to tOQ |
netbios-ssn W Portis open
(139/tcp) Plugin 1D : 11219
3 An SMB server is running on this port
Plugin ID ; 11011
epmap " Portis open
{135/tcp) Plugin 1D ; 11219
 Synopsis :
A DCEfRPC service is running on the remote host,
=l
|@'] oTos0 l_ l_ |_| _g MoH KOMIBHITER v

Puc. 7.15. ®parMeHT oTyeTa O CKAaHUPOBAHUH

@192.163.1!].2 2 Cpen Ports, 27 Notes, 2 Warnings, 10 Holes,

Puc. 7.16. Ilpumep 0000IIEHHBIX PE3YIbTATOB CKAHUPOBAHMUS



x Synopsis :

Arbitrary code can be executed on the remote host,

Description :

The remote host is running a version of Windows which has a flaw in
its RPC interface, which rmay allow an attacker to execute arbitrary code
and gain SYSTEM privileges.,

An attacker or a worrm could use it to gain the control of this host,

Mote that this is NOT the same bug as the one described in MS03-026
which fixes the flaw exploited by the '™MSBlast' {or LoveSan) worm.

Solution:

btk Afwewewy microsoft.comytechnet/security /bulletin/M502-039. mspx

Risk Factor :

Critical f CWS5 Base Score @ 10

(o RSAC LA NRSC Cle G R M)

CWVE  CWE-Z20032-0715, CWVE-2003-0528, CWVE-2003-0605
BID ; 8458, 84460

Other references @ [AVA:2003-4-0012

Plugin ID : 11835

Puc. 7.17. Tlpumep onucanus ysi3BUMOCTH

Pacuet «06a30BOro ypoBHS» BBIIOIHSETCS MO CIEAyomIen hopmye:
BS=10*AV*AC* Au * ((C1 *C2) + (11 *12) + (Al * 42)),
i€ pe3ysbTaT OKPYyTIseTcs 10 OIMKaiIIero Mejioro Yucia;
BS (Base Score) — BennunHa «0a30BOTO YPOBHS»;
AV (Access Vector — BekTop goctyna): 0,7 — B ciyyae HEOOXOAMMOCTHU JIOKAJIBHO-
ro JI0CTyna JJis UCTIOIb30BaHUsl ySI3BUMOCTH; 1| — B Cilydae BO3MOXKHOCTHU yZaJIeH-
HOTO HCIIOJIb30BaHUS YSI3BUMOCTH;
AC (Access Complexity — cIOXHOCTB JOCTyna W peanu3anuu ataku): 0,8 — BbI-
cokas, | — Hu3Kas;
Au (Authentication — ayrentudukanus): 0,6 — tpedyercs, | — He TpedyeTcs;
C1 (Confidentiality Impact — BnusiHue Ha KOHPHUACHIUATHHOCTE): 0 — OTCYTCTBY-
er, 0,7 — 4aCTHUYHO MPHUCYTCTBYET, | — MOTHOCTHIO MOKET HAPYIIUTh KOH(DUICH-
[IUATbHOCTb;
11 (Integrity Impact — BnusiHUE Ha HEenoCcTHOCTH): 0 — otcyrcrByer, 0,7 — yac-
TUYHO MPUCYTCTBYET, | — MOJTHOCTHIO MOXKET HAPYIIUTh LIETOCTHOCTS;
Al (Availability Impact — BnustHue Ha goctynHOCTh): 0 — otcytcTByeT, 0,7 —
YACTHUYHO MPUCYTCTBYET, | — MOJHOCTHIO MOXET HAPYLIUTh JOCTYITHOCTD;
C2, 12, A2 — xoapdunmentsl BozaeicTBus yrpossl (Impact Bias) Ha konpuaenm-
aJIbHOCTb, 1[€JIOCTHOCTh U JOCTYNMHOCTb. KO3 puIMeHTs MOryT NpuHUMAaTh 3Haye-



uust: (1/3;1/3;1/3) — ysA3BUMOCTH B PaBHOM CTENEHH PAcCHpOCTpaHSETCS Ha BCE
cBorictBa; (0,5; 0,25; 0,25) — ysI3BUMOCTbH B OOJIBIIICH CTEIIEHU 3aTparuBacT KOH-
bunenunanbHocTh; (0,25; 0,5; 0,25) — ys13BUMOCTb B OOJIbIIEH CTEIEHH 3aTparuBa-
et nenoctHocts; (0,25; 0,25; 0,5) — ya3BUMOCTH B OOJBINCH CTENIEHU 3aTParuBacT
JIOCTYHOCTb.

KoadduumeHTsr Bo3eHCTBUS yTPO3bl JAIOT BO3MOXXHOCTh Ha3HAYEHUS MPHU-
OPUTETOB TOT'O WJIM MHOTO CBOMCTBAa MH()OPMAIIMOHHOW CHUCTEMbI C TOYKHU 3PEHUS
BBINIOJIHAEMbIX cucTeMol (pyHkiuil. Hanpumep, ecinu ysi3BUMOCTh B U(ppYrOHIei
(aiiyioBOM cucTeMe B paBHOM CTEMEHU 3aTparuBaeT (MOJHOCTHIO HAPYIIAET) U KOH-
buaeHIMaNbHOCTh, W JOCTYHNHOCTh JAHHBIX, TO KOH(UIEHUIHUATBLHOCTH JIOJKEH
OBITh OT/IaH MIPUOPUTET.

[IpoBenem pacuet «06a30BOro ypoBHs» Ha MpUMeEpe HAWACHHOW ySI3BUMOCTH:
BS = 10*1*1*1*(1*1/3+1*1/3+1*1/3) = 10. [lanHbIi1 pacyeT COOTBETCTBYET CTPO-
ke B onucanuu ysizBumoct: AV:R/AC:L/Au:NR/C:C/A:C/I:C/B:N.

Tabnuna 8.3
Oo6pazer opopmiIeHHS IEPEUHS HAlIEHHBIX Y3BUMOCTEH

IP-agpec: 192.168.10.1 IMopT: 445/tcp

CreneHb OIACHOCTH: KpUTH4ICCKaA

Npnentudukanus ya3BUMOCTH:

CVE: CVE-2003-0715, CVE-2003-0528, CVE-2003-0605
BID: 8458, 8460

IAVA: 2003-A-0012

Kpartknii 0030p:
C}’IHGCTByeT BO3MOKHOCTb YAAJICHHOT'O BBIITOJIHCHUS ITPOU3BOJIBHOI'O ITPOTpaMM-
HOTO KOJIa Ha TAHHOM CETEBOM Y3JI€

Onucanue:

Ha y3ne ycranoBnena onepanuonHas cuctreMa Windows, uMmeromas ys3BUMOCTb B
peanu3aiy 0JHOTO U3 MPOrpaMMHBIX Motyel. [Ipu Hanuuum goctymna 3710-
YMBIIUICHHUKA K JAHHOMY Yy3J1y 110 CETU CYIIECTBYET BO3MOXKHOCTh 3aIlyCKa Ha
HEM MPOU3BOJILHOTO MPOTPAMMHOT0 KOJIa C MAKCUMAJIbHBIMU ITOJTHOMOYHSIMU
(TOJTHBIN KOHTPOJIb HAJT y3JI0M)

Mepbl 10 yCTPaHEHHIO:

Tpebyercst mepeHacTpoiika ONepalliOHHON CUCTEMBI H/HIIM yCTaHOBKA OOHOBIIE-
HUll 6€30MacHOCTH.

[ToapoOHast uHGOpMaIsS MOKET ObITh TTOJTyUeHa ¢ oduimanbHoro web-caita Mi-
crosoft: http://www.microsoft.com/technet/security/bulletin/MS03-039.msps.

Crpoka c 3aronoBkoM CVE conepXut HOMep YSI3BUMOCTH B 0a3ze JTaHHBIX
CVE (Common Vulnerabilities and Exposures — oO1en3BecTHbIC YSI3BUMOCTH U
BozaeiicTBus). CVE npencraBiser coboii Te3aypyc M3BECTHBIX YS3BUMOCTEH, JTOC-



Tylo K KOTOPOMY MOKET OBITh Moiy4deH 1o anpecy «http://cve.mitre.org»y. CVE
npencTaBiseT coboi He 0a3y ysS3BUMOCTEH, a criocod nx uMeHoBaHus. Hampumep,
st ysizsBuMoctu ¢ uMeneM «CVE-2005-1206» snement «CVE» yka3biBaeT Ha To,
9TO ySA3BUMOCTH yke monyumna umsa «CVEy», uHaue ucmnonbp3oBasics Obl 3JIEMEHT
«CAN» — xanauaat Ha umsa, 2005 — rog, B KOTOPOM IMPOU3OLLIO YTBEPKICHUE.
Nudopmanuio o0 ysi3BUMOCTH MOXKHO HaiTh, ucnosib3ys uma CVE. Vsa3sumoctu
u3 npumepa Oyaer  COOTBETCTBOBaTh  cchlika  «http://cve.mitre.org/cgi-
bin/cvename.cgi?’name=CVE-2005-1206y.

BID (Bugtraq ID) — HoMep ys3Bumoctu B 6a3e nanubix BugTraq (ampec B
cetu UHtepHet: «http://www.securityfocus.comy»). Pa3znen «Other references» co-
JEPKUT CCBUIKM Ha Jpyrue 0a3bpl JaHHBIX, B KOTOPBIX 3apEerucTpUpOBaHA JaHHAs
ysi3BUMocTh, Hanpumep IAVA (Information Assurance Vulnerability Alert) — me-
TOA WIASHTU(DUKAIIMU YA3BUMOCTEH, MCIOJIb3yeMblii MUHHUCTEPCTBOM OOOPOHBI
CIIA. B nocnenneit ctpoke (Plugin ID) comepkuTcsi yHUKaIbHBIN HOMED TOJIKIIIO-
yaeMoro moayJiia Nessus, KOTOpbIA UCIIOJIb30BAJICS MPU TECTUPOBAHUH JAHHOU ys3-
BUMOCTH.

B xauecTBe npakTUYECKOro 3aJaHusl MpeAJiaraeTcsl MpOTECTUPOBATh HAJTUUKE
yS3BUMOCTEHM Ha y3J1aX HCCIEAYEMOM IMOACETH, OOHAPYKEHHBIX Ha MpPEIbLIYLIEM
JTamne MpoBeACHUs ayauTa. JJs moiaydyeHus NpeacTaBiIeHUs O TOM, Kakas UHQOp-
Malusl HUPKYJIUPYET B CETU B MPOLIECCE CKAHMPOBAHUS, UCIIOJIb3YETCS aHAIU3ATOP
cereBoro tpaduka Ethereal. dakT ckanupoBaHus npejaraercs oOHApPYKUTh MPHU
MOMOIIM CUCTEMbI 00HapykeHus aTtak Snort. [1o pe3ynbpraram ckaHupoBaHUsI HEOO-
XOJIMMO 3aIOJIHUTh OTYET 10 00pasily, IpUBeACHHOMY B Ta0uI. 8.3.

BBIIIO/IHUTH!

9. VYcranoBuTh Ha JIOKabHOM KommbloTepe [P-aapec Takum oOpazom, 4ToObI OH
oKazalics BHYTpH uccienyemont moacetu (192.168.10.0/24). MoxHo BbIOpaTh
moboii cBoOoaHbIHN [P-aapec.

10. 3amycTtuth cepBepHyt0 4acTh (ciryxk0y) Nessus mpu moMoniu ocHacTKu «Clryx-
oy (Ilyck = Hacmpoiika = Aomunucmpuposanue = Cnysxcont). 3amryCTUTh
KJIMEHTCKYIO 4yacTh Nessus.

11. Ounuctuts log-daiimer COA  Snort (ymaluth COAEPKUMOE  Karajora
«\snort\log»). 3anyctuts COA Snort ¢ moHEIM HAOOPOM TpaBwIl (U3 KOMaH/I-
HOM CTPOKH Katayiora snort\bin):

snort -i <umuTepgderic> -c ../etc/snort.conf -1 ../log,
rae <unHtepdeiic> — HoMmep MHTepdeiica CeTeBOM IJIaThl, MOJYYCHHBIA MPH
TIOMOIIY KOMaH/IbI:

snort —W.

12. 3anucars B aapecHyro kHury Nessus [P-anpeca y310B ckaHupyemoil OACETH,
KOTOpbIE OBLITM OOHAPYIKEHBI Ha MPEBITYIIEM dTarle.

13. 3amyctuth ananmuzartop tpaduka Ethereal. Bkmounts 3axBat Tpaduka Ha cete-
BOM uHTEpdelice, HaXOAIIEMCS B OJTHOM CETMEHTE CO CKAaHUPYEMBIM Y3JIOM.



14.

15.

16.

17.
18.

19.

20.

21.

22.

23.

3anyCTUTh CKaHUpPOBaHUE y3Jia OOHapYyKEHHOW paHee paboueil cTaHLUHU, UC-
HOJIB3YSl BCE TECTHI 332 MCKIIOYEHHEM «OIMACHBIX». [ 3TOro ykazaTh IYHKT
«Enable all but dangerous plugins with default settings» B nuamoroBom okne
BbIOOpA TECTOB.
JloxaTbes 3aBEepIICHUs TECTOB, BHIKIIOUUTH 3aXBaT Tpaduka, mpepsaTh pado-
Ty COA Snort (<Ctrl+C>).
[Ipoananu3upoBaTh pe3yabTaThl OTYETA, OTBETUTDH HA CIEAYIONINE BOTIPOCH:
a. Kakue moptbl OTKpbITHI Ha paboyei cTaHIuu?
b. Kakue kputudeckue ys3BUMOCTH OOHApPYKeHbI? UTO MOXKET CTaTh pe3yib-
TATOM UX HUCIIOJIb30BAHUA?
c. Kakue xoHKpeTHbIE neHCTBUS ClelyeT NPEANPUHATH A yCTpaHEHUs 00-
Hapy>KEHHBIX ySI3BUMOCTEN?
d. Kakum obpazom (akT ckanupoBaHusi oTpaxaercs B (aitne xypuana COA
Snort (\snort\log\alert.ids)?
e. CKOJbKO MakeToB OBLIO MEPEAAHO MO CETU B XO€ MPOILeaypbl CKAaHHPOBa-
Hus? KakoB cymmapHbIii 00beM nepeiaHHor nHpopmanuu?
3anoJHUTh OTYET O pe3yibTaTax CKaHUpOBaHUs (0Opaser cM. B Ta0m. 8.3).
3anmyCTUTh CKAaHUPOBAHUE y3ja OOHAPYKEHHOT'O paHee CepBepa, UCIOIb3Ys BCE
TECTHI 32 UCKITIOYCHUEM «OTACHBIX).
[Ipoananu3upoBaTh pe3yabTaThl TECTAa U 3aMOJHUTH Ta0l. 8.3 Mo pe3ynpTaTam
CKaHUPOBAHUs CEPBEpPa CO CTOPOHBI BHYTPEHHEH CETH.
VYcTaHOBUTH Ha JIOKaIbHOM KoMibloTepe [P-anpec Takum oOpazom, 4ToOBI OH
OKa3ajcsli BO BHEIIHEW MO OTHOUIEHMIO K MCCIEAYEMOMY KOMIIBIOTEPY CETU
(192.168.200.0/24). MosxHo BeIOpaTh 10001 cBOOOAHBIN [P-anpec.
3anyCcTUTh CKaHUPOBAaHUE CEpPBEpa, MCIIOJIBb3Ys BCE TECThl 3a HCKIOYEHHEM
«OMaCHBIX».
3aroyIHUTh OTYET O pe3yjIbTaTax CKAaHUPOBAHUs CEpPBEpa CO CTOPOHBI BHEIIHEH
cetu (oOpazerr cM. B Ta0:. 8.3). CpaBHUTH pe3yJIbTAThI C IOJYYCHHBIMU paHee B
nyHkre 19.
[IpoBecTu pacuer BeIMUYUHBI «0A30BOTO YPOBHS» YTPO3bI AJS MH000M KpUTHYE-
CKOM YSI3BUMOCTH.

7.9. AHanu3 3awuweHHocmu web-cepgepos

Kak yxe ObUIO 3aMeueHO, ayJUTOp MOXKET MPOBOAUTh MHCTPYMEHTAJbHBIE

IIPOBEPKHU, OXBaThlBarolve pasnuunble diemeHTsl [IMb. [Ing npumepa toro, kak
MOTYT IPOXOAUTH TAKHE IPOBEPKHU, PACCMOTPUM BO3MOXKHBIA HA0Op CPEACTB U Me-
TOJIOB TMPOBEACHUS WHCTPYMEHTAJIBHOM IPOBEPKU IOJCUCTEMBI 3alIUTHl web-
cepsepa.

Kak u3BecTHO, web-cepBep mpeicTaBiIsieT co00i KIHEHT-CEpBEPHOE MPHIIO-

KEHHE, UCIOJIb3YIollee Ui nepenayn aaHHbix nporokos HTTP m cranpaprHbii
mopt 80/tcp. web-cepBep oxumaer HTTP-3anpoc ot knuenra. [lpu momydeHuun
HTTP-3anpoca web-cepep orBeuaet HTTP-oTBeTOM, KOTOPBIT MOXKET COJIEPKATh



HTML-, XML-nokyMeHT 1100 WHOUM TUT JNaHHBIX (M300pa)KeHUE, TEKCTOBBIN J0-
KYMEHT, MyJIbTUMeANIHBIN ¢aiin u ap.). Ecnu HTTP-3anpoc ot kiaueHTa He MOXKET
ObITh 00paboTan (ommOKa B 3ampoce WM HEOCYIIECTBUMBIN 3ampoc), TO web-
cepBep JOJDKEH MOCIaTh OTBET, COACPKAIMNN KO U OMIMCAHNE OIINOKH.

[Tockonbky nporoxkon HTTP sBaserca mpoTOKONIOM ypOBHS NPWIOXKEHHM,
UCIOJIb3YIOIIMM TEKCTOBBIE KOMAaHJIbl, IOCMOTPETh IEepeaBaeMble web-cepBepoM
JTAaHHBIE MOKHO ¢ HcnoJib3oBaHueM yTwinThl NetCat (nc). B npumepe Hike ocyiiie-
crBisiercs cranaaptHoe TCP-monkimroyeHue ¢ MCIOIb30BaHUEM ITOM YTHUIIMTHI C
IIEPEHAIIPABIICHUEM NTOTOKA BBOJMMBIX C KJIIABUATYPhI JaHHBIX HA CEPBEP:

nc <mMsa MM azgpec y3Jja> <HOMep IopTa>.

nc 192.168.10.3 80

GET / HTTP/1.0 Cepgepy nepenaercst komanaa GET, 3anpariu-
BaloIasi KOPHEBOM JJOKYMEHT CepBepa, C yKa3aHU-
eM Bepcuu HTTP 1.0. [Tocne BBoja 3TOM KOMaH-
JIbI HCOOXOAMMO JIBAX bl HAXKATh Enter.

HTTP/1.0 200 OK Cepsep orBeuaet koaoM 200, 03HAYAFOIINM, YTO
3ampoc KIMeHTa 00padoTaH yCHENTHO U OTBET
cepBepa COACPKUT 3aTpeOOBAHHBIC TAHHBIC.

Server: Apache/1.3.37 Crpoka uieHTU(GUIIMPYET UMS U BEPCHUI0 web-

(Unix) PHP/4.4.4 cepBepa.

Date: Wed, 29 Nov 2006  Tekymiee BpeMsl U JaTa CHICTEMHBIX YaCOB CEpBe-
18:19:11 GMT pa

Last-Modified: Sun, 15  Bpewms mocieaHei MoIu(pUKaluy nepeaaBaeMoro
Jun 2003 17:34:53 GMT

JTOKyMEHTA.

Content-Type: text/html  Tun nepenaBaembix gaHubix (HTML).
Content-Length: 620 JlnuHa nepegaBaeMbIX JaHHBIX.
<html> CoOCTBEHHO TepeiaBacMble JaHHbBIC.
<head>

2/html>

Takum 006pa3om, UCTOIB3YS MPOCTOE MOAKIIOUEHUE K web-cepBepy, MOKHO
MOJIYYHUTh JIOCTATOYHO OOJIBIION 00heM MH(pOPMAIIMKA O CepBEpE: BEPCHUIO CEpBEpa,
Ha0O0p MOJKIIOYEHHBIX MOJIyJIEH, UX BEPCUU U JP.

s obcnenoBanus web-cepBepa B MEPBYIO ouepe/lb HEOOXOIUMO MPOBECTU
obcnenoBanre OC ceTeBoro y3ia, Ha KOTOPOM OH 3amyIlleH. 3aTeéM MOXHO HCIOJIb-
30BaTh TECTHI, cienuduunbie 17151 web-cepBepa.

Jlns aBTOMaTHU3alliy MOUCKa JOCTYIMHBIX (haiiJIoB U KaTaJIOrOB, pacroJjiararo-
muxcsa Ha web-cepBepe, MOKHO ucnolib3oBaTh yTunuty Cgichk. [{ns TectupoBanus
web-y3na 192.168.10.1 ¢ ucnoap30BaHUEM 3TOM YTHIIMTHI MOKHO BOCIIOJIB30BaThCS
KOMaHJIOH:



> CGICHK.EXE 192.168.10.1

HEADER:

HTTP/1.1 200 OK

Server: Microsoft-IIS/5.0

Date: Sun, 15 Oct 2006 18:47:54 GMT

Connection: Keep-Alive

Content-Length: 1295

Content-Type: text/html

Set-Cookie: ASPSESSIONIDQQGGGRUC=IFFBLHDBEBRLBFMDEHGNMOOBL; path=/
Cache-control: private

DIRECTORIES:
Found /images (403)
Found /test (200)
Found / private (403)
Found /scripts (403)
INTEREST:
Found /cgi-bin/ (403)
SPECIFIC:
Found /robots.txt (200)

VYka3aHHas yTWiIuTa BO3Bpalaer couep:xxumoe 3aronoBkoB HTTP-orsera, a
TaK)Ke MPOBOJUT MOUCK WEb-TUPEKTOPHiA, pacroaraomuxcsi Ha cepBepe. 13 BbI-
BOJIa 3TOW YTWIMTBI BHJHO, YTO Ha CEPBEPE MMEKOTCS HOCTYIIHbIE JITUPEKTOPUHU
«imagesy», «test», « privaty, «scriptsy. Mcxons u3 Ha3BaHUSA ITUX IUPEKTOPHA,
MOXXHO cJieJlaTh TMPEANooKeHus o0 HMHQPOpMAIMU, KOTOpash HAXOJIUTCA B HUX.
Takxke yka3pIBaeTCs CIUCOK «MHTEPECHBIX» NUPEKTOPUN, KOTOPBIE MOTYT COJEp-
’Katb ya3BUMble KOMIOOHEHTHI. Cekuust BbiBoJa «SPECIFICy) comepkuT momnoJyiHu-
TENbHO HaWJCHHBIC 3JEMEHTHI caiTta. Hampumep, HalieHHBIN (aitnm «robots.txt»
MOXET OBITh UCIIOJIB30BAH JIJIsl IOMCKA CKPBITHIX Web-aupekTopuii cepaepa.

Jlnst aBrOMaTU3alMM TOMCKA H3BECTHBIX YA3BUMOCTEH Web-IpHiioKeHHi
MOXXHO HCTOIb30BaTh yTUiaUTy Nikto. YTunura Nikto npencrasusier coboii ckaHep,
HAIMMCAaHHBI Ha MHTEpHpeTupyeMoM sizbike Perl, KoTophlil peanusyer BCECTOPOH-
Hee TecTupoBaHue web-cepBepa u web-npunoxenuid. JlaHHBIA CKaHEp BKIIIOYAET
0a3y o 6osiee yuem 3200 moTeHIMANIBHO onacHbIX dainax u 624 web-cepsepax. Mo-
JyJId CKAaHUPOBAaHUS U 0a3a ySA3BUMOCTEH 4acTO OOHOBJISIOTCS.

Jist 3amycka yTwimThl nikto MOXXHO BOCIOJIB30BaThCS KOMaHIION perl
nikto.pl -h 192.168.10.3, k1ou -h npegHasHadyeH s ykasaHus [P-
anpeca uinu DNS-uMmenu o6cnemyemoro y3mna. CUMBOIOM «#» OTMEYEHbI KOMMEH-
Tapuu K BBIBOAY YTUJIUTHI.

> perl nikto.pl -h 192.168.10.3

# Bepcust yTUIUTBI
- Nikto 1.35/1.34

# IP-aapec oOcneayemMoro ceppepa

+ Target IP: 192.168.10.3

# Vms oOciexyeMoro cepBepa (BO3MOKHO UM BUPTYaJIBHOTO CepBeEpa)
+ Target Hostname: 192.168.10.3



# Homep nopta, Ha KOTOPOM (PYHKITMOHUPYET CEPBEP

+ Target Port: 80
# Mertka BPCMCHU Ha4ajla CKAHUPOBAHHA
+ Start Time: Sun Oct 15 23:42:54 2006

# Yka3zaHue Ha TO, YTO 0OCJIelyeMbIi cepBep HEe 00s3aTeNIbHO OYy/IeT BO3BpaIaTh
# mpaBUIIBbHBIN MTapaMeTp «Servery (TUIl U BEpcHsi 00ClIelyeMoro cepBepa), ¢

# UCIOJIb30BAHUEM ONIMU —g MOKHO SIBHO 3aJ1aTh Bepcuio ceppepa. OT 3Toro

# mapameTtpa OyJeT 3aBUCETh COCTaB TECTOB, KOTOpPhIE OyAeT MPOBOAMTH nikto.

- Scan is dependent on "Server" string which can be faked, use -g
to override

# OOHapy>KEHHBIC TUIT M BEPCHUS CepBepa

+ Server: Apache/1.3.33 (Debian GNULinux)

# Ilepeuens goctynHbix cepBepHbix HT TP-koManp (3amipocoB)

+ Allowed HTTP Methods: GET, HEAD, OPTIONS, TRACE

# Yxkazanue Ha T0, uTo komanaa TRACE gomxHa ObITh pa3penieHa TOIbKO s

# OTIaAOYHBIX 33724

+ HTTP method 'TRACE' is typically only used for debugging. It
should be disabled. OSVDB-877.

# Yka3bIBaeT Ha TO, UTO Bepcusi web-cepepa Apache Ha oOcneayemom y3ie

# sIBJsIETCS yCTapeBILEeH, OJTHAKO IO CUX MOP MOAJIEPKUBAETCS pa3pabOTUYMKOM U
cuuTaercs 0e30macHoOM.

+ Apache/1.3.33 appears to be outdated (current is at least
Apache/2.0.54) . Apache 1.3.33 is still maintained and considered
secure.

# BrurroueHo uHAEKCHUpoBaHue Katayiora /icons/. OHO JOJDKHO OBITh BKJIIFOUEHO

# JJIA CIICHIUAJIBHBIX KaTaJIOI'OB. B cxo0xax YKa3bIBACTCA THUII 3aIIpOCa,

# C TOMOIIBbIO KOTOPOTO ObLIIA MOTyUYeHa HHGOPMAITHS.

+ /icons/ - Directory indexing is enabled, it should only be en-
abled for specific directories (if required). If indexing is not
used all, the /icons directory should be removed. (GET)

# Vcnonb3ys kaTanior /server-status, MOXKHO MOJYyYUTh MHOT'O HHGOPMAITUU O

# cepBepe Apache. Pexomenmyercs orpaHuduTh JOCTYT K ITOMY PECYPCy.

+ /server-status - This gives a lot of Apache information. Com-
ment out appropriate line in httpd.conf or restrict access to al-
lowed hosts. (GET)

# Heotkmouennas koMmanaa TRACE MoxeT ObITh HCTIOJIB30BaHA JIJIS pPeaInu3auu
# ataku Thna XSS (MeXCaUTOBBINA CKPUINITUHT) WX JJIS1 KpaKu

# naeHTH(OUKAIIMOHHBIX JaHHBIX. YKa3bIBAaCTCS CCHIIKA HA aJIpec, 10 KOTOPOMY

# MOXHO MOJYYUTh NOAPOOHOE ONMKUCAHUE HAMIEHHOW YSI3BUMOCTH.

+ / - TRACE option appears to allow XSS or credential theft. See
http://www.cgisecurity.com/whitehat-mirror/WhitePaper screen.pdf
for details (TRACE)

# Karanor /doc oTKpBIT J11 MpoCMOTpa.

+ /doc/ - The /doc directory is browsable. This may be /usr/doc.
(GET)



# bbuio npoBeneHo 2563 Tecta, HAWJIEHO 5 3JIEMEHTOB.
+ 2563 items checked - 5 item(s) found on remote host(s)
+ End Time: Sun Oct 15 23:43:07 2006 (13 seconds)

+ 1 host(s) tested

Takum 00pa3oM, ¢ MOMOILBIO YTHINTHI Nikto ayTUTOP MOXET MOIYYUTh HH-
¢dopMmaruio 00 YpOBHE 3alIMILEHHOCTH Wweb-cepBepa, cpopMHUpOBaTH IMEPEUYEHb
IPUCYTCTBYIOIUX YA3BUMOCTEN pa3ianuHoro tuna. [locie oOHapykeHus ys3BUMbIX
CEPBUCOB, ayIUTOP MOXKET MPOU3BECTH JEMOHCTPALINIO BO3MOKHBIX JIEHCTBUH 3110-
YMBIIIJIEHHUKA U OLIEHUTh YPOBEHb CBSI3aHHBIX C KaXIBIM KJIACCOM YS3BUMOCTEMN
PHUCKOB.

@parMeHT aHAIMTUYECKOIO OTYETA IO PE3ysbTaTaM TECTUPOBAHMS IOACHUC-
TEMbI 3alIUThl Web-cepBepa, YCTAaHOBIEHHOIO Ha ceTeBoM y3ie ¢ IP-aapecom
192.168.10.3, MOXeET UMETH CIEAYIOLINN BU/I.

Oomee onucanue [IMb WEB-cepsepa

BuyTpennuii web-cepBep Ucnosib3yeTcs JUIsl MyOJuKaliy BHY TPUKOPIIOPATUBHBIX HOBOCTEH,
JIOKYMEHTOB, PErJIaMEHTOB U MpHKa30B. TpedoBaHUs 110 TOCTYIHOCTH HH(OPMALIUU, XpaHsIIeHcs
Ha web-cepBepe, HU3KUE, TPOCTOM B TEUEHHE OJHOTO JAHA JomycTuM. TpeOoBaHMs 1O KOHPUIEH-
[IUATHOCTH CPEIHHE, MOydyeHHe HH()OpMAINH, XpaHIIIeHCs: Ha cepBepe, KOHKYPEHTAMH MOXKET
NPUBECTH K (PMHAHCOBBIM MOTEPsIM. TpeOoBaHUs MO LETOCTHOCTH BBICOKHE, HCKAKEHHE MHPOP-
Manuu, XpaH)IHICI\/JICﬂ Ha CCPBCPEC, MOXKET MPHUBCCTHU K AC30pTraHHU3aln ACATCIbHOCTH MHOI'UX
MOJpa3/IeIeHUil U K HapyIIEHUIO HOPMaJIbHOM paOoThl MPeIIpUATHS B LIETIOM.

B xauectBe web-cepBepa ucnomnnsyercs ceppep Apache 1.3.33, ycTaHOBICHHBIN Ha cepBepe
non ynpasiaeaueM OC Debian GNU Linux. Cepsep ucnonbs3yercs s NPeABbABICHUS TOJIBKO
crarnyeckux web-crpanni. Jloctyn k web-cepBepy paspelieH BCeM IOJIb30BATEINSM JIOKATBHOM
ceTu. JlocTyn U3 BHEIIHUX CeTel 3ampelleH MepUMEeTPOBBIM MEXCETEBBIM 3KpaHoM. JlomonHu-
TEJBHBIE CPENCTBA 3auThl web-cepBepa (ayreHtudukarnus, SSL, TLS, 3ammra ot DoS-arak) He
npeaycMoTpeHsl. PesepBupoBaHue JaHHBIX HE BbINOIHsAETCS. CHUCTEMHBIE )KypHAIbl U JKypHAJIbI
pEeTUCTpaIy XPaHITCs HETIOCPEACTBEHHO Ha cepBepe.

Ilpumeuanue
Hannas ungopmayus modxcem Oblmb NOAYYEHA OM CUCMEMHO20 AOMUHUCIIPAMOpA, d MAK’Cce
nymem nookaouerus Kk web-cepsepy.

BoisiBIeHHBIE PUCKH M PEKOMEHIAMHU 110 UX 00padoTKe
Cepsep noanepxuBaetr HTTP-meroast GET, HEAD, OPTIONS, TRACE.

Ilpumeuanue
Hngpopmayus nonyuena ckanepom nikto.

Meton OPTION moxeT ucnonbp30BaThCs AJs MOJMydeHUs: crucka noanaep:kupaeMbix HTTP-
METO/I0B, PEKOMEH/YETCs €T0 OTKIIIOUYHTb.

Meton TRACE ucnonb3yeTcst TONBKO AJIS 1IeJIe OTIaAKH, €ro HE0OX0IUMO OTKIFOUUTh, TaK
KaK CyIIECTBYIOT TEXHUKH aTaK Ha web-cepBep, UCTIONb3YIOLINE ITOT METOI.

Cy1miecTByeT BO3MOXKHOCTH MPOCMOTpa KaTaioros /icons u /doc. PekomeHmyercsi 3aKphITh
3TOT JOCTYII.

Cy1mecTByeT BO3MOKHOCTb MTPOCMOTpPa CUCTEMHOW WH(pOpManuu cepBepa (Hampumep, ¢ Imo-
MOIIIbIO CIEAyIoIero 3ampoca web-o6o3peBatens http://192.168.10.3/server-status). Jlannas
GyHKIUS JOKHA OBITH OTKIIIOUEHA, €CJIM OHA He ucroiib3yercs. Eciu oHa ucnonb3yercs, TO J0cC-
TYI K 3TOH MH(OpMAIMK JJOJKEH MPEI0CTaBIATHCS TOJIBKO ONpeAEIeHHOMY Ha0Opy y3I10B.



Ilpumeuanue
Unghopmayus odbuapyscena cxanepom nikto u 0onornumensHo 00NHCHA ObIMb NPoBepeHa 8pyU-
HY10.

[Ipotokonsr SSL u TLS He ucnons3ytorcs. B cuity BhICOKMX TpeOOBaHMI 1O JTOCTYHMHOCTH
pexkomenayeTcs BHeaApeHue npotokonoB SSL umm TLS mis obecrnieueHus MeTOCTHOCTH NaHHBIX,
noyrygaembix ¢ web-cepBepa. s aToro MokHO ucnosib3oBaTh MoAysb mod SSL web-cepsepa
Apache.

K cepBepy pasperieH HEaBTOPHU30BAHHBIA JOCTYI. PEKOMEHIyeTCs 3ampeTUTh HEaBTOPHU30-
BaHHBII TOCTYM K CEPBEPY, TaK KakK ero (QyHKIMOHAILHOE Ha3HAUYCHUE MIPEINOoIIaraeT, YTo JOCTYII
JOJIKHBI MOJTy4aTh TOJBKO COTPYIHUKH MpeAnpusitus. s mpo3payHOCTH AOCTYNa PEKOMEH]Y-
€TCS MCIIOJIb30BAaTh TEXHOJIOTHH €IMHON PErHCTpalfii B paMKax Bcel mH(popManroHHOM uH(pa-
CTPYKTYPBI.

CucreMHBIC XypHAJbI U )KYPHAIBI PETUCTPAIIUU XPAHATCS HEMOCPEACTBEHHO Ha cepBepe. Pe-
KOMEH/TyEeTCSl HCTIOIb30BaTh IIEHTPAIM30BaHHOE (B paMKax Bce MH(MOpMAIMOHHOW WHGPACTPYK-
TYpbl) XPaHWIUIIE CHCTEMHBIX KyPHAJIOB M )KYPHAJIOB PETUCTPALUU. DTO MO3BOJHUT YIIPOCTUTH K
HUM JIOCTYI U 3aIIMTUT OT MoAuduKauuu. /laHHbIE )KypHAJIOB AOKHBI aHATM3UPOBATHCS HA pe-
T'YJIAPHON OCHOBE.

Web-cepBep ucmosbp3yeT HaCTpOHKH 0€30MMacCHOCTH 10 YMOJTYaHUI0. J1J1s1 TIOBBIIIEHUST YPOBHSI
0e30macHOCTH wWeb-cepBepa pEeKOMEHIYEeTCsl YCTaHOBUTh MOAYJb mod-security, OCYIIECTBIISIO-
Uil 0OHapyKEHUE U TMPETOTBpAICHHEe BTOPKeHH Ha web-cepBep. B dacTHOCTH, M3 apceHana
CPEICTB 3aluUThl MOAYJsl mod-security HeOOXOIMMO HCIIONB30BaTh (PYHKIHIO chroot (BBITOTHE-
HUE cepBepa B M30JIMPOBAHHOM (DaiJTOBOM IPOCTPAHCTBE) M MACKUPOBKY OaHHEpa cepBepa.

PekoMeHyeTcsi OTKIIOYUTh BCE HEHCIIONb3yeMble (QYHKIIUU U MOy Web-cepBepa, Takue
kak nognepxxka CGI u mp.

Ilpumeuanue

IlockonbKy ayoumop Haxoouics 8 pamKax Mooeiu «cepo2o AWuKay (8 YaCmHocmu, He ObLIO 803-
MONCHOCMU NPOBeCMU AHANU3 KOHQUYpayuu cepeepa), OH He MO2 MOYHO Onpedeums, KaKue
@yHKkyuu omraovensl, a kakue — Hem. Iloamomy npugooumas pekomeHoayus Hocum oowull xa-
paxkmep.

BBIIIOTHUTA!

24. C noMouiblo yTWIWTHI netcat (miau telnet) moakmrounTech K web-cepepy,
dbyukimonupymoiieMy Ha ysie «Ceppep». Onpenenute Bepcuto web-ceppepa u
3alPOCUTE KOPHEBYIO CTPAHMUILY.

25. IlocnenoBarenbHO BBIMOJHUTE CKAHUPOBAHUE Web-cepBepa ¢ TOMOIIBIO YTUIUT
Cgichk u Nikto.

26. JlonomauTe Tada. 8.3. CaenaiiTe BBIBOA O BO3MOKHOCTH aHAaINM3a 3allUIICHHO-
CTH web-cepBepa pa3nTuyHbIMU MeTojaMu. Hanmuimre Te3uchl « AHATUTHIECKO-
ro orueray, onuceiBaronme I[11b, BbIsBICHHBIE PUCKHM U PEKOMEHIALMHU IS
ATOTO CepBEpa, B TMPEANOJOKEHUU, UYTO JAHHBIA CepBEp SBISETCS Wweb-
CEpBEPOM, COACPIKAITIM HH(DOPMAITUIO O KOMITAHUH, €€ CTPYKTYPE, HOBOCTSX U
o poduie NeITeITbHOCTH.

27. ChopMHpyiTE UTOTOBBIM OTYET O MPOBEIACHUHU TECTUPOBAHUSA. Y KaKUTE NEpe-
YEHb MEPBOOUYEPEIHBIX MEPONPUITUN NJIsi YCTPAHECHHUS HAWJCHHBIX YS3BHUMO-
CTeH.
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NMPUNOXEHUE 1
NPUMEHEHUE TEXHOJIOI'M BUPTYAIIbHbLIX MALUWUH ANA
MMUTALUN CETEBbIX COEOUHEHWUN

JIyist mpoBeIeHNs MPAKTUIECKUX 3aHITHI B KOMIBIOTEPHBIX KJaccaX HCIOJb-
3yeTCsl TEXHOJIOTHS BUPTyaIbHBIX MamuH (cuctema VMware Workstation), mo3Bo-
JISIOIIAsT OCYIIECTBIIATh OJHOBPEMEHHBIN 3aIyCK Ha OJTHOM KOMITBIOTEPE HECKOJIb-
KHX OIEPAIMOHHBIX CHCTEM W YCTAaHOBHUTH MEXIY HUMH CETEBBIC COCIMHCHHS. B
3aBHCUMOCTH OT 00bEMa yCTAaHOBJICHHON Ha paboueM MeCcTe ONEPATHUBHOW MaMSITH
MOKET UMHUTHPOBATHCS HAJMYUE OT JIBYX CETEBHIX Yy3J0B (OCHOBHOTO W OIHOTO
BUpTYyaiabHOTO, TpeOyercs MunumyMm 128M6 O3Y) no Tpex (OCHOBHOTO M JBYX
BUPTYaJIbHBIX, TpeOyeTcs MuHUMYM 256M6 O3V) u Gosee y370B ¢ yCTaHOBICHHOMN
OC Windows 2000.

Yirtual Machine Control Panel

Hardware | Options

Device ztatuz

Device Surnmnary c P
v l
Memary 128 ME E':'””E':te :
& Hard Disk 1 {SCSI 0:0) ST SRS
CD-ROM 1 (IDE 1:0 Auto detect .
% ( ) u. " E_EE Connect to the fallowing netwark:,
éFIDppy 1 I=ing drive &
IC 1 Bridged () Bridged: Connected directly to the physical network.

@USE Controller Present (I MAT: Uzed ta share the host's |P address
@'F‘arallel 1 Using port LPT1

{3 Host-only: A private network. shared with the host

() Custom: Specific virual network

0k, H Cancel H Help

Puc. a. Hactpoiika BUpTyalbHOTO CETEBOTO afganTepa

JIns aHanu3a CETEBBIX COCIMHEHUI U CETEBBIX aTak AOCTATOYHO JIBYX Y3JOB.
OnuH B 3TOM Cilyyae UTPAET poJib ATAKYIOLIETr0, HA HEM TaKK€ MOKET BECTUCH 3a-
XBaT ceTeBoro tpaduka, a Apyroi — pojb aTakyemoro. B kauecTBe arakyromiero
11eJ1eCO00pa3HO HMCITOJIb30BAaTh OCHOBHYIO ONEPAIMOHHYIO CHUCTEMY, B KauecTBE
aTaKyeMOro — BHUPTYaJIbHBIN KOMIIbIOTEP. {7151 paboThI ¢ MEXCETEBBIMH dKpaHAMU



MOXXET TIOHAJIOOUTHCS JOTOTHUTEIHHO TPETUN BUPTYAJIbHBIM KOMITBIOTED, BBHIMOJ-
HSIOIMUNA POJb, HampuMmep, GuiabTpyromero mapuipyruzatopa. s opranuzanum
VPN-cetn He0OX01MMO OOJIBIIIEE YHCIIO CETEBBIX Y3JIOB, B 3TOM CIIydae IeIeco00-
pa3HO MCIIOJIB30BATh JIBAa OCHOBHBIX KOMITbIOTEpA C pabOTAIONIMMHU Ha HUX BUPTY-
aJIbHBIMHM CHCTEMaMHU.

[Tpu Hammuuu 0Opa30B OMEPAIMOHHBIX CHUCTEM HACTPOHKa CETEBBIX COEIH-
HeHuit B cucreme VMware Workstation npousBOAMTCS CIAEAYIOIIUM 00pa3oM.
IIpexxne Bcero omnpenensercsa IP-agpec OCHOBHOIO KOMIBIOTEpPA U €r0 Macka IMOJ-
CETH, HallpuMep, MpHU MOMOILK KOMaH bl ipconfig.

Jlanee HeoOXOAMMO BbI3BATh HACTPOMKHU Ka)XJOW U3 UCIOJIb3YEMbIX BUPTY-
aNbHBIX MAIWH (KOMaHAa B TJiaBHOM MeHI0 VMware Workstation Edit = Virtual
Mashine Settings...) n B paznene Hardware BrIOpaTh HACTPOUKH BUPTYAJTLHOTO CE-
TEBOTO ajaanrtepa (puc. a). YcranoButh myHKT «Bridget. Connected directly to the
physical network» (ITpsimoe coenqunenue k pu3andecKoit JIUHUM).

Hanee [P-aapec BUpPTyaapHOTO KOMIIBIOTEpA HACTPAUBAETCS OOBIYHBIM 00pa-
30M ¢ yuetoM IP-ampeca m Macku MojceT OCHOBHOTO KOMITbIOTEpa. Temneps B CETH
IPUCYTCTBYIOT 1B HE3aBUCHUMBIX CETEBBIX Y3Ia.

CereBoe B3aUMOJICHCTBUE Y3JIOB, B CIy4ae COOTBETCTBUSI UX MACKH IOJCETH,
JIETKO TIPOBEPUTH, HAaIIpuMep, koManaou Ping (puc. 0).

sswripeonfig

acTpodka nporokoaa IP paa Windows

eTesod mMocT (Cetesod moct) — Ethernet apmanrtep:

DHNS—cypPHKC 3TOro NOAKANYEHMA
IP-appec . . - - . . . . . .
Macka nopceTd - - . . . . . .
QCcHOBHOM wAWs - - . . . . . .

twFping 192.168.200.2

6EMEH nakeTamd ¢ 1YZ.168.200.2 no FZ eanr:

192.168.200.1
255.255.255.0
192.168.200.1

TeeT oT 192168 _200.2: yucao saiT=32 epema=2mc TTL=128
TeeT oT 192168 _200.2: yucao saiT=32 epema=1lmc TTL=12Z8
TeeT oT 192168 _200.2: yucao saiT=32 epema<imc TTL=128
TEET oT 1F2.168.200.2: 4yHcAao 6aHT=32 BpeMA<lMc TTL=LZ8

TatucTHKka Ping nan 172 168.20@.2:

MNakeTtos: pTnpaeaeHo = 4, noaydyeHo = 4, notepaHo = 0 (@ noTepbl.
PHEAHIHTEALHDE BpenA NMpUHEHA—Nepelavyd B HMC=:
Hunuimaaonoe = [ncerk, Makcuimaasnoe = 2 mcern, Cpepnece = 0 ncek

Puc. 6. IIpoBepka ceTeBoro B3auMoeHCTBUS



NMPUNOXEHUE 2
NEPEYEHb CETEBbIX CJTYXKB OC WINDOWS SERVER 2003

IHopr| Tun ITporoko. HanveHoBaHHE CHCTEMHOM CJIY:KOBbI

n/a GRE | GRE (IP protocol 47) Routing and Remote Access

n/a ESP | IPSec ESP (IP protocol 50) | Routing and Remote Access

n/a AH IPSec AH (IP protocol 51) Routing and Remote Access

7 TCP | Echo Simple TCP/IP Services

7 UDP | Echo Simple TCP/IP Services

9 TCP | Discard Simple TCP/IP Services

9 UDP | Discard Simple TCP/IP Services

13 TCP | Daytime Simple TCP/IP Services

13 UDP | Daytime Simple TCP/IP Services

17 TCP | Quotd Simple TCP/IP Services

17 UDP | Quotd Simple TCP/IP Services

19 TCP | Chargen Simple TCP/IP Services

19 UDP | Chargen Simple TCP/IP Services

20 TCP | FTP default data FTP Publishing Service

21 TCP | FTP control FTP Publishing Service

21 TCP | FTP control Application Layer Gateway Service

23 TCP | Telnet Telnet

25 TCP | SMTP Simple Mail Transfer Protocol

25 UDP | SMTP Simple Mail Transfer Protocol

25 TCP | SMTP Exchange Server

25 UDP | SMTP Exchange Server

42 TCP | WINS Replication Windows Internet Name Service

42 UDP | WINS Replication Windows Internet Name Service

53 TCP | DNS DNS Server

53 UDP | DNS DNS Server

53 TCP | DNS Internet Connection Firewall/Internet
Connection Sharing

53 UDP | DNS Internet Connection Firewall/Internet
Connection Sharing

67 UDP | DHCP Server DHCP Server

67 UDP | DHCP Server Internet Connection Firewall/Internet
Connection Sharing

69 UDP | TFTP Trivial FTP Daemon Service

80 TCP | HTTP Windows Media Services

80 TCP | HTTP World Wide Web Publishing Service

80 TCP | HTTP SharePoint Portal Server

88 TCP | Kerberos Kerberos Key Distribution Center

88 UDP | Kerberos Kerberos Key Distribution Center

102 | TCP | X.400 Microsoft Exchange MTA Stacks

110 | TCP |POP3 Microsoft POP3 Service

110 | TCP |POP3 Exchange Server




Iopt| Tun IIpoToko. HaumeHoBaHHE CHCTEMHOM CJIYKObI
119 | TCP | NNTP Network News Transfer Protocol
123 | UDP | NTP Windows Time

123 | UDP | SNTP Windows Time

135 | TCP | RPC Message Queuing

135 | TCP |RPC Remote Procedure Call

135 | TCP |RPC Exchange Server

137 | TCP | NetBIOS Name Resolution | Computer Browser

137 | UDP | NetBIOS Name Resolution | Computer Browser

137 | TCP | NetBIOS Name Resolution | Server

137 | UDP | NetBIOS Name Resolution | Server

137 | TCP | NetBIOS Name Resolution | Windows Internet Name Service
137 | UDP | NetBIOS Name Resolution | Windows Internet Name Service
137 | TCP | NetBIOS Name Resolution | Net Logon

137 | UDP | NetBIOS Name Resolution | Net Logon

137 | TCP | NetBIOS Name Resolution | Systems Management Server 2.0
137 | UDP | NetBIOS Name Resolution | Systems Management Server 2.0
138 | UDP | NetBIOS Datagram Service | Computer Browser

138 | UDP | NetBIOS Datagram Service | Messenger

138 | UDP | NetBIOS Datagram Service | Server

138 | UDP | NetBIOS Datagram Service | Net Logon

138 | UDP | NetBIOS Datagram Service | Distributed File System

138 | UDP | NetBIOS Datagram Service | Systems Management Server 2.0
138 | UDP | NetBIOS Datagram Service | License Logging Service

139 | TCP | NetBIOS Session Service Computer Browser

139 | TCP | NetBIOS Session Service Fax Service

139 | TCP | NetBIOS Session Service Performance Logs and Alerts
139 | TCP | NetBIOS Session Service Print Spooler

139 | TCP | NetBIOS Session Service Server

139 | TCP | NetBIOS Session Service Net Logon

139 | TCP | NetBIOS Session Service Remote Procedure Call Locator
139 | TCP | NetBIOS Session Service Distributed File System

139 | TCP | NetBIOS Session Service Systems Management Server 2.0
139 | TCP | NetBIOS Session Service License Logging Service

143 | TCP | IMAP Exchange Server

161 | UDP | SNMP SNMP Service

162 | UDP | SNMP Traps Outbound SNMP Trap Service

389 | TCP | LDAP Server Local Security Authority

389 | UDP | LDAP Server Local Security Authority

380 | TCP | LDAP Server Distributed File System

389 | UDP | LDAP Server Distributed File System

443 | TCP | HTTPS HTTP SSL

443 | TCP | HTTPS World Wide Web Publishing Service
443 | TCP | HTTPS SharePoint Portal Server

445 | TCP | SMB Fax Service




Iopt| Tun IIpoTokoJ HaumeHoBaHUE CUCTEMHOM CIYKObI
445 | UDP | SMB Fax Service

445 | TCP | SMB Print Spooler

445 | UDP | SMB Print Spooler

445 | TCP | SMB Server

445 | UDP | SMB Server

445 | TCP | SMB Remote Procedure Call Locator
445 | UDP | SMB Remote Procedure Call Locator
445 | TCP | SMB Distributed File System

445 | UDP | SMB Distributed File System

445 | TCP | SMB License Logging Service

445 | UDP | SMB License Logging Service

500 | UDP |IPSec ISAKMP IPSec Services

515 | TCP |LPD TCP/IP Print Server

548 | TCP | File Server for Macintosh File Server for Macintosh

554 | TCP | RTSP Windows Media Services

563 | TCP | NNTP over SSL Network News Transfer Protocol
593 | TCP | RPC over HTTP Remote Procedure Call

593 | TCP | RPC over HTTP Exchange Server

636 | TCP | LDAP SSL Local Security Authority

636 | UDP | LDAP SSL Local Security Authority

993 | TCP | IMAP over SSL Exchange Server

995 | TCP | POP3 over SSL Exchange Server

1270 | TCP | MOM-Encrypted Microsoft Operations Manager 2000
1433 | TCP | SQL over TCP Microsoft SQL Server

1433 | TCP | SQL over TCP MSSQLSUDDI

1434 | UDP | SQL Probe Microsoft SQL Server

1434 | UDP | SQL Probe MSSQLSUDDI

1645 | UDP | Legacy RADIUS Internet Authentication Service
1646 | UDP | Legacy RADIUS Internet Authentication Service
1701 | UDP | L2TP Routing and Remote Access
1723 | TCP | PPTP Routing and Remote Access
1755 | TCP | MMS Windows Media Services

1755 | UDP | MMS Windows Media Services

1801 | TCP | MSMQ Message Queuing

1801 | UDP | MSMQ Message Queuing

1812 | UDP | RADIUS Authentication Internet Authentication Service
1813 | UDP | RADIUS Accounting Internet Authentication Service
1900 | UDP | SSDP SSDP Discovery Service

2101 | TCP | MSMQ-DCs Message Queuing

2103 | TCP | MSMQ-RPC Message Queuing

2105 | TCP | MSMQ-RPC Message Queuing

2107 | TCP | MSMQ-Mgmt Message Queuing

2393 | TCP | OLAP Services 7.0 SQL Server: Downlevel OLAP Client

Support




Iopt| Tun IIpoToko. HaumeHoBaHHE CHCTEMHOM CJIYKObI
2394 | TCP | OLAP Services 7.0 SQL Server: Downlevel OLAP Client
Support
2460 | UDP | MS Theater Windows Media Services
2535 | UDP | MADCAP DHCP Server
2701 | TCP | SMS Remote Control (con- | SMS Remote Control Agent
trol)
2701 | UDP | SMS Remote Control (con- | SMS Remote Control Agent
trol)
2702 | TCP | SMS Remote Control (data) | SMS Remote Control Agent
2702 | UDP | SMS Remote Control (data) | SMS Remote Control Agent
2703 | TCP | SMS Remote Chat SMS Remote Control Agent
2703 | UPD | SMS Remote Chat SMS Remote Control Agent
2704 | TCP | SMS Remote File Transfer | SMS Remote Control Agent
2704 | UDP | SMS Remote File Transfer | SMS Remote Control Agent
2725 | TCP | SQL Analysis Services SQL Analysis Server
2869 | TCP | UPNP Universal Plug and Play Device Host
2869 | TCP | SSDP event notification SSDP Discovery Service
3268 | TCP | Global Catalog Server Local Security Authority
3269 | TCP | Global Catalog Server Local Security Authority
3343 | UDP | Cluster Services Cluster Service
3389 | TCP | Terminal Services NetMeeting Remote Desktop Sharing
3389 | TCP | Terminal Services Terminal Services
3527 | UDP | MSMQ-Ping Message Queuing
4011 | UDP | BINL Remote Installation
4500 | UDP | NAT-T Routing and Remote Access
5000 | TCP | SSDP legacy event notifica- | SSDP Discovery Service
tion
5004 | UDP | RTP Windows Media Services
5005 | UDP | RTCP Windows Media Services
42424| TCP | ASP.Net Session State ASP.NET State Service
51515 TCP | MOM-Clear Microsoft Operations Manager 2000
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